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PAUL M. RUDEN CONSULTING

Privacy Regulations Coordinator
California Office of the Attorney General
300 South Spring Street, First Floor

Los Angeles, CA 90013

The undersigned submits these comments on the Notice of Proposed Rulemaking Action
published at https://oag.ca.gov/sites/all/files/agweb/pdfs/privacy/ccpa-nopa.pdfin
implementation of the California Consumer Privacy Act (CCPA).

These comments are focused on an important jurisdictional question raised by, but not
discussed in, the proposed regulations.

The CCPA is expressly directed at for-profit businesses that have: 1) $25 million or more in
annual revenue; 2) trade in the data of 50,000 or more persons; or 3) derive 50% or more
revenue from selling consumers’ personal information. The “consumers” whose data is
covered by the CCPA are “natural persons” residing in California, thus excluding data of
corporations. In addition to the size factors, the CCPA will only apply if the business

collects and processes the personal information of California residents and does business in
the State of California.

The regulations are clear that the intent is to also bind non-California businesses that
acquire personal information about California residents:

“... out-of-state competitors would also be subject to the CCPA and the
regulations for their California customers.” [Notice of Proposed Rulemaking
Action at 13]

This raises the important question of how much business must be done with “California
customers” to bring the regulations to bear on non-resident businesses.

The proposed regulations and the economic impact analysis do not directly address this
question. | submit that the law prevents California from treating out-of-state businesses
more aggressively than in-state competitors. Therefore, the same three thresholds for
enforcement of the statute should apply to out-of-state businesses that sell to California
residents and the thresholds ($25 million in revenue, for example) should be construed to
refer to business with California residents and not business done elsewhere.

The Standardized Regulatory Impact Assessment (SRIA) is consistent with the

interpretation | have proposed. It references “consumers” and thus refers to “natural
persons” residing in California.” Nevertheless, a jurisdictional question of this nature
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https://oag.ca.gov/sites/all/files/agweb/pdfs/privacy/ccpa-nopa.pdf

should not be left to interpretation. It will be a simple matter to make the suggested
application of the regulations explicit in the final regulation.

Clarification of this issue in the final regulations is critical so that non-California firms can
understand exactly how to assess their business operations regarding compliance with the
CCPA.

Respectfully submitted,

/Paul M. Ruden/

Paul M. Ruden

Principal
Paul M Ruden Consulting
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The following comments were developed through discussion with CCIA’s member companies
and reflect clarifications and amendments to the proposed regulations that will support reliable
operationalization of the rights and obligations established by the CCPA. The following
comments are comprised of general observations on the draft regulations as well as
recommendations for specific amendments to the text of the regulations.

General Comments on the Draft Reculations

The draft regulations add much needed clarity to certain aspects of the CCPA; however, areas of
confusion remain. CCIA encourages the Attorney General’s office to consider the following
high-level points in revising the draft regulations in order to provide additional clarity, establish
harmony with existing best practices, promote interoperability with other applicable laws,
account for recent statutory amendments, and remain consistent with California law.

1. The draft regulations add much needed clarity: CCIA welcomes provisions in the draft

regulations that provide additional clarity and guidance for complying with previously
ambiguous components of the CCPA. For example, the draft regulations pertaining to the
treatment of “household” data (§ 999.318), the ability to offer granular options for
exercising deletion requests (§ 999.313(d)(7)), and procedures for the verification of
consumer requests (§ 999.323) are important additions that should be retained in the final
implementing regulations.

2. Areas of confusion remain and should be addressed: The rushed legislative process that

produced the CCPA resulted in unclear provisions that are not fully addressed or clarified
by the draft regulations. The final regulations should provide additional clarity and
appropriate flexibility for vague and undefined terms and concepts used by the CCPA in
accordance with common legal understanding and usage of these terms. For example, the
regulations should clarify the meaning of “valuable consideration” and “reasonable
security procedures and practices” as used in the CCPA ? Such clarifications are
necessary to prevent overbroad interpretations of the law that could disrupt the basic
operation and availability of websites and online services.

3. Follow best practices for privacy notices and policies: CCIA supports enabling flexibility

in meeting privacy notice requirements to support the development of concise and

3CCPA §§ 1798.140(1)(1); 1798.150(a)(1).
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effective notices in different contexts.* Where appropriate, businesses should be
empowered to utilize modern tools such as privacy dashboards, layered notices, and
inline videos and controls in order to provide streamlined and effective notice of data
processing practices. The prescriptive, repetitive, and lengthy new privacy notice and
policy requirements contemplated by Article 2 of the draft regulations would increase
costs, contribute to ballooning notice length, and potentially lead to consumer fatigue -
reducing the overall effectiveness of the CCPA’s efforts to meaningfully inform
consumers of businesses’ data practices. In promulgating final CCPA regulations, the
Attorney General should consider ways to promote concise, relevant, and effective
transparency of businesses’ data processing practices.

4. Promote interoperability between privacy regimes: Where appropriate under the authority
of the CCPA° the regulations should define terms, clarify obligations, and establish

exceptions in a manner that promotes interoperability and harmonization with
intersecting state (e.g., the California Online Privacy Protection Act (CalOPPA)), federal
(e.g., the Children’s Online Privacy Protection Act (COPPA)), and international (e.g., the
General Data Protection Regulation (GDPR)) privacy laws. Supporting the emergence of
a “common language of privacy”® will promote reliability and predictability for
businesses in meeting their CCPA obligations and consumers exercising their rights.

5. Account for recent CCPA amendments: The final regulations should account for and

operationalize the CCPA amendments signed by Governor Newsom on October 11,
2019. Specifically, the regulations should be updated in response to changes pertaining to
exceptions for employee and business-to-business data (AB 1335, 25), methods for
receiving consumer requests (AB 1546), and the definition of “personal information”
(AB 874)

6. Ensure regulations are authorized by statute and provide clarity: Pursuant to the
California Administrative Procedure Act (Cal. Gov’t Code § 11340) and associated case
law (see Morris v. Williams)®, the Attorney General should avoid creating new

substantive requirements for businesses through the regulatory process that are outside

 See e.g., Information Commissioner’s Office, What methods can we use fo provide privacy information?,
https://ico.org.uk/for-organisations/gunide-to-data-protection/guide-to-the-gencral-data-protection-regulation-gdpi/the
-right-to-be-informed/what-methods-can-we-use-to-provide-privacy-information (last visited Dec. 2, 2019).

S CCPA § 1798.185(a)(3).

% See NIST, NIST Privacy Framework: A Tool for Improving Privacy Through Enterprise Risk Management (Sept.
6, 2019), https://www.nist. gov/system/files/documents/2019/09/09/nist_privacy framework preliminary_draft.pdf.

7 See Privacy & Information Security Law Blog, California Governor Signs CCPA Amendments Into Law (Oct. 13,
2019y, https://www.huntonprivacyblog.com/2019/10/13/california-governor-signs-ccpa-amendments-into-law.

8 Morris v. Williams, 67 Cal. 2d 733 (1967) (“Administrative regulations that alter or amend the statute or enlarge or
impair its scope are void and courts not only may, but it is their obligation to strike down such regulations.”).
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the scope of the CCPA unless clearly authorized and necessary to operationalize an
express statutory right or specified legislative purpose. The legislative intent in enacting
the CCPA was to give “consumers an effective way to control their personal information”
by ensuring a series of rights such as knowledge, access, ability to say no to sale, and
nondiscrimination.” Any substantive additions to business obligations should have a
concrete link to furthering the CCPA’s purpose of promoting consumers’ effective
control of their personal information through the exercise of these rights.

Comments on Specific Regulatory Language

CCIA respectfully offers the following analysis and suggested amendments to specific
provisions of the draft regulations in order to promote clear and effective operationalization of
the rights and business obligations established in the CCPA.

Draft Regulation § 999.305(a)(3)

e Analysis: Obtaining explicit consent for any data processing not disclosed through an
initial notice, no matter how beneficial or benign, would be a burdensome requirement
that is inconsistent with best practices.’® Such a requirement could obstruct businesses
from adapting to emerging business practices, limit innovation, and restrict socially
beneficial secondary data uses. Furthermore, the requirement could motivate some
businesses to draft overbroad privacy notices for the point of initial collection, limiting
the effectiveness of these notices for meaningfully informing consumers of data
processing practices. Finally, this regulation would constitute a substantive restriction
that 1s not contemplated by the CCPA or addressed in the CCPA’s legislative intent.
While the Attorney General’s Initial Statement of Reasons (ISOR)'! posits that this
requirement would “implement” CCPA § 1798.100(b), that provision only restricts
businesses from using personal information for additional purposes without first
“providing the consumer with nofice consistent with this section” (emphasis added).'
Therefore, this regulation should be limited to providing guidance to businesses on how
to notify consumers on the use of personal information for new purposes as directed by
the CCPA.

? CCPA Legislative Counsel’s Digest, Sec. 2.(i); see also California Attorney General, Initial Statement of Reasons:
Proposed Adoption of California Consumer Privacy Act Regulations (ISOR) 11, available at
https://oag.ca.gov/sites/all/files/agweb/pdfs/privacy/cepa-isor-appendices.pdf.

19 See Federal Trade Commission, Profecting Consumer Privacy in an Era of Rapid Change, at 57 (Mar. 2012),
https://'www ftc.gov/sites/defaunlt/files/documents/reports/federal-trade-commission-report-protecting-consumer-priv
acy-era-rapid-change-recommendations/120326privacyreport. pdf (“Companics should obtain affirmative express
consent before making material retroactive changes to privacy representations.”).

L ISOR 1V.C. subdivision (a)(3)-(4).

2 CCPA § 1798.100(b).
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e Proposed language: § 999.305(a)(3) A business shall not use a consumer’s personal
information for any purpose other than those disclosed in the notice at collection without-

2
Q

directly notifying the consumer of this new use through the business’s primary means

of contact with the consumer. and-ebtainexplictt-consentfrom-the-consumertouseit
forthisnew-purpose.

Draft Regulation § 999.306(d)(2)

e Analysis: The draft regulations contain a necessary exemption from providing a notice of
the right to opt-out if a business does not sell personal information. However, the
requirement that a business using this exemption must include in its privacy policy a
statement that it “does not and will not sell personal information” should be amended. A
business that does not sell consumer data may, at some point in the future, decide to
begin selling consumer data (consistent with CCPA requirements) in response to shifting
business practices, technology, or consumer/client requests. If a business that chooses to
‘sell” personal information (as broadly defined by the CCPA) has previously stated that it
will never sell any personal information in accordance with this draft regulation, it could
be subject to claims of deceptive practices under FTC Section S or equivalent State
authority. The ISOR demonstrates that the Attorney General’s office intends for
companies that do not sell personal information not to provide opt-out notices in order to
avoid “potentially confusing” consumers."® Therefore businesses should be able to
exercise this exemption without being required to make potentially misleading statements
in doing so.

e Proposed language: § 999.306(d)(2) It states in its privacy policy thatthat it does not and
witlaetsell personal information. A consumer whose personal information is collected

while a notice of right to opt-out notice is not posted shall be deemed to have validly
submitted a request to opt-out.

Draft Regulation § 999.313(c)(4)

e Analysis: As the ISOR recognizes, the Attorney General’s office has an important task of
balancing the significant benefits of consumers’ right to access their personal information
while also limiting the potential harms that may result from the inappropriate disclosure
of information.* The draft regulations appropriately bar the disclosure of certain
categories of information in response to a request to know, such as account passwords
and security question answers due to the serious risks that could result from inappropriate

13 ISOR IV.D. subdivision (d).
Y ISOR 1V H subdivision (¢)(4).
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disclosure. However, the draft regulation’s contemplated ban on the disclosure of any
government-issued identification number is overbroad and contrary to consumer interests.
For example, consumers may expect the right to access, and benefit from the ability to
port to different services, certain documents containing identifiers such as medical forms
or tax return documents that would not have the same utility if the identifiers were
removed. Given that the CCPA does not establish or suggest a blanket ban on such
disclosures, but rather instructs the Attorney General to establish rules facilitating
consumers’ ability to obtain their covered information,” the draft regulations should be
amended to permit the disclosure of identification numbers in order to fulfill a verified
request that does not carry an otherwise unreasonable risk.

e Proposed Language: § 999.313(c)(4) Taking into account the context and purpose of a
consumer’s request, a business may choose to shall-netat-any-time disclose a
consumer’s Social Security number, driver’s license number or other government-issued
identification number, financial account number, or any health insurance or medical
identification in response to a verified request to know. A business shall not at any
time disclose an account password or security questions and answers.

Draft Regulation § 999.313(d)(1)

e Analysis: The draft regulation appropriately recognizes that businesses must have the
ability to deny unverifiable data deletion requests. However, requiring businesses to treat
an unverifiable deletion request as an opt-out of sale is not supported by the CCPA and
raises both practical and policy concerns. First, any such requirement would need an
additional exception for instances that a business is unable to associate the unverifiable
deletion request with a customer or user account. Second, deletion requests are
substantively different from opt-out of sale requests and mandating the transformation of
the former into the latter does not necessarily “best accommodate™ the consumer’s
intent. For example, a customer may wish to delete discrete categories of personal
information pursuant to draft regulation § 999.313(d)(7), but not wish to opt-out of sales
in order to take advantage of a price difference offered pursuant to draft regulation §
999.336(b). Due to these concerns, the Attorney General should remove this requirement
from the draft regulations.

e Proposed language: § 999.313(d)(1) For requests to delete, if a business cannot verify the

identity of the requestor pursuant to the regulations set forth in Article 4, the business
may deny the request to delete. The business shall inform the requestor that their identity
cannot be verified-and-shall-instead-treatthe-request-as-a S out-of-sale.

15 CCPA § 1798.185(a)(7).
1 ISOR 1V H subdivision (d).
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Draft Regulation § 999.314(c)

e Analysis: In order to support legislative intent and promote interoperability between
different privacy regimes, the regulations should align the scope and obligations of
“service providers” under the CCPA with those of “data processors” under the GDPR and
standard business contractual relationships.'” Unfortunately, the draft regulation’s
provisions on the use of covered information by service providers is overly restrictive and
could be construed to limit legitimate business practices necessary to conduct business or
provide a service. The draft regulation creates a new legal distinction for combining
personal information that is not contemplated in the CCPA’s differentiation between a
service provider’s “business purposes” and “commercial purposes.”'® The regulations
should be moditied to permit the use of combined data for all appropriate cybersecurity
practices (not just the relatively narrow “detection” of “data” security incidents),
operational purposes such as product analysis and improvement, and additional business
purposes that rely on pooling information to provide a common service to the benefit of
all customers.

e Proposed language: § 999.314(c) A service provider shall not use personal information

received either from a person or entity it services or from a consumer’s direct interaction
with the service provider for the purpose of providing services to another person or entity
unless the service provider’s business purpose provides a common benefit to all
customers. A service provider may;-heweves- also combine personal information
received from one or more entities to which it is a service provider, on behalf of such
businesses, to the extent necessary to prevent, detect, and respond to data-security
incidents,-ef protect against fraudulent or illegal activity, or for operational purposes
such as auditing, account maintenance, and conducting measurement or
improvement of the service.

Draft Regulation § 999.314(d)

e Analysis: Under the CCPA, a service provider is not “liable” for the “obligations of a
business for which it provides services.”” However, the proposed regulations would
create a new obligation for service providers to either comply with consumer CCPA
requests or to explain the basis for their denial. It is inappropriate to create an expectation
for service providers to comply with consumer access and deletion requests unless
pursuant to a contract entered into between business partners. Typically, service

U The CCPA’s definition of “service provider” under § 1798.140(v) closely tracks the GDPR’s definition of
“processor” under GDPR Art (4)(8).

18 CCPA § 1798.140(d). (D).

¥ CCPA §1798.145(j), Certain indirect obligations under §1798.104(c)
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providers have a duty to maintain the integrity of the data of a business and are not in the
best position to verify consumer requests or to determine whether an exception applies.
Furthermore, as the ISOR recognizes, the CCPA does not oblige service providers to
comply with consumer requests,? so it is unclear what additional, meaningful
information is expected to be included in a service provider’s basis of denial. As stated,
the regulations should align the obligations of service providers with the GDPR, which
requires that data processors assist data controllers with responding to data subject rights,
but does not require compliance with consumer requests or direct responses.!

e Proposed language: § 999.314(d) If a service provider receives a request to know or a

request to delete from a consumer regarding personal information that the service
provider collects, maintains, or sells on behalf of the business it services and is not

contractually obligated to respond, and-dees-noet-comply-with-the-requestttshall
explain-the-basisferthe-dental—Tthe service provider shall alse-inform the consumer that

it should submit the request directly to the business on whose behalf the service provider

processes the information-and;-whenfeastble-provide-the-consumer-with-contast
o o for-thatbusiness.

Draft Regulation § 999.315(¢c)

e Analysis: The CCPA establishes specific mechanisms for consumers to exercise control
over their personal information, including by opting-out of the sale of their personal
information through the use of a clear and conspicuous “Do Not Sell My Personal
Information” link or a uniform opt-out logo or button.** Therefore, while the CCPA
envisions uniformity in opt-out request mechanisms, in contrast, the proposed regulations
would provide for the creation of a limitless amount of divergent, yet-to-be-developed
opt-out methods. Internet communications are based upon open, consensus-based
protocols and standards. It would be impractical to demand that businesses continually
update their websites and servers to detect and enable compatibility with an
ever-expanding array of different browser extensions, plug-ins, and other signifiers that
might be intended to convey opt-out requests. In order to ensure that consumers can
meaningfully exercise their privacy controls and grant certainty to businesses in receiving
and responding to consumer requests under the CCPA, this provision should be removed.

Draft Regulation § 999.315(f)
e Analysis: Requiring businesses that receive an opt-out request to notify all third parties to
whom it sold the personal information of a consumer within the past 90 days and instruct

BISOR IV.I subdivision (d).
2 GDPR Atrt. 28(3)(c).
2 CCPA §§ 1798.135(a)(1); 1798.185(a)(4)(C).
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them not to further sell the information would be a burdensome requirement not
contemplated by the text of the CCPA. Furthermore, such a requirement is impractical in
the modern information economy where data transfers without a backwards-looking
mechanism occur for various legitimate business purposes. Complying with this
provision would require that businesses conduct additional tracking, collection, and
retention of personal information, contrary to privacy best practices and in tension with
draft regulation § 999.317(f) clarifying that “a business is not required to retain personal
information solely for the purpose of fulfilling a consumer request made user the CCPA.”
» Furthermore, the draft regulation is unclear as to how an instruction “not to further sell
the information” shall be enforced. Given these concerns it 1s appropriate to include a
feasibility exception in this provision, as is included elsewhere in the draft regulations.

e Proposed language: § 999.315(f) Where feasible, A-a business shall notify al-third
parties to whom it has sold the personal information of the consumer within 90 days prior

to the business’s receipt of the consumer’s request that the consumer has exercised their
right to opt-out and instruct them not to further sell the information Fhe-businessshal

notify-the-consumervwhenthis-has beencompleted:

Draft Regulation § 999.317(g)

e Analysis: The draft regulations propose to create a new, inherently arbitrary distinction
between businesses that collect the personal information of 4,000,000 or more consumers
and those that do not, placing additional obligations on the former category that are not
required by the CCPA and have no clear connection to furthering the ability of consumers
to control their personal information. The inclusion of metrics about consumer requests
within an organization’s privacy policy would lengthen and complicate these notices, in
all likelihood decreasing their utility at meaningfully informing consumers of data
processing practices. Furthermore, there is no legitimate basis for requiring costly
training programs to ensure that an employee who only touches one aspect of CCPA
compliance, such as handling consumer access or deletion requests, must be informed of
entirely distinct CCPA provisions such as the business’s information security obligations
under the Act. The ISOR states that this training requirement is intended to ensure that
businesses “are capable of adequately responding to these requests,” however,
mandating businesses offer training on topics wholly unrelated to consumer requests
under the CCPA would not advance this purpose.

B See also CCPA § 1798.145(k) (“This title shall not be construed to require a business to collect personal
information that it would not otherwise collect in the ordinary course of its business, retain personal information for
longer than it would otherwise retain such information in the ordinary course of its business™) (as amended by AB
1355).

#ISOR 1V L subdivision (g).
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Finally, the draft provision is unclear as to whether it applies to businesses that process
records of 4 million or more total individuals or 4 million Californians.* This is a serious
oversight given the impending effective date of the CCPA. Considering these
fundamental shortcomings, this draft provision should be removed from the regulations.

Draft Regulation § 999.330

e Analysis: The CCPA creates obligations regarding the sale of personal information of
minors if the business has “actual knowledge” of the age of the consumer.*® However,
this standard 1s only described in the draft regulations through a negative proposition -
that a business will be deemed to have “actual knowledge” if it “willfully disregards the
consumer’s age.”?’ Given that the phrase “willfully disregards” is not used in the CCPA
or defined in the draft regulations, this provision could be read as requiring businesses to
investigate the age of its users by collecting and associating additional personal
information, in contradiction of well-established best practices for privacy. In order to
provide clarity for businesses, the regulations should explicitly state that the meaning of
“actual knowledge” in the CCPA is equivalent to longstanding FTC guidance on the
“actual knowledge” standard under COPPA *® This clarification is appropriate given that
the ISOR repeatedly indicates the Attorney General’s intent to align CCPA provisions
pertaining to minors under 13 with equivalent provisions in COPPA *

e Proposed language: § 999.330(c) The “actual knowledge” standard has the same

definition and scope as used by the Children’s Online Privacy Protection Act.
Nothing in these regulations will be interpreted as requiring a business operating a
website or online service to investigate or inquire about the age of a visitor or user.

Draft Regulation § 999.336(a)

e Analysis: The draft regulations establish that a “service difference is discriminatory” and
prohibited by the CCPA if the business “treats a consumer differently because the
consumer exercised a right conferred by the CCPA.” The regulations should recognize
that in certain cases the exercise of a right under the CCPA, such as the right to deletion,
will necessarily cause a service difference if the service is based on data the business

» While the draft regulations state that these obligations apply to businesses that process the “personal information
of 4,000,000 or more consumers” (§ 999.317(g)), the ISOR states that this distinction was sclected on the basis that
these businesses “handle the personal information of a significant portion of California’s population” (ISOR IV.N
subdivision (g)).

% CCPA § 1798.120(c).

7 Id

%8 Federal Trade Commission, Complying with COPPA: Frequently Asked Questions (Mar. 20, 2015) at A.14,
https://’www ftc.gov/tips-advice/business-center/guidance/complying-coppa-frequently -asked-questions.

ZISOR IVR.
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Attorney General Becerra
November 19, 2019
Page 2

detail the information specified in section 999.305({a}(1), which may aiso direct consumers
to a the web page with further information on the notice where-the-netice-can-be-found.

We propose the following language in Section 999.305(b}(3):

If the business sells personal information, the link titled “Do Not Sell My Personal
Information” or “Do Not Sell My Info” required by section 999.315(a), or in the case of offline
notices, prominent signage describing in detail the information specified in 999.305(a}(1),
which may also direct consumers to a web page with further information on the notice the

b add ot I hich it links..
We propose the following language in Section 999.306(b}(2):

“A business that substantially interacts with consumers offline shall also provide notice to the
consumer by an offline method that facilitates consumer awareness of their right to opt-out.
Such methods include-butare-netlimited-to; printing the notice on paper forms that collect
personal information, providing the consumer with a paper version

of the notice prior to collection, and posting prominent signage describing in detail the
information specified in 999.305(a}{1), directing which may also direct consumers to a web
page containing further information on the notice.”

2. Opt-Out Through Global Setting: Section 999.315(a) allows consumers to opt-out of the
sale of their personal information through a minimum of two or more methods, including a
browser plugin or privacy setting as specified in 1798.135(c) and further defined in
1798.185(a)(4)", but the regulation should clarify that this includes a gfobal device or browser
setting. This is an incredibly important component of the law and critical to its function in the
marketplace. Businesses should not be able to preclude consumers from exercising their right
to opt-out through a global setting, as authorized by Civil Code section 1798.135(c), by
limiting consumers to two, less convenient, opt-out methods.

We propose amending Section 999.315(a) as follows:
“...aform submitted in person, a form submitted through the mail, and user-enabled privacy

controls, such as: a browser plugin or privacy setting, global device setting or other
mechanism, that communicate...”

! Section 1798.135(c) permits a consumer to authorize a person to opt-out of the sale of the
consumer’s personal information on the consumer’s behalf. Section 1798.140(n) defines person
broadly to include “an individual, proprietorship, firm, parinership, joint venture, syndicate, business
trust, company, corporation, limited liability company, association, committes, and any other
organization or group of persons acting in concert.” For example, a browser, device setting, or User
Agent would be considered a person for purposes of a consumer’s exercise of the right to opt-out.

2]¢
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Attorney General Becerra
November 19, 2019
Page 3

We propose amending Section 999.315(c) as follows:

“If a business collects personal information from consumers online, the business shall treat
user-enabled privacy controls, such as: a browser plugin or privacy setting, global device
setting or other mechanism, that communicate or signal the consumer’s choice to opt-out of
the sale of their personal information as a valid request submitted pursuant to Civil Code
section 1798.120 and Civil Code section 1798.135(c} for that browser or device, or, if known,
for the consumer.”

Finally, with respect to this concept, we propose amending Section 999.315(g) as follows:

“...User-enabled privacy controls, such as: a browser plugin or privacy setting, global device
setting or other mechanism, that communicate or signal the consumer’s choice to opt-out of
the sale of their personal information shall be considered a request directly from the
consumer, not through an authorized agent.”

In addition, section 999.306(c)(2) should clarify that the business must provide notice of the
“methods” by which the consumer may opt-out, not simply a “webform”:

(2) The webferm methods by which the consumer can submit their request to opt-out
online, as required by Section 999.315(a), or if the business does not operate a
website, the offline method by which the consumer can submit their request to

opt-out;

The guidance surrounding the privacy setting or global device setting should ensure that it
is:

(i) consumer-friendly, clearly described, and easy to use by an average consumer, and does
not require that the consumer provide additional information beyond what is necessary;
{ii} clearly represent a consumer’s intent and be free of defaults constraining or
presupposing such intent; (iii) ensure that the global opt-out preference signal does not
conflict with other commonly-used privacy settings or tools that consumers may employ;
{iv} provide a mechanism for the consumer to selectively consent to a business’s sale of the
consumer’s personal information, or the use or disclosure of the consumer’s sensitive
personal information, without affecting their preferences with respect to other businesses
or disabling the opt-out preference signal globally.

3|p
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Attorney General Becerra
November 19, 2019
Page 4

Finally, the Attorney General should consider certifying existing privacy or device settings,
such as the Do Not Track preference expression as defined by the W3C?, as adequate for
the purpose of indicating a consumer’s intent to opt-out of sale of the consumer’s personal
information. This would ensure that a global setting is available to consumers when the
law goes into effect in 2020..

3. Opt-Out Button or Logo: Section 999.306(e) proposes to clarify the scope of the use of
an opt-out button or logo in future regulations. We strongly recommend that the future
regulation require that the button or logo indicate at a glance the consumer’s opt-out
state, such as by graying-out the button or logo or changing its appearance when the
consumer has exercised the right to opt-out. Consumers should be able to ascertain their
opt-out status immediately upon visiting a website or service with very low effort.

4. Obligations of Business that has Received Opt-Out Request: In some cases, such as where
a consumer has cleared cookies or where browser technology makes it difficult for a business
to identify repeat visitors, a business may not be able to identify whether a consumer has
exercised the right to opt-out. This challenge could be addressed in part by requiring the opt-
out button or logo to indicate the consumer’s opt-out state and by technology, such as a
global setting that allows the consumer to convey the consumer’s intent to opt-out on each
visit to a website. We propose adding subdivision (f) to Section 999.306 to read as follows:

{f) A business that receives an opt-out request from a consumer or the consumer’s
authorized ogent, shall refrain from:

{a) Selling the consumer’s personal information; and

(b} Asking the consumer to opt-in to the sale of their information, for 12 months from the
date of receipt of the consumer’s last opt-out request.

5. Immediate Implementation of Opt-Out Request: Section 999.315(d) gives businesses a
15-day grace period after receipt of a consumer’s opt-out request before the business must
stop selling the consumer’s personal information. Although the CCPA provides businesses
with a 45-day period to respond to requests for information and deletion, there is no
corollary for the right to opt-out, which was intended to take effect immediately. While we
understand that it may take a short period of time for a business to implement a consumer’s
opt-out request, the burden should be on the business to stop selling the consumer’s
personal information immediately upon receipt of the consumer’s opt-out request unless the
business can demonstrate that it is not technically feasible to do so, and in no event should a
business be permitted to continue selling the consumer’s personal information more than
after 24 hours after receipt of the consumer’s opt-out request.

? https://www.w3.org/TR/tracking-dnt/
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In addition, section 999.315(f) requires a business to notify third parties with whom it has
shared the consumer’s personal information within 90 days of the business’s receipt of the
consumer’s opt-out request to instruct those third parties that they may no longer sell the
consumer’s personal information. While we appreciate the Attorney General’s effort to
extend the consumer’s opt-out request to third parties, we are concerned that this will
create confusion. Indeed, some have already suggested that this regulation would allow
businesses to continue to sell information older than 90 days, a position that has no support
in the text of the CCPA. For the sake of simplicity and practicality, we suggest a simple rule:
as soon as a consumer requests a business to stop selling their personal information, all that
consumer’s personal information in the possession of the business is “frozen” with respect to
future sales.

6. Access to Highly Sensitive Information: Section 999.313(c){4) imposes an absolute bar on
consumers’ access to certain highly sensitive information {e.g., social security number, health
insurance number, etc.) While we recognize that more care must be taken with respect to
requests for certain highly sensitive information, rather than banning consumers’ access to
such information completely, the regulations should allow businesses to impose higher
standards for the verification of requests for access to highly sensitive information. Banks,
credit card companies and hospitals/medical testing centers give consumers their
information today, for example, and the technology exists to do so safely. We are concerned
there will be a decrease in the impact of the law if consumers can’t access aff their personal
information.

7. Expansion of Service Provider Exception to include Service Providers to Government
Agencies: Section 999.314 expands the definition of “service provider” to include a person or
entity that provides services to a person or organization that is not a business. Although the
CCPA does not directly regulate government agencies, it clearly limits the exception for
“service providers” to entities that provide services to “businesses.” Therefore, an
organization that qualifies as a “business” under the CCPA should not escape the reach of the
CCPA when it processes information on behalf of a government agency, and like other
businesses, should be required to comply with consumer requests under the CCPA. There is
no statutory basis for the wholesale exemption created in this regulation, and it is
inconsistent with the intent of the law, which is to enable consumers to learn what
information businesses have collected about them, regardiess of the source.

8. Civil Code Section 1798.140{w){2): It is not clear whether Section 999.314(b) is intended to
include entities identified by Civil Code section 1798.140(w)(2) (referred to a “contractors”
for purposes of this comment).

Since the Legislature enacted CCPA with distinctions between persons defined by Civil Code
section 1798.140(w)(2) and service providers, we assume that Section 999.314(b) is not an

5|9
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attempt to combine the two because a person cannot be a contractor and service provider
simultaneously. We therefore suggest the following language for clarification:

“To the extent a business directs a person or entity to collect personal information directly
from a consumer on the business’s behalf, and that person or entity is not a person defined
by Civil Code section 1798.140{w){2) and would otherwise meet all other requirements of a
“service provider” under Civil Code section 1798.140(v), that person or entity shall be
deemed a service provider for purposes of the CCPA and these regulations.”

10. Combining of Information: Section 999.314(c) restricts service providers from combining
personal information received either from a person or entity it services or from a consumer’s
direct interaction with the service provider for the purpose of providing services to another
person or entity. We support the Attorney General’s efforts to require the siloing of
information by service providers. We suggest clarifying that when an entity receives personal
information in its capacity as a “service provider” it cannot use that information as a
“business” on its own behalf.

11. Service Providers and Requests for Access and Deletion: Section 999.314(d) requires
service providers to comply with consumer access and deletion requests. It is not clear
whether this regulation is intended to permit a service provider to deny an access or deletion
request on the grounds that the service provider only has information about the consumer in
its role as a service provider and that the request should be directed to the business. We
think that CCPA, as written, requires that service providers that qualify as businesses, must
comply with access and deletion requests.

12. Definition of Financial Incentive: Section 999.301{g) defines the term “financial
incentive” as follows:

“Financial incentive” means a program, benefit, or other offering, including payments to
consumers as compensation, for the disclosure, deletion, or sale of personal information.

We propose modifying the definition as follows:

“Financial incentive” means a program, benefit, or other offering, including payments to
consumers as compensation, for the collection, disclosure, deletien retention, or sale of
personal information.

We propose including the term “collection” to ensure consistency with Civil Code section
1798.125(b}(1), which allows a business to offer a financial incentive to consumers, under
specified conditions, for “the collection of personal information . ..” Because of the term’s
broad definition in CCPA, we think it makes sense to include it here.

6|¢
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We also propose replacing “deletion” with “retention” to accurately reflect the intent of the
law, which is to prohibit businesses from penalizing consumers for exercising their rights
under the CCPA, including the right to deletion, while authorizing businesses to offer financial
incentives to consumers who do not exercise those rights, e.g., a business may charge a
consumer who allows a business to sell the consumer’s personal information less than a
consumer who opts-out of the sale of the consumer’s personal information, provided other
conditions are satisfied. Thus, the law was intended to allow a business to charge a
consumer who allowed the business to retain the consumer’s personal information less than
a consumer who requested that the business delete the consumer’s personal information,
provided that other conditions are satisfied.

Note that with respect to a consumer who opts-out of the sale of the consumer’s personal
information, the business may continue to use that information as permitted by the CCPA,
and therefore the financial incentive should be limited only to the value of the sale of the
consumer’s personal information and not to other rights, such as the consumer’s right to
delete the consumer’s personal information.

13. Definition of “Typical consumer”: Section 999.301(s) defines the term “typical

consumer” to mean “a natural person living in the United States.” We suggest amending the
definition to refer to the “average” American consumer of that particular business. Without
this clarification, businesses will be able to cherry-pick which of their consumers to use to
justify their calculations. Given that some consumers are less profitable than others, allowing
businesses to select only those consumers for purposes of calculating the value of consumer
data would undermine the intent of the law.

14. Availability of Multiple Languages in Notice: Section 999.305(a)(2)(c) requires that
notices be available in languages in which the business interacts with consumers in the
ordinary course. To ensure that the primary notice is not obscured by a notice that is printed
in multiple languages, the regulation should be clarified to require the business to provide
notice to the consumer in the language that the business regularly uses to interact with the
consumer, or in the predominant languages spoken in California, provided that consumers
can easily access notices in other languages that are not displayed.

15. Definition of Explicit Consent: Section 999.305(a)(3) requires businesses to obtain
“explicit consent” from consumers for the use of the consumers’ personal information for a
purpose not previously disclosed. However, the regulation does not define “explicit
consent.” We propose that the regulations define “explicit consent” to ensure that
businesses do not treat notice of a change in the terms of their privacy policy as “explicit
consent” for a new use of consumers’ personal information. We propose the following
definition:

710

CCPA_45DAY_00532



Attorney General Becerra
November 19, 2019
Page 8

“Explicit consent” means any freely given, specific, informed and unambiguous indication of
the consumer’s wishes by which the consumer, the consumer’s legal guardian, or a person
who has power of attorney or is acting as a conservator for the consumer, signifies
agreement to the processing of personal information relating to the consumer for a narrowly
defined particular purpose, such as by a statement or by a clear affirmative action.
Acceptance of a general or broad terms of use or similar document that contains descriptions
of personal information processing along with other, unrelated information, does not
constitute explicit consent. Hovering over, muting, pausing, or closing a given piece of
content does not constitute explicit consent. Likewise, agreement obtained through use of
dark patterns does not constitute explicit consent.

16. Definition of “Categories of third parties” and Notice Requirements Applicable to
Businesses that Collect Information Indirectly: Section 999.301(e) defines “categories of
third parties” to mean entities that do not collect personal information “directly” from
consumers. The regulations should, consistent with the intent of the CCPA, be re-oriented
based on consumer-expectations, rather than the means by which the business collects the
information. For example, an advertising network may be collecting information directly
from a consumer’s browser even though the consumer has no idea this is occurring.
Similarly, a consumer who visits the New York Times website may not realize that a Facebook
pixel on the page is collecting the consumer’s personal information. To address this
disconnect, we recommend that the regulations distinguish between businesses with which
the consumer intentionally interacts, and those that collect the consumer’s personal
information even though the consumer is not intentionally interacting with them.

We propose the following modification to 999.301(e):

““Categories of third parties” means entities that collect personal information from
consumers, with whom the consumer is not intentionally interacting, including but not
limited to advertising networks, data analytics providers, government entities, social
networks, and consumer data resellers.”

We propose the following definition of “intentionally interacts”:

“Intentionally interacts” means when the consumer intends to interact with a person, or
disclose personal information to a person, via one or more deliberate interactions, such as
visiting the person’s website or purchasing a good or service from the person. Hovering
over, muting, pausing, or closing a given piece of content does not constitute a consumer’s
intent to interact with a person.”

8|r
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17. Notice of Right to Opt-Out: Section 999.306(b)(1) sets forth the notice requirements for
the right to opt-out. Most consumers do not read the information on the landing page.
Therefore, we propose the following clarification to the regulation:

A business shall post the notice of right to opt-out on the Internet webpage to which the
consumer is directed after clicking on the “Do Not Sell My Personal Information” or “Do Not
Sell My Info” link on the website homepage or the-dewnlead-orlandingpage-ofa-mebile
application with respect to a mobile application or online service, a standalone notice prior
to downloading, installing, or activating the application or service, as well as an easily
available link within the application or service. The notice shall include the information
specified in subsection (c) or link to the section of the business’s privacy policy that contains
the same information.

18. Privacy Policy: Section 999.308(a)(3) sets forth the requirements for privacy policies. In
order to clarify that privacy policies are readily available to consumers at all times, we
recommend modifying paragraph (3) as follows:

The privacy policy shall be posted online through a conspicuous link using the word “privacy,”
on the business’s website homepage or on the download or landing page of a mobile
application as well as an easily available link within the application or service. If the
business has a California-specific description of consumers’ privacy rights on its website, then
the privacy policy shall be included in that description. A business that does not operate a
website shall make the privacy policy conspicuously available to consumers.

19. Methods for Submitting Requests to Know and Delete: Section 999.312(e) describes the
requirements applicable to businesses that do not “interact directly” with consumers. We
are uncertain what this phrase adds, and would propose to modify the language to read: #sa

o Aapc naot inte diro arikh ~on e o in oroin 0 o of h nea At
afa y ~

least one method by which a consumer may submit requests to know or requests to delete
shall be online, such as through the business’s website or a link posted on the business’s
website.

20. Response to Requests to Delete: Section 999.312(d)(3) allow a business to delay its
deletion of a consumer’s personal information stored on a backup system until that system is
next accessed or used. We agree with this approach but the regulation should make clear
that the information may not be used for any purpose pending its deletion:

If a business stores any personal information on archived or backup systems, it may delay

compliance with the consumer’s request to delete, with respect to data stored on the
archived or backup system, until the archived or backup system is next accessed or used,

9|p
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provided that the business may not the personal information for any purpose pending its
deletion.

In addition, the regulation should ensure that businesses do not present information to
consumers regarding the right to delete that is designed to coerce consumers into refraining
from exercising that right or in a manner that makes it difficult for a consumer to exercise the
right to delete.

We propose the following amendment to Section 999.313(d)(7):

In responding to a request to delete, a business may present the consumer with the choice to
delete select portions of their personal information only if a global option to delete all
personal information is also offered, and more prominently presented than the other
choices, and the choice is not designed to coerce consumers into deleting only a portion of
their information.

We propose adding paragraph (8) to subdivision (d) of Section 999.313:

“A business may respond to a request to delete by describing in clear terms what will
happen if a consumer’s information is deleted, provided that the business shall not present
the information in o manner designed to coerce consumers into refraining from deleting the
consumer’s personal information or in a manner that makes it difficult for the consumer to
exercise the right to delete.”

21. Requests to Opt-in After Opt-Out: Section 999.316 addresses a consumer’s right to opt-
in after opting-out. We recommend clarifying subdivision (b) as follows:

“A business may inform a consumer who has opted-out when a transaction requires the sale
of their personal information as a condition of completing the transaction, why such
transaction requires the sale of their information, and what parts of it must be sold, along
with instructions on how the consumer can opt-in to its sale.”

22, Rights of Household: Section 999.318 addresses the rights of household to submit access
and deletion requests. We recommend that the regulation also address the right of a
household to opt-out of the sale of personal information, such as a shared television or
device.

23. Discriminatory Practices: Section 999.336(c)(2) provides illustrative examples regarding
financial incentives. We recommend adding the following additional example:

10| ¢
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if a retailer offers a loyalty card program to its shoppers, it must allow the consumer to opt-
out of the sale of the consumer’s information, and may only charge a fee for such opt-out if
the fee is reasonably related to the value the retailer obtains from selling the consumer’s
information, which the retailed collected as a result of monitoring the consumer’s
purchases as part of the loyalty program.

24, Support of Regulations: In addition to the previous suggestions, here are sections of the
Regulations we had no comments upon, but we are supportive of:

e §999.305{a)}{2}{e): We strongly support the requirement that the notice at collection be
visible before any personal information is collected, and that it is clearly visible.

e §999.305{a}{4): We support the requirement that a new actual notice be provided prior
to collecting additional categories of information.

e §999.305{d): We support this section, it is essential that consumers get control over the
vast amount of their information being sold by companies they’'ve never heard of, this
section will help achieve this goal.

e §999.306{b){2): Itis absolutely critical that offline activities be covered, that is CCPA’s
intention and we are pleased to see this language around offline notices.

e §999.307: This section is clear and well thought-out. We think it will provide clarity, and
empower consumers to make informed decisions.

s §999.307{(a){2)}{e): Good, vital to have the financial incentive notice available before the
consumer opts in.

e §999.308(b): This section was very clear and concise. These rights are the core of CCPA,
and having them presented clearly is important.

e §999.313(c)(5): We support the concept that businesses must explain why they are
denying a request to know.

s §999.313(c){9): We support this concept strongly as we believe it will incent businesses
to have one set of practices for all consumers, which can be more easily monitored and
will be privacy-protective for consumers.

e §999.313{d)}{1): We think the idea of defaulting to an opt-out if a deletion request is not
honored, is a good one.

e §999.313(d){4): We like the idea of specifying how a business has deleted the
information.

e §999.313({d){(6)): We appreciate the transparency of this entire clause.

11 ooy oo
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e §999.315{c): The ability of a consumer to opt-out using a browser or device setting is
central to the law, and was always part of the framework of CCPA. 1798.135(c) has
always provided for this, and we are glad to see this in the regulations.

Thank you for your consideration of our comments.

Yours sincerely,

/s/ Alastair Mactaggart, Chair

Californians for Consumer Privacy

12 | &
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Message

From: cu Lawyers [

Sent: 12/6/2019 10:58:44 PM
To: Privacy Regulations [PrivacyRegulations@doj.ca.gov]
Subject: CCPA Comments

The exclusion under Gramm Leach Bliley needs to include information
collected by creditors in connection with the collection of an unpaid loan.

Please include this under the definition of the GLB exclusion.

Thank you

A. Lysa Simon

A. Lisa Simon

This communication, including any attachments, may contain information that is confidential and may be
privileged and exempt from disclosure under applicable law. If you are not the intended recipient, you
are hereby notified that any use, disclosure, dissemination, or copying of this communication 1is strictly
prohibited. If you have received this communication in error, please notify the sender. Thank you for
your cooperation. We are debt collectors.

CCPA_45DAY_00562










































Privacy Regulations Coordinator
California Office of the Attorney General
300 South Spring Street, First Floor

Los Angeles, CA 90013
PrivacyRegulations@doj.ca.gov

On behalf of the National Marine Manufacturers Association (NMMA), the Recreational Boaters
of California (RBOC) and BoatUS, we are writing to request that you consider amending the
proposed regulations implementing the California Consumer Privacy Act (CCPA) to allow for
recreational marine dealers and manufacturers to exchange identifying information needed to
address product warranty issues and product recalls.

NMMA is the leading trade association representing the recreational boating industry in North
America. Among its many roles, NMMA is dedicated to facilitating product quality assurance.
NMMA’s 1,300 member companies produce more than 80 percent of the boats, engines, trailers,
accessories and gear used by boaters and anglers throughout the United States and Canada.

Recreational Boaters of California (RBOC) is the nonprofit advocacy organization that promotes
the interests of recreational boaters. It is important to boaters that the regulations implementing
the California Consumer Privacy Act [CCPA] include provisions clarifying that essential
information can be transmitted to the manufacturers of boats, engines and associated equipment
so that they have the information they need to contact boat owners with important safety, repair
and recall notices. As individuals whose personal information the CCPA is intended to protect,
RBOC believes that boaters’ information should be available to boat manufacturers for warranty
and recall purposes — separate from the CCPA’s provisions enabling personal information to be
deleted.

BoatU.S. is the largest organization of recreational boat owners in the United States, with more
than 680,000 members nationwide and more than 64,000 members in California. Boating is a
healthy family activity connecting children with nature and promoting physical fitness for all.
For many families, their boat is the single biggest investment they make in family recreation.
BoatUS members depend upon a marine manufacturer’s ability to perform accurate and complete
recalls, warranty repairs and warranty eligibility. We support efforts to provide a seamless
transfer of data between marine dealers and manufacturers as needed to achieve these essential
services.

California ranks eighth in new boat sales, seventh in new engine sales and, with 745,640
registered boats, is the fourth largest boating state in the United States. Sales of new boats,
engines and accessories totaled $718 million in 2018. Overall, recreational boating in California
had an estimated direct and indirect annual economic impact of $13 billion in 2018. Clearly,
hundreds of thousands of California boaters depend upon a network of manufacturers, dealers
and the California state government to effectively and efficiently provide warranty information
and repairs and implement product recalls if needed.
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We believe the legislature intended to ensure that recreational boat owners would continue to be
contacted about important safety recalls and have their boats, engines and associated equipment
repaired under warranty. We request, however, that the draft regulations be clarified to give
recreational marine manufacturers unambiguous certainty that the CCPA will allow them to
collect the information they are required to retain under federal law for important safety, repair
and recall notices.

In 2019, the Legislature passed, and the Governor signed, AB 1146 (Berman). Among the
amendments this bill made to the CCPA were two standards for consumer data handling for
public safety notifications related to recalls and warranties.

e 1798.105(d), relative to a consumer’s request to have information deleted as it pertains to
warranties and recalls.

e 1798.145(g)(1), an explicit exemption from a consumer’s ability to opt-out of providing
consumer identifying information to manufacturers, who thereafter use it to approve
repairs under warranty or to contact owners in the event of a recall.

Chapter 1798.105(d)(1) of the CCPA states that “a business or a service provider shall not be
required to comply with a consumer’s request to delete the consumer’s personal information if it
is necessary for the business or service provider to maintain the consumer’s personal information
in order to complete the transaction for which the personal information was collected, fulfill the
terms of a written warranty or product recall conducted in accordance with federal law, provide a
good or service requested by the consumer, or reasonably anticipated within the context of a
business’ ongoing business relationship with the consumer, or otherwise perform a contract
between the business and the consumer.”

While Chapter 1798.105(d)(1) provides a broad exemption, the members of NMMA believe the
information they need for warranty and recall purposes should have exactly the same protections
and latitude as given to the new car industry in the CCPA. The safety of boaters and their
passengers can depend upon accurate and expeditious recall actions and warranty approvals.

NMMA suggests that the explicit opt-out provisions for vehicles in 1798.145(g)(1) should be as
broadly construed as possible to include recreational vessels. We encourage you to consider a
regulatory interpretation that specifically allows a free flow of ownership and product
information between marine dealers and manufacturers to provide the database needed for
warranty verification and for recalls. This will enhance public safety by giving recreational
vessel and marine engine manufacturers as complete a record as possible of product sales and
ownership while applying the same provisions for the use of the information that is now in place
for vehicles. For the marine industry, identifying information should include, at a minimum, the
vessel’s hull identification number (HIN), its make, model, model year, and the buyer’s name,
address and email address. Information on engines should include its serial number.

Further justitfication for this regulatory interpretation comes from the requirements of federal
law. Manufacturers must have reliable data in order to comply with 46 U.S. Code §4310. 46
U.S. Code §4310 requires recreational boat and engine manufacturers to retain the name and
contact information of the buyer of any new vessel, engine or associated product for a minimum
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of 10 years. Marine dealers are the only source of information about buyers and the products
they purchase. Dealers provide these data seamlessly as part of the sales process.

Should a recreational vessel or engine fail to comply with the regulation or contain a defect that
creates a substantial risk of personal injury to the public, 46 U.S. Code §4310 states that the
manufacturer shall provide notification of the defect or failure of compliance to the original
purchaser, and subsequent owners if known. This mandate is rigidly enforced.

In addition to broadly interpreting 1798.145(g)(1), the draft regulations could be amended to
create a class of dealers and manufacturers of recreational marine boats and engines,
automobiles, off-road vehicles and motorcycles, and other products that have similar collection,
retention and reporting methods and requirements.

By grouping these business sectors into a class, the regulations could standardize the collection
of this information and the conditions under which these data can be transmitted between dealers
and manufacturers. Creating a single standard for these retention policies would retain the
public’s confidence in the recall and warranty repair system.

A possible example would be:

Product information and ownership information may be retained or shared between a new
product dealer and the product’s manufacturer, if the product or ownership information is
shared for the purpose of effectuating, or in anticipation of effectuating, a repair covered by a
warranty or a recall conducted pursuant to Title 49 of the United States Code, provided that the
dealer or manufacturer with which that information or ownership information is shared does not
sell, share, or use that information for any other purpose.

NMMA, RBOC and BoatUS would welcome an opportunity to work with the California Office
of the Attorney General to write and implement such a regulation. For questions or concerns,
please contact us using the contact information, below.

David Dickerson Jerry Desmond

Vice President, State Government Relations Recreational Boaters of California
National Marine Manufacturers Association 925 L St #260

650 Massachusetts Ave NW #645 Sacramento, CA 95814
Washington, DC 20001 _

David Kennedy
BoatUS Government Affairs

5323 Port Royal Rd.
Springfield, VA 22151
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Message

From: Matt Gardner

Sent: 12/7/2019 12:18:58 AM

To: Privacy Regulations [PrivacyRegulations@doj.ca.gov]
Subject: CCPA Comments

Attachments: CCPA Comments CA Tech Council 12.6.19.pdf

To The Privacy Regulations Coordinator:
Comments from the California Technology Council in the attached PDF.
Thank you,

Matt Gardner, CEO
California Technology Council
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necessary © verly the request, This is exempiified by the new requirement o calculale the
value of consumer data. Foroing businesses 1o calculate the value of consumer data is beyond
what s writlen in staiule. Further there are oo many varables that go into this calculation
making any value created subjective and unreliable.

The reguiations also fall 1o provide enough direction arocund establishment of an opt-oul policy.
Small businesses subject to the COPA need more clarification of the gpt-out and opb-in
requiremeants in order 1o present consumers with a legally sulticient and effeciive means of
establishing their privacy preferance.

We are concemead about the broad definition of personal information and the requirament that a
business wentity all personal information reasonably capable of being inked 1o 8 consumer.
Many businesses voinad concem about the possibilily that consumer requests will create
DIVACY IS5UES Dy requiring a business 1o connedt disparate pisces of iInformation 1o respond to
he consumer request,

This policy seems inconsistent with the purpose of profecting privacy, polentially actionable from
a security standpoint and incredibly ime-consuming for a business rying o meet consumer
needs. Also, the regulations are still confusing regarding household information. We are
mandated 1o protect individual privacy but required 10 release household information without a
means of veritying the identily of the requestor.

The reqguiations hurther introduce a process for businesses o give nolices i person and gives
ndividuals the ability 1o submit requests in person. This addilional reguirement s concerming for
small business owners who might have not the bandwidth or expertise 1o comply with this
orocess. The issues here are expounded by the requirement that business compile and post
annual metrics rom the previous year Not only is this an onerous requirgmaent but asks unfaily
potraying small businesses i an unfavorable light despite good faith efforts to comply. This
would sspecially be the case for small businesses who are baing forced into fundamental
changes of their business while under an expedited tmaline.

We are alse concemed that the new private aght of action will lead 10 a coltags industry of
phony complaints, much ke the scams associated with the Amercans with Disabilities Adt
(ADAY The misuse of the ADA ook nearly & decade 1o refonm and drove many small businegss
ovenars into financial trouble,

Here, the statutory damages that will arise from even a small data breach will be slaggering -
forcing many businesses o settle rather than fighting a costly legal baltle over the
regsonableness of thelr dala security proceduras, Worse, recovery of damages does not require
a plaintiff 1o prove that they were actually been damaged by the breach.

We are concernad thal the reguiations and the passage of AB 25 provide a lemporary selution
for handling information relaling lo employess. While some of the COPA requirements were
deterred, other provisions of the COPA will lake effect in January. The regulations altempl to
clarty the requirements imposad on a busingss bud have lefl many unsure about whather o
continueg 10 keep employees’ files for the purpose of determining compeansation, reviswing
performance, handiing possible violalions of business policy or kesping records of leave and
other operational matters. Much of the employvee information in guestion s containgd in

company software. Given the uncertainty around a ong year "k and the nesd 1o comply with
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remaining requirements, business will need 10 decide how 10 modily their current proceduras o
asimply raplace thelr current gystem. This unceriainty makes compliancs more complicated and
costly,

For mary small businesses, digital advertising has become the greal equalizer in competing
with larger entilies that have a national fooiprint or a big traditional advertising budget. Our
members are unclear aboul whether digital adverlising will still be an effective means of
regehing customers,

Small businesses have limited resowrces. We are not interestad in accumulaling personal
information, we are simply trving 1o connact with our customers or potential customear s, The
proposed rules will likely make customer aoquUiIsion more expensive for small businesses by
significantly limiting the availability and effectiveness of targeted advertising. Clarity around
permissible interactive engagemaeant woudd halp us 1o understand how we can operale within the
imnitations of the law.

We strongly support efforis o protect consumer privacy. Bub in doing 80, we also must ensure
that the rules governing these protections are laid out in a way that allows businesses to
reasonably and successiully comply with the law. Meanwhile, | is worth noting that state
agencies auch as the Department of Molor Vehicles have been exempted from these
requiremenis o protect consumer information and end cerlain practices of selling consumer
data. The on-going efforts of the California DMV 1o monetize the information of Calitornia
consumers - irdormation collected using the full force of state requirement and gathered on
forms with which cilizens must comply - has genergied tens of millions in revenue 1o DY
through sale 1o privale businesses.

Frofecting conswmars privacy s an important and laudable goal - but not a goal 10 be pursued
at any cost. Rather, we balieve the goal should be 10 pursug sensible, cost-effective privacy
rudes, Conswmers count on us 1o protedt thelr privacy; howsver, they also rely on us o maintain
a functioning economy as weall as answe thelr access 1o miemet services, We tryst that as your
office finalizes the regulations, you will ensure that all these goals can be achieved,

Sincerely,

Sincerely,

H [y

Madt Gardner
Chisf Baecutive Officer
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of the privacy policy). But it is not quite clear where these links need to be placed. The Notice of
Collection provisions of the Regulations require that the Notice be at or before the point of
collection, be conspicuous, and:

¢ Use a format that draws the consumer’s attention to the notice and makes the notice
readable, including on smaller screens, if applicable.

e Be visible or accessible where consumers will see it before any personal information is
collected. For example, when a business collects consumers’ personal information online,
it may conspicuously post a link to the notice on the business’s website homepage or the
mobile application’s download page, or on all webpages where personal information is
collected.

The suggestion that the link can be located either on the business’s home page, or mobile
application download page, or on all webpages where personal information is collected suggests
that the link may be placed alongside other required notices—like the Terms of Service or
Privacy Policy typically at the bottom of the home page—and not deployed in the form of a
banner akin to a pre-emptive European Cookie Banner. When finalizing the Regulations, the
AG’s office should clarify that placement with these other required notices where consumers
know to look for them is acceptable (i.e. consistent with CalOPPA) or specify any other
placement that may be required.

Proprietary Data Issue - § 999.313. The Attorney General should make clear in that data
created about consumers by business who have a proprietary interest in such data need not be
provided to consumers in response to “Right to Know Requests” seeking specific categories of
data. Section 1798.185(a)(3) of the CCPA tasks the Attorney General with authority to establish
any exceptions “including, but not limited to, those relating to trade secrets and intellectual
property rights.” Although such regulations are not required until July 1, 2020, businesses are
required to comply with “Right to Know” requests by January 1, 2020, and such requests could
implicate information related to consumers that businesses consider to be confidential,
proprietary, and/or trade secret information.

Section 1798.100(c)(5) requires businesses to disclose (upon request) “the specific pieces of
information that the business has collected about that consumer.” But in addition to collecting
information directly from the consumer, businesses often generate information related to
consumers, including their perceived value to the business, expected profit, costs of acquisition,
and expected tenure as a customer. These types of datapoints, while related to an actual
consumer, are generated by the business based, in part, on consumer behavior, but are not
provided to the business by the consumer or another party. Nor are these business-related data
points necessarily about the consumer in the same way that the consumer’s contact information
or transaction history are. Moreover, they may reveal proprietary business considerations to
competitors. We fully expect certain businesses will have employees make Requests to Know of
competitors to try to glean understanding of others’ business practices from data that would not
otherwise be available to them. Because this type of data seems to be outside the intended scope
of what needs to be provided back to a consumer upon receipt of an access request, the Attorney
General should make clear that valuable proprietary data generated about a consumer by a
business need not be provided (at least at this time) in response to an access request, pending
more complete regulations issued pursuant to § 1798.185(a)(3). Thus, we propose the following
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new provision be added as § 999.313(12) on a temporary basis until the AG completes its July
2020 rulemaking.

(12) In responding to a right to know request for specific categories of information, a
business need not provide data that is about the consumer but not obtained directly from
the consumer or third-parties, provided the business can establish that the disclosure of
the information would be valuable to the business’ competitors or its disclosure could
cause the business financial harm.

Service Provider Exception - § 999.314(c). The Regulations should be broadened to cover the
full range of internal operation purposes allowed under the CCPA. The CCPA very specifically
recognized that a “business purpose” can include a use "for the business’ or a service provider’s
operational purposes . . . provided that the use of personal information shall be reasonably
necessary and proportionate to achieve the operational purpose for which the personal
information was collected or processed or for another operational purpose that is compatible with
the context in which the personal information was collected.”

The above language thus draws a distinction between the business’s and the service provider’s
operational purposes and indicates there are some permitted “service provider” purposes that are
in fact distinct from and not “for the business’s . . . operational purposes.” Were this not so, the
words “or a service provider’s operational purposes” would have no purpose in the statute. A
fundamental rule of statutory interpretation is “to give meaning to all words used” (Rodriguez v.
Superior Court (1993) 14 Cal. App.4th 1260, 1269, 18 Cal Rptr.2d 120) and to avoid “making
words surplusage” (Dyna-Med, Inc. v. Fair Employment Housing Comm 'n (1987) 241 Cal. Rptr.
67, 743 P.2d 1323, 1387). This provision is essential, because it recognizes that service providers
can use data from clients to become better service providers—i.e., that their “operational” use of
data can align well with their clients’ purposes, in many cases.

The Regulations appear to discard this crucial distinction entirely, stating that “a service provider
cannot use personal information received from one customer (or from that customer’s users) for
the purpose of providing services to another person or entity.” The Regulations expressly allow
service providers to pool personal information across clients solely “to the extent necessary to
detect data security incidents or protect against fraudulent or illegal activity.” § 999.314(c).3

This provision unduly limits the purposes in Section 140(d) to a far too narrow set of uses and
conflicts with the language of the statute.

In its statement of initial reasons, your Office stated:

This subdivision clarifies that a service provider’s use of personal information collected
from one business to provide services to another business would be outside the bounds of

3 In full, that section reads: “A service provider shall not use personal information received either from a person or
entity it services or from a consumer’s direct interaction with the service provider for the purpose of providing
services to another person or entity. A service provider may, however, combine personal information received from
ong or more entities to which it is a service provider, on behalf of such businesses, to the extent necessary to detect
data security incidents, or protect against fraudulent or illegal activity.”

CCPA_45DAY_00609



a “necessary and proportionate” use of personal information. Doing so would be
advancing the “commercial purposes” of the service provider rather than the “business
purpose” of the business. The subdivision, importantly, provides an exception for security
and anti-fraud purposes.

We think this explanation ignores the reality that providing better service to the business often
involves improving the services offered to all of a service provider’s customers: indeed we all
learn from the information we receive, and build on that information and learning, in providing
services to our clients.

Example: Assume a service provider is tasked to identify email addresses and physical
addresses that are no longer in use for Customer A’s large group of brands by scrubbing
their lists, and, where necessary, sending marketing communications and removing any
bouncing emails from the list and any physical addresses where the mail was marked
“return to sender.” It keeps an internal “Do Not Mail” list for bad addresses—Iike
fictional ones contained in movies and TV shows. In providing list cleaning services for
Customer A, it determines that Joe Smith’s email address Joe@joe.com is defunct, and
that the street address / Main street, Beverly Hills, CA 90210 is a non-existent mailing
address, and places them on its internal do not email/mail list. Each time Customer A
comes back with a new list for its other brands, the Service Provider removes all defunct
email addresses and physical addresses from Customer A’s brands by scrubbing them
against its internal Do Not mail List. Now Customer B asks the service provider to
provide the same cleaning function for its list. The same physical email and address is on
Customer’s B list, connected with Joe Smith. Must the service provider now repeat the
same process from scratch over and over again for all of its customers, on pain of losing
its service provider designation? Or can instead use its own Internal Do Not Mail list to
remove other incorrect listings.

In the above example, we do not believe the statutory intent is to make the above service
provider a “Business”—merely because it uses data across clients to improve its services to all
clients. Its data usage is solely to perform a “business purpose” for its customers; Customer A
and B have the same business purposes; and there is no further disclosure of Customer A’s data
to Customer B. Put another way, using data for a common business purpose does not make the
use a “commercial purpose.”

Accordingly, we would propose the Attorney General withdraw the proposed regulation that
prohibits “a service provider’s use of personal information collected from one business to
provide services to another business,” and allow companies to rely on the statutory “reasonably
necessary and proportionate” standard. In practice, some services’ use of data across clients will
fulfill this standard—data hygiene, correction, and validation services come to mind. On the
other hand, some services’ use of data may not—for instance, the use of data in ways that do not
enhance the services provided, or that build data profiles or datasets in ways simply unconnected
to the services. Based on many discussions with and among our client base, we believe this
distinction is reasonable and intuitive, and standards will readily form as to where the line should
be drawn.
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Requirements for businesses that do not collect from consumers - § 999.305(d). The
Regulations provide two options for a business that does not collect information from consumers
to sell the personal information in its possession. Under the Regulations, a business can either:

(1) Contact the consumer directly to provide notice that the business sells personal
information about the consumer and provide the consumer with a notice of right to opt-
out in accordance with section 999.306; or

(2) Contact the source of the personal information to:

a. Confirm that the source provided a notice at collection to the consumer in
accordance with subsections (a) and (b); and

b. Obtain signed attestations from the source describing how the source gave the
notice at collection and including an example of the notice.

We believe these options are too limited. Many businesses have personal information under the
CCPA (such as Mobile Ad ID, and GPS data) —collected legally and under best practices—yet
lack any mechanism to contact the consumer directly. The only option available to such
businesses under the Regulations is to confirm that the source provided a notice at collection to
the consumer with a corresponding attestation. But this often provides no solution at all: first,
such an attestation is unavailable if the data “source” did not interact directly with the consumer,
and second, even where an attestation is available, it provides no solution for information
collected prior to the time that “notices of collection” existed (i.e., pre-Jan. 1*, 2020). The
regulations therefore functionally create a retroactive impact—devaluing legitimate business and
data assets, not to mention paid-for contractual expectations—by forbidding the sharing of valid
and legally-acquired information.

The Regulations do not, on the other hand, allow for an attestation from someone other than the
immediate source of the data, nor do they allow for the use of a data tag, like an icon, flag, or
symbol that travels with the data to reflect that proper notice at collection was given. These
alternatives would likewise accomplish the same goals while solving the significant operational
hurdles identified above. Accordingly, we would recommend the addition that a third and fourth
alternative be added:

(3) Confirm with the immediate source of the personal information that the original
source of the personal information has provided a signed attestation describing how the
source (a) gave the notice at collection and including an example of the notice or (b) as to
personal information acquired prior to the effective date of these Regulations,
conspicuously posted a privacy policy in compliance with the California Online Privacy
Protection Act. Attestations shall be retained by the business for at least two years and
made available to the consumer upon request; or

(4) Verify that the data contains a symbol, icon, or other indication (“Verification Flag”)
issued by a third-party organization that confirms that the requirements of subsection (a)
and (b) have been satisfied, where such third-party organization describes the meaning of
the Verification Flag publicly on its website.
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e CCPA definitions lack adequate clarity that only information collected with actual knowledge
that it is from a child is covered. COPPA does not restrict the ability of parents to share their
children’s information.

e The Proposed Regulations do not account for new methods of verifiable parental consent that
might be recognized by the Federal Trade Commission (FTC) under circumstances that may
constitute a “sale” under the CCPA.

e As aresult of restrictive definitions, the CCPA could restrict activities permitted under COPPA’s
“support for internal operations” exception.

o COPPA specifies that only parents can make requests to access, update and delete a child’s
personal information; there is no provision for requests to be made by an “authorized agent.”

e Rules regarding access requests for household data could impermissibly violate COPPA.

o COPPA permits, and indeed requires, parents to deny access to children in instances where
parental consent is needed and not provided.

e The proscriptive requirements for deleting information, and for receiving and responding to
access requests, impose undue burdens on parents and are inconsistent with COPPA.

Finally, we also address considerations related to the opt-in system required for teens (age 13-15) under
the CCPA, and offer some observations about the notice obligations outlined in the Proposed
Regulations.

L COPPA Preempts Inconsistent State Law, and the CCPA and Proposed Regulations
Recognize Its Preemptive Effect

While many TTA members deal exclusively with parents and adult purchasers, a significant
number of our members offer digital experiences directed, primarily or secondarily, to children under
13, so they are keenly aware of their obligations under COPPA. Thus, while our members are affected
by the CCPA 1n all their operations, we highlight some important considerations with regard to the
preemptive scheme for a comprehensive national children’s privacy law established by Congress more
than 20 years ago.

When it enacted COPPA in 1998, Congress recognized the importance of a uniform national
preemptive regime governing children’s privacy, stating:

No State or local government may impose any liability for commercial activities or actions by
operators in interstate or foreign commerce in connection with an activity or action described in
this chapter that is inconsistent with the treatment of those activities or actions under this section.

See 15 U.S.C. §6502(d).

In balancing children’s privacy rights with burdens on parents and the need to conduct business
operations, Congress, and the FTC, have determined that a wide variety of activities do not require
parental consent. For example, COPPA creates a harms-based framework for children’s privacy that
balances privacy risks to children under 13 for certain types of data collection and sharing with a
recognition of business needs and consumer convenience through its definitions, exceptions, and
“sliding scale” approach to parental consent. This has worked effectively over the years to safeguard
children’s privacy.
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The CCPA, at §1798.145, recognizes the preemptive effect of some specific federal laws. For
example, it confirms that the CCPA does not apply to collection of certain types of information covered
by federal law, such as the Health Insurance Portability and [Availability] [sic] Act of 1996 (HIPAA),
Gramm-Leach-Bliley, and the Drivers Privacy Protection Act of 1994. The CCPA does not expressly
mention COPPA, but §1798.196 contains a general preemption section, stating:

This title is intended to supplement federal and state law, if permissible, but shall not apply if
such application is preempted by, or in conflict with, federal law or the California Constitution.

The Proposed Regulations appear to acknowledge COPPA’s preemptive status, stating that the
requirement for obtaining affirmative authorization from a child’s parent or guardian for the “sale” of
that child’s personal information is “in addition to any verifiable parental consent required under
[COPPA].” §999.330(a)(1). However, this single reference to COPPA and an attempt to specify in the
Proposed Regulations that the CCPA obligations are “supplemental” do not cure potential conflicts with
COPPA.

At the outset, it is worth noting that COPPA’s protections for children’s privacy are broader than
those set forth in the CCPA. Under COPPA, for example, any “disclosure” of personal information
either collected at a site directed to children or when an operator has actual knowledge that information
was collected directly from a child under 13 — regardless of whether there was any exchange of
“consideration” for that data - requires verifiable parental consent, unless an exception applies. The
statute specifies that parental consent is required in two instances. First, is the “release of personal
information collected from a child in identifiable form by an operator for any purpose, except where
such information is provided to a person other than the operator who provides support for the internal
operations of the website and does not disclose or use that information for any other purposes.” Second,
is “making personal information collected from a child by a website or online service directed to
children or with actual knowledge that such information was collected from a child, publicly available in
identifiable form, by any means including by a public posting.” 15 U.S.C. § 6501(4).

Even absent an exchange of consideration that would constitute a “sale” as defined by the CCPA,
allowing a child to disclose his or her personal information, including by posting selfies or videos,
requires verifiable parental consent under COPPA if the information is collected directly from a child. In
each case, consent is only required where the information is collected directly from the child, as the
statute makes clear. COPPA fully permits parents to post pictures, videos and other information about
their children online, including in social media.

Although verifiable parental consent requirements under the CCPA are narrowly focused on a
“sale” of personal information with actual knowledge that it was collected from a child under 13, in
practice, the CCPA’s broad definitions of “personal information” and “sale” pose potential
inconsistencies with COPPA. The CCPA’s apparent requirement that a business obtain parental consent
any time a business engages in the “sale” of “personal information,” for example, may conflict with
COPPA’s exception that permits collection and use of certain information solely to support internal
operations. Those arrangements typically do involve a service provider relationship, but that is not a
necessary predicate to application of the COPPA exception under the COPPA Rule. Likewise, children
may publicly post an “alias” to track and compare game scores anonymously with other users without
violating COPPA. Indeed, this is deemed to offer a privacy-safe experience to children that allows them
to engage in social interactions without exchanging any “personal” information as defined by COPPA.
Because the Proposed Regulations do not address these definitions and inconsistencies, they fail to
resolve the tensions between CCPA and the preemptive COPPA regime.

3
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a. Proposed § 999.330 Conflicts with COPPA

The CCPA defines “personal information” at Section 1798.140(0)(1) to include a broad variety
of data generally, including data traditionally considered to be anonymous, such as an alias, or an
Internet Protocol (IP) address, as well as browsing history. It also includes “household information.”
Section 1798.140(0)(2) excludes from the broad definition of “personal information” only “publicly
available” information. Importantly, and as noted above, COPPA applies only to personal information
defined in the statute and COPPA Rule collected directly from children, either at a child-directed site or
service or where the operator has actual knowledge that it collected personal information from a child
under 13. Operators can freely collect and maintain the personal information of children provided by
parents or other adults. This happens, for example, when parents, grandparents or others sign up for a
gift registry or ask toy brands or retailers for recommendations on age-appropriate toys and games.
COPPA imposes no restrictions or obligations in these circumstances.

Section 1798.120(b) of the CCPA implies, similar to COPPA, that the prohibition on a “sale” of
personal information of children is linked to instances where the business has collected the information
directly from a child known to be under 13. The proposed regulations at Section 999.330, however, state
that “[a] business that has actual knowledge that it collects or maintains the personal information of
children under the age of 13 shall establish, document, and comply with a reasonable method for
determining that the person affirmatively authorizing the sale of the personal information about the child
is the parent or guardian of that child.” As drafted, the Proposed Regulation implies a broader restriction
that does not square with either the CCPA or COPPA. Any attempted prohibition that would restrict the
ability of businesses to freely interface with parents or adults, including obtaining from them
information about their children, is inconsistent with and thus preempted by COPPA. A relatively simple
solution exists to avoid this conflict: substitute “personal information of children under the age of 13”
with “personal information collected from children under 13 with actual knowledge that they are under
137

Even if that potential inconsistency is resolved as recommended above, the Proposed
Regulations present another potential conflict with regard to the enumerated verifiable parental consent
methods. The proposed rule at Section 999.330(a)(2) does outline methods recognized under the
COPPA Rule as reasonably designed to assure that the individual providing consent is the child’s parent
or guardian. However, there is one missing element: the COPPA Rule allows authorized safe harbor
organizations to approve alternative parental consent mechanisms not enumerated in the Rule. See 16
CF.R. §312.5(b)(3). To avoid inconsistency, the Proposed Regulations should be modified to
automatically recognize other methods recognized by the FTC or by authorized COPPA safe harbor
organizations under the process outlined in the COPPA Rule.

b. Allowing Consumer Requests through Authorized Agents Conflict with COPPA

Under the CCPA and Proposed Regulations, a business must honor consumers’ requests to
access, delete, or opt-out of the “sale” of their personal information made through a properly designated
“authorized agent.” In contrast, requests to access and delete children’s information under COPPA must
be submitted by the parent, and the operator must take steps to verify that the requestor is actually the
parent. This is a direct conflict between COPPA and the CCPA, and the Proposed Regulations do not
resolve this conflict.
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While the parental authorization process at Section 999.330 does require reasonable steps to
determine that the person authorizing a “sale” of personal information is the parent, the Proposed
Regulations fail to clarify that under federal law, when it comes to accessing data obtained from children
under 13, a business may only honor requests by a verified parent or guardian. COPPA makes no
accommodation for requests from “authorized agents.” The Proposed Regulations further add to the
inconsistency with COPPA by requiring that a business receiving an opt-in request from a parent
provide the parent notice of the right to opt-out at a later time, as provided under Section 999.315. That
section, in turn, specifically allows for such requests to be made by an authorized agent. Additionally,
the process for parents to opt-in to sale of a child’s information is at odds with the provisions at Section
999.326 which allow an authorized agent to make access or deletion requests. Again, these provisions
are inconsistent with COPPA.

Furthermore, the provisions in the Proposed Regulations outlining businesses’ duties to respond
to requests to know and requests to delete refer to potential conflicts with federal law as a reason to deny
a request only as they relate to the requests to know. To clarify the preemptive status of COPPA, and
reduce businesses’ and consumers’ potential confusion regarding their obligations and rights under the
CCPA, TTA recommends that the Attorney General revise the Proposed Regulations to specify that all
requests to know, delete, and opt into and out of the “sale” of “personal information” as they relate to
children under age 13, may only be made directly by a verified parent or guardian, and that an
“authorized agent” many not make such requests on behalf of either a child under 13 or a parent of such
a child.

c. Right to Request to Know or Delete “Household™ Data Conflicts with COPPA

The CCPA instructs the Attorney General to draft regulations to establish rules and procedures
for requests pertaining to household information. The Proposed Regulations define a “household” as “a
person or group of people occupying a single dwelling.” §999.301(h). The Proposed Regulations appear
to require businesses to honor requests to know or delete household information if the consumer making
the request has a password protected account with the business. Absent a password-protected account, a
business may provide aggregate household information, unless all members of the household make the
request and the business can individually verify the identity of all members of the household.

These provisions create a potential conflict with COPPA when the household includes children
under the age of 13. Where an operator has obtained verifiable parental consent as required under
COPPA, the operator likely has “household” information. As noted above, however, if information was
collected from a child under 13, the operator must ensure that the requestor is a parent of that child,
taking into account available technology, before honoring requests pertaining to the child’s information.
Under the Proposed Regulations, a consumer with a password-protected account with the business may
be able to access a child’s information, even if that individual is not that child’s parent or guardian. TTA
therefore recommends that the Proposed Regulations be revised to clarify that, if a business has
household information because initially data was collected from a child under 13, only verified parents
or guardians may obtain household information that includes the child’s personal information.

d. Non-discrimination Provisions Conflict with Operator Duties under COPPA

Section 1798.125 of the CCPA prohibits discrimination against a consumer who exercises any of
the rights set forth in the Act, including “denying goods or services to the consumer,” but allows
businesses to provide financial incentives to consumers who consent to the collection and sale of their
personal information, as long as the incentives are reasonable related to the value of the information.

5
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The Proposed Regulations include detailed rules relating to calculating the value of consumer personal
information and disclosures relating to the offering of financial incentives.

These provisions conflict with COPPA. COPPA acknowledges that an operator may terminate a
child’s access to services if a parent refuses or withdraws consent. 16 CF.R.§312.6(¢c). In fact, if
services involve, e.g., public disclosure of information, like posting videos or photos, operators subject
to COPPA must prohibit the child from accessing the service or feature until parental consent is
obtained. To the extent a denial or termination of service to a child could be considered discriminatory
under CCPA under these circumstances, it entirely conflicts with COPPA. TTA requests that the
Attorney General amend the Proposed Regulations to clarify that a business may deny a child under the
age of 13 access to certain services requiring parental consent where the parent does not provide consent
under COPPA, and that such denial of service shall not be considered a discriminatory practice under
the CCPA.

Finally, we also recommend that the Proposed Regulations clarify that utilization of a credit card
with a transaction as a method of verifiable parental consent does not constitute offering a financial
incentive under the CCPA.

e. The Proposed Regulations Unnecessarily Increase the Burden on Parents

COPPA requires operators to avoid undue burdens to parents. The Proposed Regulations, in
contrast, burden parents as well as businesses. Requests to delete information must involve a two-step
process, as do requests to opt-in again to sale of personal information once a parent has opted out. These
two-step processes conflict with COPPA’s mandate to avoid burdening parents.

The Proposed Regulations set forth proscriptive requirements for businesses to receive and
respond to access and deletion requests. A business must provide two or more methods for submitting
requests (three if the business primarily interacts with customers in person at a retail location).

§ 999.312. These methods include at a minimum a toll-free number and a website if the business
operates a website or mobile app; businesses may also allow requests to be submitted via email, via an
in-person form or a mail-in form. These obligations are inconsistent with and preempted by COPPA,
which allows an operator to elect a single method which parents must use to submit a request to access
or delete their child’s information.

IL Teen Privacy

The Proposed Regulations impose an obligation on a business to obtain “affirmative
authorization” before collecting or maintaining any personal information from consumers aged 13-15
that it intends to “sell.” The broad definition raises practical considerations. For example, suppose that
an online service allows a 13 or 15-year-old to enter a sweepstakes by voluntarily filling out a form, and
asks if the registrant would like to receive offers and updates from the third-party company furnishing
the prize. This could potentially be deemed to constitute a “sale” under the CCPA. Section
1798.140(t)(2)(A) of the CCPA creates an exception for instances where a consumer uses or directs the
business to intentionally disclose the personal information or uses the business to intentionally interact
with the third-party, but the inartful wording of the statutory and rule language creates questions about
whether this exemption applies where teens are concerned. If this exception does not apply, the
Proposed Regulations require that the business must “clearly request” an “opt-in” for “selling” the
information and then also ask the teen to “separately confirm their choice to opt-in.” The act of filling
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CDIA members have also complied with an array of state laws for decades, including the
California Consumer Credit Reporting Agencies Act {“CCRAA”), the California Investigative Consumer
Reporting Agencies Act (“ICRAA”), and the California Commercial Credit Reporting Act.

CDIA appreciates the California Office of the Attorney General (“OAG”) for its work on the
cutting edge of consumer privacy in the CCPA. It is in this spirit that CDIA offers the following comments
to improve the clarity and effectiveness of the proposed CCPA regulations for its intended purposes.

In particular, CDIA has serious concerns about a number of sections of the proposed regulations
that, if finalized, would impose requirements and restrictions not provided for in the CCPA. As we
describe in greater detail below, these sections do not implement any particular provision in the CCPA
and exceed the law’s authorization for the OAG to adopt regulations “necessary to further the purposes
of” the law. See Cal. Civ. Code § 1798.185(b)(2) (emphasis added).

Given the specificity contemplated by these proposed regulations and the level of effort proper
compliance efforts will take, we respectfully request that the Attorney General provide for an effective
date in the final regulations of at least 6 months after publication of the final rule. Businesses will need
significant time to develop and implement processes compliant with these requirements.

Furthermore, because of the nature of certain requirements, CDIA respectfully requests that any
obligation that is contingent upon the provision of notice prior to taking certain actions either be subject
to a later effective date or delayed enforcement date of at 3 months after the effective date for the
primary rule. For example, proposed section 999.305(d) requires businesses that do not obtain
information directly from consumers to confirm that the source of the information provided a notice at
collection in accordance with the regulations (which regulations would have just gone into effect) and
obtain signed attestations from sources before selling such information. Without a delayed
enforcement date, third party data transfers would halt on the date the regulations are effective.

With regard to the Attorney General’s mandate under the law, we believe that adopting
regulations with delayed effective and enforcement dates will comply with the directive in section
1798.85(a) of the law.

To assist your office in finalizing regulations that meet consumer expectations and allow
businesses to best support customers and consumers, we offer this comment on the proposed CCPA
regulations.

We highlight our highest concerns. First, CDIA believes that the OAG exceeds its authority under
the CCPA in requiring businesses and service providers to respond to consumer requests relating to
personal information exempt from the CCPA, in proposed sections 999.313(c)(5), 999.313(d}(6){(a), and
999.314(d). Where information is not subject to the CCPA sections providing consumer rights,
businesses have no obligations relating to those rights under the law.

Second, CDIA believes that the OAG exceeds its authority in restricting the sale of personal
information collected from sources other than the consumer in proposed section 999.305(d). The CCPA
includes no such restrictions, and the proposed restrictions will cause manifold problems for a range of
businesses, as detailed below.
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Third, CDIA is concerned that the OAG proposes to require that a business respond to any
consumer request, regardless of whether the consumer submitted the request by designated method in
proposed section 999.312(f).

And finally, CDIA is concerned that the OAG proposes to limit the use of exempt personal
information to uses disclosed to consumers in deletion request responses.

Below we present our comments on the proposed regulation in full.

1. Strike “government entities” from the definition of “categories of sources.”

Proposed section 999.301(d) provides a definition for “categories of sources,” which must be disclosed
in Right to Know requests and in a business’ online privacy policy. The proposed definition includes
“sovernment entities from which public records are obtained.”

ISSUE: Per the 2019 amendments to the CCPA, the term “personal information” does not include
“publicly available” information, which includes government records. Because consumers would not
receive government records in a Right to Know request, businesses should not be required to disclose
that it has received information from government entities from which public records are obtained.

PROPOSED SOLUTION: The phrase “government entities from which public records are obtained” should
be stricken from the definition of “categories of sources” at section 999.301(d).

2. Change the term “average consumer” to “typical consumer.”

Proposed sections 999.305(a)(2), 999.306(a)(2), 999.307(a)(2), 999.308(a)(2), and 999.315(b) use the
term “average consumer.” The proposed regulations defined a similar term, “typical consumer,” but not
“average consumer.”

ISSUE: It appears that the term “average consumer” likely has the same meaning as the defined term
“typical consumer.” However, given that the latter is defined, but not the former, it is not clear what is
meant by an “average consumer.”

PROPOSED SOLUTION: Change “average consumer” to “typical consumer” to confirm that the OAG
means to refer to a “typical consumer.”

3. Define the term “disability.”

Proposed sections 999.305(a)(2)(d), 999.306(a}{2)(d), 999.307(a){2){d), and 999.307(a})(2)(d) require that
businesses make notices accessible to consumers with disabilities. However, the term “disability” is not
defined.

ISSUE: Given that these required notices are to be presented in writing, either on paper or electronically
on a screen, it appears that the disabilities that the regulations seek to address are visual disabilities.

But without knowing the meaning of the term, it is impossible for any business to comply with this
requirement.
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PROPOSED SOLUTION: The OAG should clarify that this requirement is meant to apply specifically to
visual disabilities.

4. Remove the requirement to organize the purposes for which personal information will be
used by category of personal information in the Notice at Collection.

Proposed section 999.305(b)(2) requires businesses to disclose in a Notice at Collection the business or
commercial purposes for which personal information will be used by category of personal information.
The CCPA, section 1798.100(b), requires disclosure of the purposes for which personal information will
be used, but it does not require delineation of purposes by each category of personal information.

ISSUE: The CCPA does not require businesses to provide in a Notice at Collection the purposes for which
personal information will be used by each category of personal information. Thus, the OAG exceeds its
authority in imposing this requirement.

If this requirement is finalized, businesses might be prohibited from using personal information that the
consumer knows the business collected for a purpose for which that the consumer knows the business
intends to use their personal information. It is unclear how it furthers the privacy rights of consumers—
and the purposes of the CCPA—from preventing businesses from adjusting their business practices
when businesses are transparent with consumers about their personal information.

PROPOSED SOLUTION: The OAG should remove the requirement that businesses disclose in a Notice at
Collection the purposes for which personal information will be used by each category of personal
information.

5. Remove the requirement that businesses obtain “explicit consent” to use personal
information for additional purposes.

Proposed section 999.305(a)(3) requires that businesses obtain “explicit consent” (an undefined term)
before using personal information for a purpose that was not previously disclosed to the consumer in
the Notice at Collection.

ISSUE: The CCPA does not require businesses to provide direct notice and obtain affirmative consent
prior to using data for a new purpose. Rather, CCPA section 1798.100(b) provides that “[a] business
shall not collect additional categories of personal information or use personal information collected for
additional purposes without providing the consumer with notice consistent with this section” {(emphasis
added). The CCPA does not require explicit consent from the consumer.

Further, even if this restriction were permissible and consistent with the purposes of the CCPA, it is not
clear how businesses would be expected to comply, particularly for two reasons. First, because this
consent requirement relates to the Notice at Collection, which is required for personal information
collected directly from consumers. As such, this obligation can only rest on those businesses with a
direct relationship with consumers. CDIA members include companies that provide data obtained from
sources other than the consumer and do not have direct consumer relationships, and it would not make
sense to impose this consent requirement on such businesses. We would encourage the OAG to clarify
that this requirement is meant to apply only to personal information collected from consumers.
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Second, the term “explicit consent” is not defined, so it is not clear what standard of consent the OAG
expects.

PROPOSED SOLUTION: Delete the explicit consent requirement. Businesses are already required to
provide notice and make changes to their online privacy policy to account for new uses, and the OAG
might impose a 30-day waiting period after an online privacy policy change before new uses would be
permitted. Consumers are also empowered to request deletion of data they provide.

6. Eliminate the sale restriction from non-consumer sourced personal information.

Proposed section 999.305(d) prohibits a business from selling personal information collected from
parties other than the consumer without either (1) providing a notice that the business sells personal
information about the consumer along with a notice of right to opt-out or {2) contacting the source to
obtain the notice at collection that was provided to the consumer along with a signed attestation
describing how the source gave the notice (along with an example of the notice).

ISSUE: The section 999.305(d) sale restriction is not contained in the CCPA and goes beyond what the
OAG is authorized to promulgate. Even if the OAG were authorized by the CCPA to impose this
restriction, this subsection seems to contemplate only data sources that collected personal information
directly from consumers, not multiple chains of sources. CDIA members may obtain personal
information from sources that collected information from a source other than the consumer, and the
law does not explain what mid-chain entities must do. CDIA members may also collect a particular piece
of information from multiple sources, so it will be impossible to identify one and only one source to
locate the correct original Notice at Collection. Businesses generally may not have this level of detail on
sources—and no means to contact consumers—and businesses may be contractually prohibited from
disclosing their data sources. Finally, it is not clear whether this requirement applies to data exempt
from some or all consumer rights under the CCPA.

PROPOSED SOLUTION: Strike this prohibition.

7. Strike “or may in the future sell” in the stated purpose of the Notice at Collection.

Proposed section 999.305(a)(1) provides that the purpose of the notice of right to opt-out of the sale of
personal information includes informing consumers of their right to direct a business to refrain from
selling personal information in the future.

ISSUE: Section 999.306(a)(1) provides that the purpose of the Notice of Right to Opt-Out relates to
personal information that a business “may in the future sell.” However, the CCPA—and these proposed
regulations—do not require an opt-out notice if a business does not sell personal information. The
phrase “or may in the future sell” could be read as requiring all businesses to provide an opt out.

PROPOSED SOLUTION: Strike the parenthetical “or may in the future sell” because it adds confusion to
the intent of this section. The phrase “business that sells” is broad enough to cover a business that may
sell personal information later in time.
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8. Strike the requirement to provide an offline notice of right to opt-out.

Proposed section 999.306(b)(2) provides that a business that substantially interacts with consumers
offline must provide a notice of right to opt-out by offline method. The CCPA does not, in any place,
require such a notice to be made offline.

ISSUE: The text of the CCPA does not require a business to provide a Notice of Right to Opt-Out offline,
so the OAG is not authorized to impose a notice requirement that the law does not contemplate.

Even if the OAG were authorized to require this, the term “substantially” in section 999.306(b}){2) is not
defined, and it is impossible to know whether a business has complied with this requirement.
Additionally, it is not clear what interactions would qualify as “offline” interactions, but it appears that
the term “offline” is meant to target in person interactions.

PROPQSED SOLUTION: Strike this requirement or, alternatively, change the terms “substantially” to
“primarily” and “offline” to “in person.”

9, Strike the requirement that a business without a website provide a notice of right to opt-out.

Proposed section 999.306(b)(3) provides that a business that does not operate a website must notify
consumers of their opt-out right by another method. The CCPA does not, in any place, require any
notice of right to opt-out be made in any place other than online.

ISSUE: The text of the CCPA does not require a business to provide a Notice of Right to Opt-Out if it
does not operate a website, so the OAG is not authorized to impose a notice requirement that the law
does not contemplate.

PROPOSED SOLUTION: Strike this requirement.

10. Provide for flexibility in presenting the notice of right to opt-out.

Proposed section 899.306(c) details all of the information that must be included in the notice of right to
opt-out, including directing consumers to the business’ privacy policy.

ISSUE: The level of detail required in the notice of right to opt-out will likely overwhelm the typical
consumer and frustrate business’ efforts to present the notice in a way that is easy to read and
understandable by a typical consumer, as is required by proposed section 999.306(a){2), as well as
businesses’ efforts to educate effectively consumers about opting out.

PROPOSED SOLUTION: The OAG should allow for flexibility in presenting the notice of right to opt-out.

11. Remove the requirement that a business commit not to sell personal information in the
future.

Proposed section 999.306(d)(2) provides that a business is not required to (1) provide a notice of right to
opt-out of the sale of personal information if it does not, and will not, sell personal information during
the period which the notice of right to opt-out is collected and (2) the business states in its privacy policy
that it does not, and will not, sell personal information.
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ISSUE: Businesses may decide to sell personal information when they previously had not. If finalized,
this provision would require businesses to commit not to sell personal information on consumers in the
future, effectively tying their hands in making business decisions because they decided not to publish
notice of a right to consumers that was not, in fact, even available with consumers.

Businesses should be required to provide opt-out rights—and the notice of right to opt-out—when the
business sells personal information on consumers. But businesses should not be required to commit to
future business practices in order to avoid deceiving consumers.

PROPOSED SOLUTION: The OAG should strike the requirement to commit to not sell personal
information in the future and the requirement to provide notice in an online privacy policy that the
business will not sell personal information in the future. Inits place, the OAG can clarify that businesses
are required to provide notice of right to opt-out before it first sells personal information on consumers.

12. Strike the requirement that businesses consider consumers to have opted out when a
business does not provide a notice of right to opt-out.

Proposed section 999.306(d)(2) prohibits a business from selling personal information to third parties
that it collected at a time at which it did not sell personal information to third parties and did not
provide for a notice of right to opt-out.

ISSUE: See comments to proposed section 999.305(a)(3) above. By deeming such consumers as “opted
out,” this proposed regulation could be read to require affirmative consent prior to sale, which goes
beyond what is required in the CCPA. The CCPA requires that consumer be provided notice as required
by the CCPA prior to any new use or sale; the CCPA does not prohibit businesses from selling personal
information on consumers without getting the consumers’ affirmative consent.

Additionally, opting consumers out of sale without providing them the notices required by the CCPA
may be contrary to consumer choice and would be contrary to the purpose of the law, which is to give
consumers rights to control their personal information. Any business selling personal information to
third parties must provide the “Do Not Sell” button and an opt-out mechanism. Consumers wishing to
be opted out of sale would be permitted to exercise these rights when there is any right to exercise.

PROPOSED SOLUTION: Strike this requirement. The sale restriction is beyond what the OAG is
permitted to require in these regulations. The CCPA already requires that consumers be notified of their
right to opt-out where it is applicable, but the OAG might impose a 30-day waiting period after
publication of a notice of right to opt-out before a business is permitted to sell personal information.

Alternatively, add “required but” after “notice of right to opt-out notice is” in proposed section
999.306(d)(2) to clarify that the opt-in requirement would apply only where a business was required to
provide notice of right to opt-out and did not do so.

13. Strike the requirement that businesses must describe the method by which businesses
calculated the value of consumer’s data.

Proposed section 999.307(b)(5)(b) requires that a business offering differential prices or services to
provide a notice of financial incentive, which must include a description of the method by which the
business calculated the value of the consumer’s data.
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ISSUE: Proposed section 999.337 gives businesses broad discretion in valuing consumer data for the
purpose of offering a permitted differential price or services. Therefore, the exact formula by which a
business may determine the value of consumer data may be trade secret information to the business.
The OAG should not require the disclosure of trade secrets.

PROPOSED SOLUTION: Strike this requirement.

14. Strike the requirement to disclose privacy policy information by category of personal
information.

Proposed section 999.308(b){1){(d)(2) requires businesses to disclose in their privacy policy the
categories of sources of personal information, the business and commercial purposes for using personal
information, and the categories of third parties to whom personal information is sold, each organized by
the category of personal information collected. The CCPA does not require this information to be
disclosed by each category of personal information in an online privacy policy.

ISSUE: The required disclosure of the categories of sources, business and commercial purposes, and
categories of third parties organized by category of personal information will be difficult, if not
impossible, to comply with for many businesses. Businesses may not have historically tracked
information to this level of detail, which requires grouping these items by categories that were created
in the CCPA (in the definition of “personal information”). Additionally, businesses may have collected
the same information from multiple sources, requiring businesses to separate out multiple copies of the
same information in order to describe sources, which could make the disclosure cumbersome and
confusing to consumers. The text of the CCPA also does not require disclosure of this level of detail of
information about sources, purposes, and third parties receiving personal information in an online
privacy policy.

PROPOSED SOLUTION: Strike the requirement that the categories of sources, business and commercial
purposes, and categories of third parties to whom business shared personal information by category of
personal information in online privacy policies, instead permitting disclosure of each of the sets of
information generally.

15. Strike the requirement that businesses state whether or not it sells personal information of
mineors under 16 years of age without affirmative consent.

Proposed section 999.308(b)(1)(e){3) requires businesses to state, in their online privacy policy, whether
or not the business sells the personal information of minors under 16 years of age without affirmative
authorization. CCPA section 1798.120(c) prohibits businesses from selling the personal information of
consumers under 16 years of age without affirmative consent.

ISSUE: The requirement to state whether the business sells personal information on minors under 16
years of age without affirmative consent is not necessary because the law does not permit such sale. It
would also require a business violating the law to state that it is violating the law or risk incurring a
second violation for each violation of the minor sale restriction.

PROPQOSED SOLUTION: Strike this disclosure requirement.
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16. Correct business’ requirement to describe consumers’ right to delete.

Proposed section 999.308(b)(2)(a) requires businesses to explain, in their online privacy policy, that a
consumer has the right to request the deletion of their personal information maintained by the
business. CCPA section 1798.105(a) provides that consumers have the right to request a business delete
any personal information about the consumer which the business has collected from the consumer.

This right under the law does not extend to any information maintained by the business (notably,
information collected from sources other than the consumer).

ISSUE: This section provides that businesses must explain that consumers have the right to request
deletion of personal information maintained by the business, but the CCPA only provides this right for
personal information that the business collected from the consumer. Consumers have no right, under
the law, to request deletion of personal information a business collected from a source other than the
consumer. To require businesses to describe consumers’ right in this way would risk confusion of
consumers as to their rights under the CCPA.

PROPOSED SOLUTION: Strike the words “or maintained.”

17. Clarify that businesses are only required to explain consumer rights to the extent they are
available with the business.

Proposed section 999.308 requires a business to disclose, in a business’ online privacy policy, that
consumers have various rights under the CCPA (The Right to Know about Personal Information
Collected, Disclosed, or Sold; the Right to Request Deletion of Personal Information; and the Right to
Opt-Out of the Sale of Personal Information). However, businesses are not required to comply with the
CCPA for a number of types of personal information, as set out in CCPA section 1798.145.

ISSUE: Section 999.308 requires disclosure of CCPA consumer rights {The Right to Know about Personal
Information Collected, Disclosed, or Sold; the Right to Request Deletion of Personal information; and the
Right to Opt-Out of the Sale of Personal Information), but it does not specify that businesses are
required to comply with these disclosure requirements only to the extent that the particular rights are
actually applicable to personal information held by a business. The CCPA exempts certain sets of
personal information from many, if not all, consumer rights, and it would be contrary to the purposes of
the law—and would create confusion—to require businesses to advise consumers on consumer rights
that do not exist with the business. For example, the activities of consumer reporting agencies largely
fall within the FCRA exemption, so it would add confusion to require the business to tell consumers that
they have rights that they, in fact, do not have.

PROPOSED SOLUTION: Section 999.308 should be amended to explain that businesses must provide
notice of consumer rights under the CCPA only where such consumer rights may be exercised with
respect to personal information held by such business.

18. Correct designated consumer requests method requirements based on current law.

Proposed section 999.312(a) requires businesses to provide two or more designhated methods for
submitting requests to know. The CCPA was amended in 2019 to provide that businesses that operate
exclusively online and have direct relationships with consumers from whom they collect personal
information are only required to provide an email address for submitting Right to Know requests.
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ISSUE: As drafted, this proposed regulation section conflicts with the CCPA.

PROPOSED SOLUTION: Amend this requirement consistent with the 2019 changes to the law.

19. Remove the requirement for a business to respond to a consumer request submitted by a
non-designated method.

Proposed section 999.312(f) requires that a business in receipt of a Right to Know or deletion request
submitted by a method other than one of its designated methods of submission must either treat the
request as if it had been submitted in accordance with a designated method or provide the consumer
with specific directions on how to submit the request or remedy any deficiencies with the request, if
applicable.

ISSUE: The CCPA does not require businesses to accept or redirect a request made to a business by any
method. Section 1798.130(a}{1) of the CCPA requires businesses to establish one or two designated
methods, depending on the way in which the business interacts with consumers. Therefore, the OAG
exceeds its authority in requiring businesses to respond to a request submitted by any method.

This requirement will expose businesses to disclosing personal information to fraudulent or abusive
sources that may send mass requests to businesses, not through designated channels, such as abusive
credit repair clinics. It would also require businesses to train all employees and contractors in dealing
with consumer requests, even those that have no consumer-facing functions. Finally, this requirement
would prove difficult to manage, considering an infinite number of avenues in which consumers might
attempt to contact a business to lodge a request.

Consumers will be provided one or two methods by which they can submit requests. Businesses will
have to explain these methods in the business’ online privacy policy.

PROPQOSED SOLUTION: Remove the section 999.312{(f) requirement that a business respond to
consumer requests submitted by non-designated methods.

20. Limit the requirement to disclose categories of personal information only where the consumer
requests that information.

Proposed section 999.313(c)(1) provides that if a business cannot verify a consumer as to a request to
know the specific pieces of personal information about a consumer, it must consider whether it can
verify the consumer as if the consumer was seeking the categories of personal information about the
consumer.

ISSUE: The CCPA does not require businesses to provide information in a Right to Know request that the
consumer has not requested. Specifically, the law does not require businesses to provide the categories
of personal information about a consumer when the consumer requests the specific pieces of
information. As a result, the OAG attempts to exceed its directive under the CCPA in imposing this
requirement. Businesses should not be required to provide information that a consumer does not
request in response to a Right to Know request.

PROPOSED SOLUTION: Amend this requirement to apply only where the consumer specifically requests
categories of personal information in addition to the specific pieces of information.
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21. Strike the requirement that a business respond to a request relating to exempt personal
information.

Proposed section 999.313(c)(5) requires that if a business that denies a consumer request to know on
the basis of an exemption under the law, it must inform the requestor and explain the basis for the
denial.

ISSUE: The CCPA’s various exceptions provide that the certain kinds of personal information are exempt
from most, if not all, of the requirements of the CCPA, including the CCPA’s right to know. Therefore,
the OAG is not authorized under the CCPA to require businesses that are exempt from the CCPA to
comply with CCPA obligations, including responding in a particular way to consumer requests.

PROPQOSED SOLUTION: Eliminate requirement that a business must respond to a consumer making a
Right to Know request relating to exempt personal information.

22, Strike the requirement to disclose information in a Right to Know request by category of
personal information.

Proposed section 999.313(c)(10) requires businesses to disclose, following a verified Right to Know
request, the categories of sources of personal information, the business and commercial purposes for
using personal information, and the categories of third parties to whom personal information is sold,
each organized by the category of personal information collected. The CCPA does not require this
information to be disclosed by each category of person information.

ISSUE: The required disclosure of the categories of sources, business and commercial purposes, and
categories of third parties organized by category of personal information will be difficult, if not
impossible, to comply with for many businesses. Businesses may not have historically tracked
information to this level of detail, which requires grouping these items by categories that were created
in the CCPA (in the definition of “personal information”). The text of the CCPA also does not require
disclosure of this level of detail of information about sources, purposes, and third parties receiving
personal information.

PROPOSED SOLUTION: Strike the requirement that the categories of sources, business and commercial
purposes, and categories of third parties to whom business shared personal information by category of
personal information, instead permitting disclosure of each of the sets of information generally.

23. Remove the requirement to treat a deletion request as an opt-out request.

Proposed section 999.313(d)(1) requires that a business that cannot verify the identity of a consumer for
a deletion request to treat the request as a request to opt-out of the sale of personal information to
third parties. The CCPA requires businesses to honor a consumer’s deletion request and a consumer’s
opt out request, but it does not, in any place, require a business to provide an automatic opt outto a
consumer making a deletion request.

ISSUE: The law does not require that a business opt a consumer out of sale if they cannot be verified for
a deletion request.
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PROPOSED SOLUTION: Remove the requirement to opt the consumer out of sale when a deletion
request cannot be verified. Consumers individually have the right to request opt out. The OAG could
require that businesses declining to honor a request on the basis of being unable to verify the identity of
the consumer must inform consumers of other rights under the CCPA.

24. Clarify the allowance regarding the deletion of archived information.

Proposed section 999.313(d)(3) permits a business to delay deletion of personal information, as
requested by a consumer, maintained on archived or backup systems until the system is next accessed
or used.

ISSUE: Businesses may access archived databases regularly, but with a set purge schedule. Businesses
should not be required to effectuate all pending deletion requests any time it connects to a database for
any purpose.

PROPQOSED SOLUTION: Permit deletion to be made in archived databases “in the normal course of
business so long as the personal information is not sold.”

25. Remove the requirement that a business respond to a deletion request for exempt personal
information.

Proposed section 999.313(d){6)(a) requires a business that denies a consumer’s deletion request on the
basis of an exemption under the CCPA to inform the consumer that it will not comply with the request
and explain the basis for the denial. CCPA section 1798.145 provides that the CCPA does not apply, at
all, to various types of personal information.

ISSUE: The CCPA’s various exceptions provide that the certain kinds of personal information are not
subject to the CCPA. Therefore, the OAG is not authorized under the CCPA to require businesses that
are exempt from the CCPA to comply with CCPA obligations, including responding in a particular way to
consumer requests.

PROPQOSED SOLUTION: Eliminate requirement that a business must respond to a deletion request
relating to exempt personal information.

26. Permit businesses to use information that it declined to delete for any exempt use.

Proposed section 999.313(d)(6)(c) prohibits a business that denies a consumer deletion request on the
basis of a particular exception under the CCPA from using that personal information for a purpose other
than was previously described in a denial to a deletion request. The CCPA does not restrict a business
from using personal information in a particular way where it, at any point, had previously used the
information for a purpose exempt from the law. CCPA section 1798.145 provides that the CCPA does
not apply, at all, to various types of personal information.

ISSUE: The CCPA provides multiple exceptions from its scope. A business may be eligible for a particular
exemption and deny a consumer request based on that exemption. However, at a later time, a business
may want to use the same information for a use contemplated under a separate exemption, and the
CCPA does not prohibit a business from relying on a separate exception that may not have been
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applicable when the business rightfully declined a consumer request. This defeats the purpose of each
of these exemptions, frustrates compliance with federal law, and is contrary to the purposes of the law.

PROPOSED SOLUTION: Add “or any other exception or permitted use” to the end of section
999.313(d){6)(c).

27. Expand express permissions for service providers.

Proposed section 999.314{c) prohibits a service provider from using personal information it received in
its capacity as a service provider to a particular business for the purpose of providing services to another
person or entity, except that it may combine personal information from multiple engagements to detect
data security incidents or to protect against fraudulent or illegal activity. The CCPA does not prohibit
service providers from using personal information in a way that is contractually authorized by their
client business.

ISSUE: Many businesses, including CDIA members, may act as service providers and may engage other
service providers as sub-contractors. Businesses may also “white-label” products to multiple clients as a
service provider, which may involve providing certain personal information to multiple clients for the
same product or combining information from multiple clients to service the white-labeled product. As
written, it is not clear that this section 999.314(c) requirement would permit businesses to continue to
sub-contract or white-label their products. Additionally, businesses should be permitted to combine
personal information from multiple businesses for analytical purposes (for example, to compare a
company’s customer base to industry- and geography-wide numbers).

PROPOSED SOLUTION: Add explicit authorization to share personal information to another service
provider (with appropriate contractual restrictions), to another business in delivering a set product of
service of the service provider (white-labeling), and to provide analytical services.

28. Strike the requirement that service providers respond to consumer requests.

Proposed section 999.314(d) requires service providers receiving and denying a consumer request under
the CCPA to explain the basis for the denial of the request and inform the consumer that it should
submit the request directly to the business on whose behalf the service provider processes the
information. The CCPA does not impose any disclosure requirement on service providers.

ISSUE: The CCPA does not impose requirements relating to consumer rights on service providers, as
opposed to businesses. These service providers, which include CDIA members, do not obtain personal
information for commercial gain from the data, and they are not in the best position to provide any
information on consumers or verify the identity of consumers, since service providers are unlikely to
have direct relationships with consumers. Finally, service providers may not be permitted to disclose
the identity of their clients.

PROPOSED SOLUTION: Eliminate the requirement that service providers must respond to consumer
requests.
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29. Strike the requirement that businesses treat user-enabled privacy controls as opt-out
requests.

Proposed section 999.315(c) requires that businesses treat user-enabled privacy controls that
communicate or signal a consumer’s choice to opt out of the sale of their personal information to third
parties as a valid request to opt out for that browser or device or, if known, for the consumer. The CCPA
protects “personal information,” which is, per CCPA section 1798.140(o)(1), information that reasonably
may be linkable to a particular individual or household, not merely a device.

ISSUE: The CCPA does not protect information that cannot reasonably be linked to a particular person
or household, whether or not the business can detect that information relates to a particular device.
This requirement is therefore beyond the scope of the CCPA and the OAG exceeds its authority under
the law in attempting to impose this requirement.

To the extent that information may reasonably be linked to a particular consumer or household,
consumers can install browser privacy controls for a variety of reasons, many of which do not equate to
desiring for their information not to be sold to third parties. The CCPA does not provide for a right to be
opted out from the sale of personal information by installing any browser privacy control. Furthermore,
this technology is evolving and there will likely be compatibility problems with these controls.

PROPQOSED SOLUTION: Eliminate the requirement that user-enabled privacy controls be treated as opt-
out requests.

30. Simplify timing requirements for opt-out requests.

Proposed section 999.315(e) requires businesses that receive an opt-out request to “act upon” the
request within 15 days from the date the business receives the request.

ISSUE: The term “act upon” is not defined, so it is not clear what the business must have completed
within 15 days of receiving the request. Many businesses, including CDIA clients, have data transfer
cadences that are quarterly or monthly, but this requirement would require all businesses to increase
their transfer cadences to multiple times a month to capture all requests within this proposed timeline.

PROPQOSED SOLUTION: Simplify the timing requirement to completing the request in 45 days, which is
consistent with other consumer rights under the law.

31. Delete the requirement that a business notify third parties to whom it sold personal
information after an opt-out request.

Proposed section 999.315(f) requires a business honoring an opt out request to notify all third parties to
whom it had sold the personal information within the last 90 days and instruct those third parties not to
further sell the information. The CCPA does not impose any third party notification requirement, nor
does it impose any requirement for a third party to honor a consumer’s opt out request made to
another entity.

ISSUE: The statute does not obligate businesses to notify third parties to which it sold personal
information upon a consumer’s opt-out request. Therefore, the OAG does not have the authority under
the law to require this. Furthermore, these businesses may not be in an ongoing contractual
relationship that would allow one business to prevent the other from further selling the information.
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Consumers may also not want to opt out of the sale of personal information to all businesses. Finally,
complying with this requirement would require businesses to exchange personal information, which is
contrary to the purposes of the law and could increase the incidence of identity theft.

PROPQOSED SOLUTION: Delete this section 999.315(f) requirement. Consumers will already have the
right to opt-out of sale with any business.

32. Clarify that businesses may request additional information from the requestor for matching
purposes.

Proposed section 999.315(h) provides that an opt out request “need not be a verifiable consumer
request” and that a business may decline to honor such a request if it believes the request is fraudulent.

ISSUE: Even though businesses are not required to utilize any particular verification process for opt out
requests, businesses will need to be able to match a requestor to the personal information of a
particular consumer. In that light, this proposed section does not explicitly permit a business to request
additional information a business may need to match the requestor with a consumer in the business
records or to decline a request if a consumer has not provided adequate information. This will be a
particular problem for consumers with common names. Additionally, this section does not provide an
explicit basis to deny a request if a business cannot definitely match the requestor with a consumer in its
records.

PROPOSED SOLUTION: The OAG should clarify that businesses may request additional information from
the requestor to match them to a consumer in the business’ records. Additionally, the OAG should
clarify that a business can decline to honor an opt-out request if, after attempting to match the
requestor, the business is unable to match the requestor with a consumer in its records.

33. Remove the recordkeeping metrics requirements.

Proposed section 999.317(g) requires businesses to compile and disclose various metrics about their
CCPA compliance. The CCPA does not require businesses to make such calculations or disclose any of
this information.

ISSUE: These recordkeeping requirements appear nowhere in the CCPA. The OAG exceed:s its authority
in imposing these calculation and disclosure requirements.

Additionally, it is not clear whether these requirements apply to personal information exempt from the
CCPA.

PROPOSED SOLUTION: The OAG should remove these calculation and disclosure requirements.

34. Eliminate the requirements relating to honoring individual requests for household
information.

Proposed section 999.318(b) requires businesses that receive and can individually verify a request of all
members of a household to honor such consumers’ request with regard to household information. The
CCPA does not contemplate a business being required to honor multiple consumers requests
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Message

From: Fatima Khan

Sent: 12/6/2019 10:13:27 PM

To: Privacy Regulations [PrivacyRegulations@doj.ca.gov]
Subject: CCPA Proposed Regulations Comments

Attachments: Okta_PublicComment_CCPA_12.6.19 final.pdf

Hi -
Please see the attached document for Okta’s comments. Thank you for your consideration.

Best,
Fatima
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December 6, 2019

The Heonorable Xavier Becerra
California Attorney General

California Department of Justice

Attn: Privacy Regulations Coordinator
300 S. Spring Street

Los Angeles, CA 90013

Via E-mail. privacyregulations@doj.ca.gov

Re: California Attorney General — California Consumer Privacy Act of 2018 Proposed Regulations
Comments of Okta, Inc.

Dear Mr. Attorney General Becerra:

Okta, Inc. (*Okta”) appreciates the opportunity to provide these comments in connection with the
California Attorney General's ("AG”) proposed regulations for the California Consumer Privacy Act of 2018
(“CCPA").

Okta Overview

Okta is a publicly-traded (NASDAQ: OKTA) cloud computing company that offers identity and
access management software-as-a-service to businesses, governments, non-profit entities, and other
organizations across the United States and around the world. Okta is the leading independent provider of
identity for the enterprise. The Okta Identity Cloud enables the company’s customers to securely connect
people to technology, anywhere, anytime and from any device. The company was incorporated in January
2009 as Saasure Inc., a California corporation, and was later reincorporated in April 2010 under the name
Okta, Inc. as a Delaware corporation. Okta is headquartered in San Francisco, California.

Okta's customers use our services to work with some of their mission-critical, sensitive data,
including the names, email addresses, and mobile phone numbers of their users. As a growth company,
Okta continues to surpass key milestones: just recently, we cleared the 100 million user mark]1].
Accordingly, acting with integrity and transparency, so that we earn and maintain our customers’ trust, is
critically important to all of us at Okfa. To that end, Okta maintains privacy protections across its suite of
services, as detailed in our third-party audit reports and standards certifications.

Although many companies may view privacy compliance as a burden, Okta views it as a strategic
differentiator and a competitive advantage — we provide tools and resources o our customers, to help
ensure that their own systems are kept safe and secure, so that critical data can remain private and
protected.

For these reasons, Okta commends California’s current work towards implementing a
comprehensive privacy law with the hope that such law protects consumers and enables businesses to
strengthen their approach to privacy through clear compliance obligations. Okta's approach to privacy
aligns with the CCPA, including support for the view that “it is possible for businesses both to respect
consumers’ privacy and provide a high level transparency to their business practices.”[2]

Introduction

Okta agrees with the AG's sentiments that today more than ever, strong privacy and security
programs are essential to the people of California and our economy.[3] As technology advances, California
is continuously the leader at the forefront of protecting the privacy and security of consumers, and Okta
supports the state’s efforts. In addition to being a trailblazer in protecting consumer privacy, Okta also
encourages the state of California and the AG to remain engaged with both federal and other states’ efforts
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to further privacy protection in order fo create regulation and guidance that will best allow companies to
strengthen privacy practices for consumers.

Furthermore, Okta encourages California to continue to advance consumer privacy through risk-
based, flexible privacy regulation that provides clear compliance obligations for businesses. We believe
that being unduly prescriptive can result in stifling compliance checklists that inhibit the creation of
innovative privacy solutions or frustrate consumer privacy efforts due to implementation hurdles. Benefits
should be measurable and gquantifiable, and any new state privacy legislation should first take into account
the outcomes sought by consumers, and also align with California residents’ understanding of meaningful
data protection.

Key Points for Consideration

We offer three key areas for consideration as part of the AG’s analysis on updating the proposed
California Consumer Privacy Act Regulations (“Proposed Regulations”).

First, it is important that the AG account for the complexity of technology and the different scenarios
that arise through the use of perscnal information. Although Okta is aware of the risks associated with
processing personal information, there are instances when consumers may prefer to share their personal
information with companies that are best positioned to protect consumer privacy and security through their
services. As follows, it is important to ensure that the CCPA accounts for different business models and
enables the use of personal information for purposes compatible with providing services to further
innovation and to consistently improve upon pro-privacy and security technologies.

Second, as a service provider to our customers, Okta has core values to “love our customers” and
“act with integrity.” In line with these values, Okta wants to make sure that it honors these promises to its
customers and acts with integrity by respecting the confidentiality and security safeguards in place with
regards to the personal information our customers entrust to us for our services. As a service provider, Okta
cannot interfere with its customers’ direct relationships with consumers due to its obligations o honor its
contracts and maintain reascnable security. As follows, Okta encourages the AG to clearly delineate
responsibilities with regards to individual rights requests, such as to know or delete, to ensure that these
responsibilities fall on businesses to carry out as the party with the direct relationship and limit the service
provider's role in responding to such requests.

Third, Okta believes that the CCPA would benefit from clarification and alignment with existing
global and federal privacy and security standards around identity, to ensure that proper identity verification
is in place for consumer privacy rights requests. In line with these global standards, Okta encourages the
AG add in a clarification fo require businesses o use multi-factor authentication (MFA), when possible, for
satisfying requests to know or delete to prevent the abuse of privacy rights and to ensure personal
information is only furnished to individuals upon a properly verified request.

1. Reguest for the clarification of section 999.314(c) of the Proposed Regulations to permit
the use of personal information by a service provider for compatible purposes.

As stated in the CCPA, “it is almost impossible” to conduct even the most mundane tasks without
sharing personal information.[4] Based on the pervasive need to collect personal information to carry out
even the most simple technical tasks, it is important for the state of California to account for the wide array
of business models that need to collect personal information to carry out the services they provide to
consumers and to businesses. Okta does not monetize personal information, but provides a cloud-based
enterprise solution that helps to streamline identity management and increase efficiencies for companies
and their end users to securely access cloud-based applications.

The text of the Proposed Regulations, Section 999.314(c) states that a service provider “shall not

use personal information received either from a person or entity it services or from a consumer’s direct
interaction with the service provider for the purpose of providing services to another person or entity.”
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However, “[a] service provider may . . . combine personal information received from one or more entities
... on behalf of such businesses, to the extent necessary to detect data security incidents, or protect
against fraudulent or illegal activity.”

The Proposed Regulations should elaborate upon the key distinction between (i) commercialization
of personal information and (ii) the internal use of personal information to further the provision of services
to businesses and maintaining service providers' ability to innovate on their services provided using such
personal information. Some examples of these use cases include: (i) aggregating and analyzing personal
information in line with contractual requests made by customers to do so; (ii) providing and improving upon
the services requested by businesses in contracts; (iii) gathering statistical research data to provide de-
identified benchmarking and trends to businesses; and (iv) innovation that helps create a more privacy-
forward and secure Internet for businesses and consumers, such as through the use of large data sets to
power artificial intelligence algorithms for the benefit of all.

In harmony with use cases found across existing California law [5] and global legal frameworks [6],
Okta requests the clarification of section 999.314(c) of the Proposed Regulations to permit service providers
to use personal information for reasonable compatible purposes. Such a clarification is consistent with the
use cases defined within the definition of “business purpose” in section 1798.140(d) which states “the use
of personal information shall be reasonably necessary and proportionate to achieve the operational purpose
for which the personal information was collected or processed or for another operational purpose that is
compatible with the context in which the personal information was collected” including “performing services
on behalf of the business or service provider” as described in section 1798.140(d)(5) (emphasis added).

Furthermore, the ability for service providers to utilize personal information would also fall within
the scope of the “reasonably necessary and proportionate” standard described in section 999.314 of the
Initial Statement of Reasons [7]. For cloud-based enterprise companies that do not monetize personal
information, including those in the identity and security space, a clarification that such use of personal
information is permitted to better innovate on their services for their customers to receive a more secure
and usable solution would result in a safer Internet for all users.

Okta supports the California legislature’s key drivers for the service provider limitations and we
believe that a uniformly applied set of reasonable and legitimate personal information use rights for service
providers can help achieve those goals. Therefore, any privacy regulation should include terms that permit
companies to achieve compliance and innovate fo create a better services for their customers, thereby
resulting in a more secure Internet for all users in line with smooth interoperability between the existing
state laws, the U.S. privacy landscape, and privacy regulations in other countries.

2. Request for the clear delineation between service provider and business requirements with
regards to individual requests to know or to delete personal information.

Consistent with the CCPA’s key distinction between service providers and businesses, we request
a clear delineation on each party’s respective obligations with regards to completing individual rights
requests to know or to delete personal information. At present, section 999.314(d) states:

If a service provider receives a request to know or a request to delete from a consumer
regarding personal information that the service provider collects, maintains, or sells on behalf
of the business it services, and does not comply with the request, it shall explain the basis
for the denial. The service provider shall also inform the consumer that it should submit the
request directly to the business on whose behalf the service provider processes the
information and, when feasible, provide the consumer with contact information for that
business.

As required of service providers under the CCPA, Okta has in place specific contractual restrictions
to limit the use, disclosure, and access to the personal information entrusted to us by customers for our
service. Since businesses engage service providers like Okta with their personal information to provide
services, not communicate independently with their consumers, the obligations in section 999.314 put
service providers at odds with their obligations to customers and may adversely impact the reasonable
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security measures and access management safeguards that service providers have in place to protect their
customers’ personal information.

While the text of the CCPA makes clear that businesses have an obligation to carry out these
requests, the Proposed Regulations include the addition of an obligation on service providers to handle
such requests by sharing details directly with the consumer as well as potentially requiring service providers
to access or delete personal information in its possession. As a result of this tension, the service provider
faces conflicting obligations through the law and its contracts and would potentially have a legal obligation
to access personal information to satisfy a consumer request that is normally protected by contractual and
security safeguards, such as access controls. For example, as a service provider, Okta may hold personal
information separately for different customers and would not know which business is relevant to a
consumer's individual request unless informed by the consumer. To access such information, Okta would
have to bypass normal security safeguards and access controls across its customers to be able to provide
an appropriate response. This in turn, would diminish an individual's security and privacy as well as put
similarly situated companies in direct conflict with their contractual obligations and company values.

Furthermore, the lack of clarity around responsibility and accountability for carrying out privacy
reguests by consumers could result in consumer confusion and request fatigue. The consumer should have
a single dedicated channel for any requests arising out of the original data collection by the business with
corresponding accountability for the business. To mitigate this conflict and potential perverse result on
security and privacy, we request that the section be updated to clarify that the business maintains the
obligation to handle such requests while the service provider's role is strictly limited to informing the
consumer to make their request directly with the relevant business with which the consumer interacted.

3. Request for the inclusion of multi-factor authentication as part of identity verification
process for privacy rights requests.

Okta is at the forefront of identity verification and promotes using secure practices to enable
consumers to delete or access, view, and receive a portable copy of their personal information, in line with
reasonable data security controls. According to Trace Security, 81% of company data breaches are due to
poor passwords [8] and using multi-factor authentication (*"MFA”) is an easy way to prevent most
cyberattacks and helps protect against fraudulent requests. To avoid having an adverse effect on individual
privacy, we believe that the verification process described in section 999.313 (Responding to Requests fo
Know and Requests fo Delete) and 999.324 (Verification for Password Protected Accounts) of the Proposed
Regulations should be robust and include appropriate identity verification steps before permitting access fo
individuals’ personal information.

In section 999.323 (General Rules Regarding Verification) of the Proposed Regulations, the AG
notes that businesses must account for “the likelihood that fraudulent and malicious actors would seek the
personal information” and determine “whether the personal information to be provided by the consumer fo
verify their identity is sufficiently robust to protect against fraudulent requests...”. This acknowledgement of
potentially fraudulent activity through the verification process prompts the need for the AG to clearly require
MFA, when appropriate, as part of the verification process including listing it as one type of “available
technology for verification” described in section 999.323(b)(3)(f). The approach to use multiple factors is
consistent with privacy guidance recently released to verify identity for responding to individual rights
reguests under the General Data Protection Regulation, such as to access personal information.[9]

As indicated in section 999.323(d), the verification standards put forward by the AG should prioritize
guidance on implementation of reasonable security as part of the process by either (i) requiring businesses
that maintain a password-protected account with the consumer to use of MFA to delete or access, view,
and receive a portable copy of their personal information under sections 999.313(c)(7) and 999.324 or (ii)
making the use of MFA to verify identity based on the existing account details on file as an alternative to
collecting additional personal information from an individual for verification in line with the reguirements
under sections 999.323(c) and 999.325 (Verification for Non-account holders). The foregoing clarifications
to utilize MFA for verification when appropriate are also consistent with the reasonable security measures
to detect fraudulent identity described in section 999.323(d). We encourage lawmakers to look at security
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m Notice (999.307)

More sophisticated companies manage and structure their privacy policy(s) as part of a
larger organizational policy structure (both internal and external), which looks something like
this:
e Code of Conduct and Ethics
o Supplier Code of Conduct
o Acceptable Use Policy (online code of conduct/social media policy)
e Company Values
o Privacy Policy
m Privacy Principles
m Global statutory and legal requirements
e CCPA
m Privacy Certs and Seals
e EU-US Privacy Shield
Security Policy
m Compliance and certifications
o Human rights commitments or policy
o Environmental/Sustainability policy
o EEO/Hiring policy
e Terms of Service/MSLA
o Data Protection Agreements (GDPR, BAA, CCPA, etc)

O

One other note: the Regulations state that the Privacy Policy (308.a.2.a) and Notices should
be in “plain, straightforward language and avoid technical or legal jargon”. The Regulations
in their entirety should follow that same principle - regulations don’t need to be complex and
cumbersome to provide effective guidance. Most reading the Regulations won't be legal,
privacy or policy experts, and so the Regulations should be easily understandable by the
average person. This will promote compliance.
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The Regulations Should Permit and Encourage Businesses to Frequently Backup Data and Test Disaster
Recovery Plans.

We are pleased that the Attorney General’s draft regulations acknowledge that deletion requests for
personal information stored in backup or archival systems raise difficult, unique technical challenges.
Section 999.313(d)(3) of the draft regulations rightly acknowledges that businesses may have limited
ability to implement a request for deletion immediately with respect to backups. However, the
proposed requirement for a business to delete personal information stored in a backup when it is “is
next accessed or used” is ambiguous, and potentially inconsistent with the state of the art of backup
management and disaster recovery.

To more squarely address the technical challenges with accessing specific data stored in backup or
archival systems, encourage businesses to develop and test disaster recovery plans, and protect
consumers’ interest in having their rights requests honored and data protected, the Attorney General
should revise the draft regulations to clarify that routine and necessary activities related to maintaining
viable data backups, such as integrity checking and incident response drills, do not trigger the
requirement to comply with a deletion request pertaining to backed up or archived personal
information. While deletion requests should be executed prior to any backed up data being restored and
used in a production environment, a rule that requires compliance (e.g., deletion) prior to that point
would discourage businesses from backing up or testing their backups regularly and ultimately harm
consumers.

Data Recovery Testing Should Not Trigger Deletion Obligations

A business should not be able to effectively circumvent a consumer’s prior deletion request by restoring
their personal information from a backup file into a production system. However, “access|] and use[}]”
could each be construed to include other, routine interactions with backups. Large-scale enterprise
backup systems are designed to store and rapidly recover business applications and data and may not
provide for the selective deletion of specific data {i.e., at an individual consumer level) within the backup
set. In fact, many backup systems store backups in snapshot files or data bundles and do not have the
capability to surgically remove a specific record or information from the backup set itself. To reduce the
amount of storage used, commercial backup systems often analyze past backups to identify duplicative
information, creating incremental backups that include only information changed since the previous
backup. These processes, along with any disaster recovery testing, could be construed as “access” or
“use,” which could effectively destroy the exception—businesses often make incremental backups on at
least a daily or even hourly basis.

When personal information is stored in an inactive system, such as a backup or archival system, it poses
lower risks to consumers—businesses generally do not analyze data in backup systems, use such data
for marketing, or sell it. Moreover, a regulation that requires businesses to delete personal information
from archived data anytime it is “accessed” for backup administration purposes only would unfairly
harm California consumers while seeming to provide little benefit. As discussed above, enterprise-grade
backup software routinely accesses backed up files for a variety of purposes, all of which are meant to
ensure that a backup works when needed.

Consumers Expect Businesses to Maintain Robust Backup and Failover Procedures

Consumers expect that businesses will maintain their data securely and continue providing services even
if their data centers are hit by natural disaster or other threats. Consumers are harmed when such
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Recommended Changes

To confirm that consumers who wish to have their personal information deleted can be sure their
personal information will not be actively used by a business after they request deletion, and to
encourage businesses to engage in good data practices such as regular backups with robust, state-of-
the-art software, we suggest that the Attorney General revise the draft regulation as follows:

Section 999.313(d)(3) If a business stores any personal information on archived or backup systems, it
may comply with the consumer’s request to delete, with respect to data stored on the archived or
backup system by implementing reasonable safeguards and practices to ensure that Personal
Information subject to a deletion request is not restored to an active system from the archived or
backup system or otherwise used for any commercial purpose.

Sincerely,

/s/ D. leffery Grimes /s/ lason Olin /s/ Paul Bolar /s/ Irene Fisher
D. Jeffery Grimes Jason Olin Paul Bolar Irene Fisher

Vice President, Corporate Senior Director, Assistant Vice President, General Counsel
Counsel & Compliance Officer  General Counsel Regulatory Affairs  Piping Rock Health
Astex Pharmaceuticals, Inc. Avanir Pharmaceuticals, Inc.  Pharmavite, LLC Products, LLC

December 6, 2019
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This legislation and regulation, if it is really going to be effective, should
be addressing those misuses directly; An "Opt Out” button, no matter
how available, is like holding up a hand to stop a tidal wave. You,
as an individual are going to be washed away...
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Message

From: Brent Blackaby ([

Sent: 12/6/2019 9:00:23 PM

To: Privacy Regulations [PrivacyRegulations@doj.ca.gov]
cc: crid vu [

Subject: CCPA written comment

Attachments: 20191206 Confidently CCPA written comment.pdf

Attached please find a written comment on the proposed CCPA implementation regulations from Brent
Blackaby and Crid Yu at Confidently.com.

Please email or call us at _With any questions or concerns.
Thank you,

Brent Blackaby
Confidently.com
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Written Comment
on Proposed CCPA Regulations

Submitted by:
Brent Blackaby & Crid Yu
Confidently.com

December 6, 2019

We are submitting this public comment as two California residents who deeply care about our
own online privacy, as well as co-founders of a new company called Confidently, building
products and services to help consumers take full advantage of the new privacy rights they've
been granted here in California. Our aim is for consumers to fully realize their rights to their
privacy.

We applaud the California Attorney General’s office for putting forth a comprehensive set of
regulations to guide the implementation of the California Consumer Privacy Act (CCPA). Thanks
to the CCPA and these regulations, consumers will have powerful new rights to help them
manage their personal data and enhance their privacy.

Our own consumer research shows that consumers are very interested to have the ability to 1)
access their data, 2) delete their data, and 3) instruct companies to not sell their data -- and to
do all these things not just with a handful of businesses, but with all the businesses who may
have their data, whether they are customers or not. That’s potentially hundreds or thousands of
businesses.

We are very optimistic that the legislation address key consumer concerns, but our biggest
concern is scalability: how consumers can execute all of these access, delete, and do not sell
requests across their entire digital portfolio of business relationships.

Based on recent experience from the GDPR in Europe, most of the EU privacy officers we've
talked to report receiving only a handful of data access requests every week, even while serving
millions of consumers who report, in survey after survey, that they are very concerned about
their privacy. We believe this is because the process for consumers to act on their rights is, in
many respects, too arduous and arcane. In the EU data requests are often done by writing an
email to a company’s Chief Privacy Officer who can then require additional data, clarification,
etc. The reality is that one would have to really persist, and perhaps have legal counsel, to be
able to actually complete just one data request.

This is compounded by the number of requests a consumer has to do to make meaningful
impact to their privacy. Based on our own research, we estimate that for a typical consumer
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there are 50 or so businesses who have significant amounts of their data (those places where
they are actual customers with login accounts), and hundreds if not thousands of businesses
who have some of their data (most of whom consumers may not even know about). From our
observation, it is daunting for most consumers to complete even one request -- let alone the
hundreds or thousands necessary to secure their privacy across every digital relationship.

The key to success for the CCPA will be both ensuring appropriately rigorous standards for
verification and authentication and making it easy enough for consumers to participate across
their entire portfolio of digital relationships. Ultimately the success of the CCPA relies on
consumers taking up their new privacy rights at scale. To effectively manage their privacy,
consumers don’'t want to just act on their rights in one or two places — they want to do it
everywhere.

Fortunately, the CCPA has built on the GDPR and addressed some of its shortcomings --
including by defining a global webform requirement for making “do not sell” requests. But Delete
and Access requests will still be very laborious, even for companies where consumers are not
customers and do not have accounts. Therefore, our comments largely focus on the question of
consumer accessibility.

To that end, we would suggest further clarification of these regulations to make it easier for
consumers, on their own or through a trusted third-party service that they designate, to submit
verifiable requests — especially to companies where they are not customers and the standard
for authentication or verification may not be as high.

Specifically we recommend:

VERIFICATION (§999.323, §999.325): Especially with respect to Access or Delete requests
where a user is not a customer and is just trying to see/delete the marketing prospect data that
a company has collected on them, we suggest developing a standard set of documentation for
verifying a request, across all businesses -- for example, a scanned copy of drivers license &
utility bill, with full name, mailing address, phone, and email address; or even just a device ID,
for example, in situations when full contact info isn’t collected by a business, but a user’s digital
“fingerprint” has been collected..

This will make it easier for consumers to Access or Delete their data with multiple businesses in
a standard, verifiable way -- rather than figuring out the unique requirements of each business.
Because consumers are not customers, and do not have accounts in these cases, we believe a
“reasonable degree of certainty” is the appropriate standard as there should usually not be
sensitive personal information involved for non-customers.

Additionally, we suggest giving consumers’ authorized agents the option to take on more of the

verification burden themselves, before passing “pre-verified” delete/access requests along to
businesses, to streamline the authentication process. If agents can be empowered to use a
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third-party verification service to verify the identity of their customers, and then submit
pre-verified requests along to businesses, that could reduce the authentication burden for both
businesses and consumers at scale.

AGENT AUTHORIZATION (§999.326): We suggest defining a standard, pre-approved
document or process that will enable agents to present their authorization from an end user, to
improve confidence from businesses, consumers, and agents that these authorizations are
valid. Our suggestion would be a standard templatized document, signed by the consumer
either physically or with a digital signature, authorizing that agent to make Delete, Access, and
Do Not Sell requests on their behalf.

In the case of businesses where a consumer is not a customer, this authorization document
could be sent alongside the standard consumer verification documents (suggested above), to
facilitate the receipt and processing of valid Access and Delete requests. We do not believe that
consumers should have to re-verify their identity in those cases.

PARTIAL DELETE (§999.312(d), §999.313(d)(7)): We suggest clarifying that consumers have
the right to ask a business to delete some, but not all, of their data, in the very first request (not
in response to a business’ reply to that request as suggested in §999.313(d)(7)). For example,
we believe consumers should be able to ask to delete some of the most sensitive personal
information that a business may have collected on them (e.g., Social Security Number, credit
card number), but keep the rest of their data intact. We suggest there should be a standardized
format for this request to be performed, so a consumer does not need to figure out how each
business handles these kinds of partial delete requests differently.

In addition to the suggested amendments to the regulations we have suggested above, there
are areas where we seek more clarification:

DEFINING “USER-ENABLED PRIVACY CONTROLS” (§999.315(c)): Confidently is developing
a web application to help consumers manage their personal data and privacy at scale. While it
will not be a browser extension per se, it will be a subscription service where consumers will
clearly sign up and demonstrate their intent for us to execute dozens of Do Not Sell, Delete, and
Access requests on their behalf. This will be a technology product, accessed via the internet
(desktop or mobile device) to act on the consumer’s behalf, as if the consumer is making these
requests directly. So we assume that a product like ours would fit under this definition of
User-Enabled Privacy Controls, but would appreciate any clarification along these lines.

DELETING 1P ADDRESS OR MOBILE AD 1D (§999.323): If a consumer wants to delete their
IP address, browser cookie, or mobile ad ID — and any associated data collected along with it
— from a business’ database, they may not have any more data other than that particular data
point to verify that legitimate request. How can a consumer demonstrate the validity of that
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Access or Delete request without supplementary/corroborating info? In that case, should the
business assume that it is legitimate unless they can prove otherwise?

ket

Thank you very much for drafting these CCPA implementation regulations that will allow
consumers to better manage their privacy with all of the businesses that have collected their
data -- and thank you for reviewing this written comment.
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December 8, 2018

Privacy Regulations Coordinator
California Office of the Attorney General
300 South Spring Street, First Floor
Los Angeles, C A B0013

Dear Attorney General Becerra:

My name is Jessica Lee. | am a partner at the law firm Loeb & Loeb LLP and the Co-Chair of its
Privacy, Security & Data Innovations practice group. Qur clients include adveriisers, agencies, publishers
and adiech companies. | am writing to provide comments on the California Office of the Attorney
General's ("OAG") proposed regulations implementing the California Consumer Privacy Act (*CCPA™. |
am not writing on behalf of any one dlient, or on behalf of other members of my firm, but in my own
capacity as legal counselto a number of organizations who are working diligently to prepare for January
1st.

Cur clients respect the law and the privacy rights of their consumers/users. However, the draft
regulations, released as companies were in the process of building out their compliance processes, have
introduced a number of new obligations, which in some cases exceed the scope of the siatute.
Companies are now struggling to understand how and when to implement these new requirements.
While the OAG has provided some clarity and helpful guidance in some areas, several sections of the
regulations raise new questions and create implementation challenges that will require time fo address.

To be clear, | offer these comments in an effort to help the OAG create a final set of regulations
that provide the clarity needed for businesses to implement, and for consumers 1o receive the full benefit
of, the protections of the law.

i Delay the Effective and Enforcement Date of the Regulations until January 1, 2021

The draft regulations, which | undersiand are on track to become final in early 2020, impose
additional obligations on businesses which exceed the scope of the CCPA. Obligations to provide notice
of an opt-out 1o third parties that have received data in the previous 80 days, to honor browser signals,
and the significant reporting obligations, as examples, are obligations that are not currently considered in
the text of the statute. These obligations each require different technical and administrative processes 1o
be developed, operationalized, and made auditable to confirm compliance. These are not impossible
tasks, but they cannot be implemented overnight. Companies will not know which of these obligations will
be included in the final regulations, or whether there will be material updates 1o these requirements
following this round of comments. Particularly for mid-size companies who have limited resources and
staff to devote 1o this process, the decision of whether and when to implement these regulations is a
difficult one. When these regulations become final, companies may have as little as 4 months (if that) to
implement changes to a process that they have been developing for over a year. fwe look to the EU as
an example, companies were given two years to comply with its requirements. Delaying the enforcement
of these regulations for six months should not be an unreasonable request. While we appreciate that the
OAG has expressed an intent to avoid “goicha” cases and to work with companies who are using good
faith efforis to work towards compliance, if the regulations become effective before companies have a
reasonabile time to address them, companies will Tace significant risk from the plaintiffs bar, which is
eagerly awaiting the effective date of the CCPA and the regulations 1o bring their own “gotcha” claims. |
testified in front of the Senate Judiciary Committee in March of this year about the steps companies took
to comply with the GDPR and the steps that will be needed to comply with the CCPA." As | stated then,
these laws require significant shifts in how companies organize, store, and manage their data. 1 amnot
arguing against all of these requirements; but | think it’s important to understand the real work that
companies have 1o do in order to comply with them.

i. Streamliine the Notice Requirements 1o Avoid Notice Fatigue and Ensure Helpful
information is Provided to Consumers.

1 https://sd19.senate.ca.gov/news/2019-03-04-sen-jackson-convene-hearing-data-privacy
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Article 2 of the draft reguiations has crealed some confusion regarding the notices a company is
expected to provide the consumer. Section 889.305 refers to a “notice at collection”, Section 899.306
refers to the “notice of an opt-out of sale of personal information,” and Section 899.308 refers o a
“privacy policy,” which must be posted online using the word “privacy.” As written, the draft regulations
suggest that a company that “sells” personal information may have at least three notices on its websile - a
notice of collection, a privacy policy, and a do not sell link. If a company offers financial incentives, or uses
the DAA AdChoices icon for interest-based advertising, that number rises to 5 links. That is between 3
and 5 separate notices consumers will be required 1o navigate to get information about how their
information is used and 1o exercise their rights.

As written, Article 2 is at risk of creating consumer notice fatigue. At minimum, | recommend
clarifying that the notice required in Section 888.305 can be provided in the privacy policy referenced in
section 999.308, rather than requiring a separate link. Alink labeled “Your Privacy Rights,” which takes
the consumer to a page that contains the privacy policy with easy navigation at the fop of the page to the
information required in Section 988.305 would satisfy the apparent objectives of the OAG.

i Reconsider the Scope of the Financial Incentive Disclosures

i am concerned about the requirements of Section 899.307(b)(5)(a), which include the obligation
o provide a good faith estimate of the value of the consumer’s data that forms the basis for incentive and
the description of the method used to calculate the value of the consumer’s data. This requirement raises
a number of concerns. It is difficult for most companies to calculate on an individual user basis the value
of one consumer’s data In many cases, an individual's data is worth pennies to a company; instead, it is
the value of having data from many consumers that is valuable (a car company doesn’t want {o sell one
car, they want to sell millions of cars). The numbers, even if they could be provided, may not align with the
incentive, which would be designed in encourage large numbers of individuals to participate, not just one.
The likelihood of the average consumer understanding - or taking the time to dive into - the specific
details of the business of online advertising seem slim. A business could outline the various models -
whether the are paid based on impressions, or conversions, or some other metric, - but if the goalis to
provide consumers with meaningful information, this doesn’t seem like the best path.

{ am also concerned about the language of Section 999.307(b){(5)(b), which require a business to
disclose the method used {o calculate that value. This information is proprietary 1o each company and is
less likely to be used by consumers than it is by businesses looking 1o gain insights for negotiation tactics
and a competitive business advantage.

| understand the desire to help the consumer make an educated decision about whether the
incentive is worthwhile, however, the suggested disclosures will likely create more confusion and may act
as a disincentive {o companies who are concemed that can’t provide a valuation for data at an individual
level or that are concemned about the risks that this information will be misused by competitors.

instead, consider revising 899.307(0){5) to read: An explanation of why the financial or price or
service difference is permitted under the CCPA, including: (a) for differences in price or service, a
meaningful description of why the business cannot provide the same price or level of service without
access to the consumer’s personal information; and (b) for financial incentives, a meaningful description
of how the business benefils from its ability to collect, use or sell the consumer’s personal information and
how it determined that the financial incentive offered was a suitable exchange.

. Remove the Requirement for a Business to Treat an Unverified Request as an Opt-Out of
Sale

Section 889.313(d(1) requires businesses who cannot verify the consumer’s identity 1o treat a
request to delete information as a request to opt-out of a sale of that information. There are a few
concerns with this. First, it violates the consumer’s choice. To the extent that a business “sells”
information, a consumer that chooses to opt-out of that sale, can use the business’ do not sell link.
Forcing businesses {o treat an inability to verify a deletion request as a de facto opt-out request overlooks
the fact that if the consumer would like to opt-out of a sale, that choice is already available to them. If a
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consumer did not choose to opt-out of sale, he or she should not be forced to do so. Where consumers
are benefiting from a financial incentive or access to certain prices or services because they have not
opted-out of sale, the request o delete all or a portion of their personal information would result in them
losing out on these benefits.

Second, a business that does not have the information required to facilitale a deletion request
(i.e. does not have the information required to identify the consumer with any reasonable degree of
certainty), may similarly not have the information required 1o facilitate the opt-out request.

| am asking the OA to delete the last senience of Section 899.313(d)(1).

V. Remove the Requirement for Businesses to Respond to Browser Signals Until a Uniform
Standard and Protocol is in Place

Section 999.315(¢) introduces a new requirement in the CCPA - to treat browser-based signals as
an opt-out. Currently, there is one industry developed standard for browser based signals developed by
the W3C, as well as various browser-based controls. Mandating that businesses treat all of these signals
as a blanket opt-out of sale is a requirement that is not reflected in the texti of the CCPA and which also
introduces the possibility of “signal mayhem” that takes choice away from consumers (who may have
default browser settings that don’t reflect their intentions), and puts it in the hands of other entities who
may create default browser settings designed {0 increase the browser’s position and control of data to the
detriment of the other businesses in the onling advertising ecosystem. In addition, there is no clarity as to
how a browser signal would interact with a consumer who has opted-in for a financial incentive, or who
desires to make a more granular selection regarding their opt-out rights.

| suggest deleting this requirement until there is clear guidance on how browser signals should be
selected by companies and read by businesses. The new CCPA ballot initiative proposes browser-based
opt-outs and would become effective in 2021, Consider using the time between now and then 1o more
fully develop guidelines arcund the use of browser-based privacy controls, rather than introducing it now
when i may create more mayhem than consumer choice.

in closing, | would like to emphasize that businesses are spending a lot of time and money {o
prepare and adapt to these new regulations. For many, despite their efforts, there are still more questions
than answers. In some cases, the technelogy required just doesn’t exist or is still being developed. Data-
driven advertising allows many of our clients to provide content to consumers for free. This ad-supported
internet model is not perfect, but it is the means through many, particularly those without the financial
resources to pay for content, can access the Internel. Consumers should be given an opportunity to
understand this dynamic and make meaningful choices about how they interact online. | think my
suggestion will help push us in that direction.

| ook forward working with the OAG and | hope the office will be amenable 10 helping companies
work through these challenges, rather than punishing good faith efforts o comply. | appreciate the
opporiunity to provide these comments. Please contact me with any guestions.

Best,
Jessica B. Lee

Co-Chair, Privacy, Security & Data Innovations
Loeb &loeb LLP
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I CCPA and Administrative Procedure Act Require that AG Regulations Be within
the Scope of and Consistent with the CCPA, Necessary to Effectuate the CCPA
Purposes, and Minimize Burdens on Business.

CCTA’s comments and recommended revisions to the AG’s proposed regulations are
based on key provisions of the Administrative Procedure Act (“APA”)? that govern the scope of
agency rulemaking authority and standards for determining whether regulations are legally
valid. These include the following provisions of the Government Code:

Section 11342.1 ... Each regulation adopted, to be effective, shall be within the scope
of authority conferred and in accordance with standards prescribed by other provisions
of law.

Section 11342.2 Whenever by the express or implied terms of any statute a state agency
has authority to adopt regulations to implement, interpret, make specific or otherwise
carry out the provisions of the statute, no regulation adopted is valid or effective unless
consistent and not in conflict with the statute and reasonably necessary to effectuate
the purpose of the statute. (emphasis added)

The CCPA expressly directs the AG to adopt regulations to implement the CCPA,
including regulations that the AG is required to adopt to address issues enumerated in Civil Code
Section® 1798.185(a), and any “additional regulations as necessary to further the purposes” of
the CCPA, as provided in Section 1798.185(b). Thus, under both the APA and the CCPA, it is
necessary to consider the purposes of the CCPA, as reflected in the statutory language and
legislative history. As a starting point, the legislative findings adopted with enactment of AB 375
highlight the Legislature’s specific concern with consumer harm caused by large data mining
firms.* These findings describe the consumer harms that the CCPA is intended to prevent as
follows:

The unauthorized disclosure of personal information and the loss of privacy can
have devastating effects for individuals, ranging from financial fraud, identity theft,
and unnecessary costs to personal time and finances, to destruction of property,
harassment, reputational damage, emotional stress, and even potential physical
harm >

The CCPA reflects legislative intent to prevent these potential consumer harms in two ways:
by (1) granting consumers rights to understand and manage the personal information a business
collects, sells, uses or discloses, and (2) ensuring that the process for consumers to exercise these
rights does not create additional privacy risks. To ensure that additional privacy risks do not arise
from consumers exercising their rights, the Legislature directed the AG to specify requirements for
a business to verify any consumer request to access, delete, sell, or disclose personal information.
Furthering the legislative intent to prevent consumer harm must be a touchstone for each regulation
the AG adopts.

2 Government Code Sections 11340 to 11361.

* All further section references are to the Civil Code, unless otherwise specified.
4 AB 375 (Chau 2018), Ch. 55, Stats. 2018, Sec. 2(g).

>1d., at Sec. 2(D).
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The APA further requires an agency to state, in an Initial Statement of Reasons (“ISOR”)
and final statement of reasons, why each proposed regulation is reasonably necessary to address a
specific problem posed by the authorizing statute.® The public benefits of the regulation, and
alternatives that may be less burdensome and equally effective in achieving the purpose, must be
considered.” In addition, the rulemaking agency is required to consider potential adverse
economic impact of each regulation on California businesses and individuals, with the goal of
“avoiding the imposition of unnecessary or unreasonable regsulations or reporting,
recordkeeping, or compliance requirements.”®

In addition to the legislative purpose and general APA requirements, specific directives
in the CCPA are highly relevant to determining what AG regulations should be adopted to
implement, interpret, or otherwise carry out the provisions of the CCPA. For example, the
CCPA provides that it is intended to supplement existing federal and state law and that it should
be harmonized with other laws when possible, while also acknowledging that federal law may
preempt or create conflicts with the CCPA .° Other provisions emphasize ensuring that the rights
afforded to one consumer do not result in harm to another. Section 1798.145(j) provides that the
rights afforded to consumers and the obligations imposed on businesses by the CCPA “shall not
adversely affect the rights and freedoms of other consumers.” Section 1798.145(k) similarly
provides that these CCPA rights and obligations shall not apply to the extent that they infringe
on noncommercial free speech activities protected by the California Constitution.

Moreover, despite the CCPA’s affirmative grant of rights to consumers and imposition of
obligations on businesses, Section 1798.145 contains a long list specifying what these obligations
shall not do and to which they shall nof apply. These include, for example, not restricting a
business’s ability to comply with federal, state, or local laws, and not restricting a business’s
ability to collect, use, retain, sell, or disclose consumer information that is deidentified or
aggregated.!” The CCPA also expressly directs the AG to give consideration to “obstacles to
implementation” and “the goal of minimizing the administrative burden on consumers” and “the
burden on business.”!!

The Legislature acknowledged the potential overwhelming burden on businesses of
operationalizing the CCPA by providing for flexibility given the “complexity and number” of
consumer requests and in the event of a business receiving “requests from a consumer [that] are
manifestly unfounded or excessive.”!? The Legislature’s recognition of the complexity of the
CCPA and uncertainty about precisely what conduct the CCPA actually requires also is evident in
Section 1798.155, which authorizes any business or third party to seek guidance from the AG on
how to comply with the CCPA.

6 Government Code Section 11346.2(b)(1).

"1d.

8 Government Code Section 11346.3(a) (emphasis added).

? See Section 1798.196 (the CCPA “is intended to supplement federal and state law, if permissible, but shall not
apply if such application is preempted by, or in conflict with, federal law or the United States or California
Constitution™); and Section 1798.175 (the CCPA “is intended to further the constitutional right of privacy and to
supplement existing laws relating to consumers’ personal information...[and] should be construed to harmonize”
with other privacy laws).

10 Section 1798.145(a).

1 Section 1798.185(a)(1), (2) and (7).

12 Section 1798.145(2)(3).
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Thus, CCTA’s comments urge the AG to consider all of these provisions that require it to
balance the goal of protecting consumers’ privacy with minimizing the imposition on business of
implementation obstacles, new cost or other burdens, and uncertainty, as well as the APA’s
general requirement that agency regulations be “reasonable.”'® Only such a balanced approach
can faithfully achieve the CCPA’s purposes consistent with the APA and other applicable
requirements noted above.

JIR Recommended Revisions to Proposed Regulations

A. Request to Delete: Proposed regulation 999.313(d)1)’s requirement that a business
convert an unverified request to delete into an opt-out request needs revision to
ensure consistency with CCPA’s protection of consumer choice and the statutory
scheme requiring a business to act on a consumer request only after verification.

The AG’s proposed regulation 999.313(d)(1) relating to consumer requests to delete
personal information provides as follows:

“(d) Responding to Requests to Delete

(1) For requests to delete, if a business cannot verify the identity of the requestor pursuant
to the regulations set forth in Article 4, the business may deny the request to delete. The
business shall inform the requestor that their identity cannot be verified and shall instead
treat the request as a request to opt-out of sale.” (emphasis added)

CCTA supports two aspects of this proposed regulation — the authorization of a business to deny a
consumer’s request to delete if the requester cannot be verified, and the requirement that the
business inform requesters that their identity cannot be verified. These provisions appropriately
implement the CCPA’s strict requirements for verification of consumer requests and are consistent
with the overall statutory purpose of enabling consumers to control their personal data. However,
CCTA objects to the requirement in proposed regulation 999.313(d)(1) that a business must treat
any unverified request to delete as a request to opt out of sale, the latter of which is a wholly
distinct right already afforded to consumers under the CCPA.

While the CCPA grants consumers separate rights (1) to request deletion of their personal
information and (2) to opt out of the sale of their personal information, the plain language of the
CCPA does not require a business to convert an unverified request to delete into an opt-out of sale
request. Nor does the ISOR cite any statutory basis for this requirement. The ISOR in support of
999.313(d)(1) provides as follows:

“Subdivision (d) addresses how businesses are to respond to requests to delete personal
information. Subdivision (d)(1) provides that a business that cannot verify the identity of
the consumer may deny the request to delete. It further requires the business to inform the
requestor that their identity cannot be verified and treat the request as a request to opt-out,
pursuant to Civil Code, section 1798.120, subdivision (a). This subdivision is necessary to
instruct businesses on what they should do when they cannot verify the identity of the

13 See Government Code Sections 11342.2 and 11346.3(a).
4
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consumer. It addresses concerns raised by the public during the Attorney General’s
preliminary rulemaking activities. In using the word “may,” it gives the business discretion
to grant or deny the request. Requiring the business to inform consumers that their identity
cannot be verified gives consumers greater transparency into the business’s process for
handling their request and provides them with a potential basis for future communication
with the business regarding the denial. The subdivision also benefits consumers by
requiring the business to view the request in a way that can best accommodate the
consumer’s intent to delete the information. When deletion is not possible, requiring a
business to treat the request as a request to opt-out of the sale of their personal information
benefits the consumer by at least preventing the further proliferation of the consumer’s
personal information in the marketplace.”!*

The ISOR asserts that a requirement to convert an unverified request to delete into an opt-
out request is necessary to “instruct businesses on what they should do when they cannot verify the
identity of the consumer.” But this falls far short of establishing that this conversion requirement
is necessary to effectuate the statutory purpose of the CCPA, which is what the APA requires. In
fact, the CCPA already directs a business what to do, and this proposed regulation is squarely
inconsistent with the CCPA on this count. Section 1798.140(y) expressly provides that “[a]
business is not obligated to” comply with a consumer request “if the business cannot verify” “that
the consumer making the request is the consumer about whom the business has collected
information or is a person authorized by the consumer to act on such consumer’s behalf.” If a
business has been unable after diligent effort to verify the identity of an individual making a
deletion request, that business has no basis for assuming that same individual is who he says he is
for purposes of applying an opt-out of sale. In fact, the CCPA text quoted above directs businesses
to presume the exact opposite. Proposed regulation 999.313(d)(1) is thus inconsistent with both
the plain language of the CCPA and proposed regulation 399.315(h), which recognizes the
potential for fraud and associated consumer harms with acting on unverified requests to opt out.'

But even assuming arguendo that the requesting individual is who he says he is, the
proposed regulation still makes an invalid assumption — namely, that a consumer who seeks to
delete personal information and is denied would want to opt out of all sale of his personal
information instead. That is surely not the intent of every consumer who submits a request to
delete.!® If it were, the statute would have included this default to an opt-out of sale in cases of
unverified deletion requests, or perhaps even mandated that all verified requests for deletion also
be treated as requests to opt out of sale, based on a similar assumption that any consumer who asks
for his data to be deleted must also want to opt out of the sale of his data. The CCPA does neither.
Instead, the CCPA maintains deletion requests and opt-out requests as distinct rights for the
consumer to pursue separately if and as he wishes. In this case, if the actual consumer already
opted out of the sale of his personal information, then the last part of proposed regulation
999.313(d)(1) is not needed, and if the consumer has nof opted out of sale, the rule would be
mandating the execution of a choice for him that the consumer has indicated he does nof want. In
either case, the assumption underlying proposed regulation 999.313(d) is unfounded and
inconsistent with the statutory requirement that these rights must be pursued independently by the

1 ISOR at 19 to 20 (emphasis added).
ISISOR at 25 to 26.
16 Accordingly, the ISOR also is wrong in claiming that this subdivision benefits consumers because not all consumers
want a request to delete treated as a request to opt out.
3
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authorizations would allow a service provider hired by both Business A and Business B to
combine personal information that the service provider receives from these businesses, so long as
such combination is done to perform the business purposes and provide the services specified in
the contracts with Business A and Business B. This may, in fact, be precisely what a business
hires a service provider to do for it. For example, Business A may want a service provider to
receive Business A’s data about its customers and combine it with data the service provider has
about consumers from other businesses, so that Business A can learn about trends in the
marketplace, consumers’ use of various products and services, what consumers are interested in,
etc. In this role, the service provider is not disclosing the personal information of any particular
consumer or business to another business; rather, it is using all of that information internally to
perform analytics and then report back to Business A regarding aggregate trends and information
that will assist the business to improve its products and services and to better serve its customers
and consumers more generally. This 1s commonplace usage of service providers across various
industries that the CCPA authorizes and that therefore must be permitted by the AG’s regulations,
especially since it is beneficial to consumers and businesses without reducing privacy protections.

By contrast, proposed regulation 999.314(c) would limit all service providers to combine
such data solely “to the extent necessary to detect data security incidents, protect against fraudulent
or illegal activity.” That severe limitation is nowhere authorized by the CCPA and in fact is
contradictory to it in that it dramatically reduces the functions that the statute authorizes service
providers to perform for businesses, thereby substantially impairing the ability of businesses to
improve their products and services, which will only harm consumers.

Second, the proposed regulation is inconsistent with the CCPA’s definition of “sale.”
Specifically, the CCPA expressly states that it is nof a sale triggering the law’s opt-out requirement
if:

“(C) The business uses or shares with a service provider personal information of a

consumer that is necessary to perform a business purpose if both of the following

conditions are met:
(1) The business has provided notice that information being used or shared in
its terms and conditions consistent with Section 1798.135.
(11) The service provider does not further collect, sell, or use the personal

information of the consumer except as necessary to perform the business

QHI’QOSB.ZI

The emphasized language makes clear that a service provider can use internally or even sell a
consumer’s personal information that it receives from a business so long as it is “necessary to
perform the business purpose” for which the business hired the service provider. Given this
express statutory authorization to use or even further sell a consumer’s personal information,
proposed regulation 999.314(c) cannot limit a service provider’s internal use and combination of a
consumer’s personal information as long as such use/combination is “necessary to perform the
business purpose” specified in the written contract between the business and the service provider.

Third, the proposed regulation limiting the combination of personal information for only
detection of security incidents, fraud, or illegal activity is inconsistent with the CCPA’s definition
of business purpose, which provides as follows:

21 Section 1798.140()(2)(C) (emphasis added).
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(d) “Business purpose” means the use of personal information for the business’s or a
service provider’s operational purposes, or other notified purposes, provided that the use of
personal information shall be reasonably necessary and proportionate to achieve the
operational purpose for which the personal information was collected or processed or for
another operational purpose that is compatible with the context in which the personal
information was collected. Business purposes are:
(1) Auditing related to a current interaction with the consumer and concurrent
transactions, including, but not limited to, counting ad impressions to unique
visitors, verifying positioning and quality of ad impressions, and auditing
compliance with this specification and other standards.
(2) Detecting security incidents, protecting against malicious, deceptive, fraudulent,
or illegal activity, and prosecuting those responsible for that activity.
(3) Debugging to identify and repair errors that impair existing intended
functionality.
(4) Short-term, transient use, provided the personal information that is not disclosed
to another third party and is not used to build a profile about a consumer or
otherwise alter an individual consumer’s experience outside the current interaction,
including, but not limited to, the contextual customization of ads shown as part of
the same interaction.
(5) Performing services on behalf of the business or service provider, including
maintaining or servicing accounts, providing customer service, processing or
fulfilling orders and transactions, verifying customer information, processing
payments, providing financing, providing advertising or marketing services,
providing analytic services, or providing similar services on behalf of the business
or service provider.
(6) Undertaking internal research for technological development and demonstration.
(7) Undertaking activities to verify or maintain the quality or safety of a service or
device that is owned, manufactured, manufactured for, or controlled by the
business, and to improve, upgrade, or enhance the service or device that is owned,
manufactured, manufactured for, or controlled by the business.?

In contrast to this broad statutory definition of “business purpose,” proposed regulation 999.314(c)
allows for the combination of data by the service provider only for a very narrow set of purposes —
namely, to “detect data security incidents, protect against fraudulent or illegal activity.” But that
narrow set of purposes ignores a number of other activities and functions that are permitted by the
CCPA definition of business purpose, including “internal research for technological development
and demonstration,” a very common practice that inures to the benefit of service providers, the
businesses for which they provide services, and the consumers who ultimately get to use the
resulting innovative products and services. The proposed regulation and the ISOR overlook the
fact that the business purpose definition includes specific references to “or other notified purposes”
and to “another operational purpose that is compatible with the context in which the personal
information was collected”; these are significant provisions that must be given meaning in the
AG’s regulations. Failure to include a reference to the full range of business purposes that the
statute allows service providers to perform for businesses would again be inconsistent with the
CCPA and harm consumers.

22 Section 1798.140(d).
10
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consumer notices in order to “best facilitate the comprehension of these notices.”?® Regarding the
proposed regulations on consumer notice, the ISOR states:

“The regulation places the onus on the business to determine the best way to communicate
the required information and provides them with the flexibility to craft the notices in a way
that the consumer understands them.”?

While appreciating this intent, respectfully, that is not what the proposed regulation would achieve.
As written, proposed regulation 999.305 mandates a complex and highly detailed “Notice at
Collection” that is largely duplicative of information that proposed regulation 999.308 requires be
included in a “Privacy Policy.” Express terms of the CCPA do not authorize, let alone require,
such duplicative notice to consumers, nor is such duplication necessary to effectuate the purpose of
the CCPA; and indeed it contravenes the goals of minimizing burdens on business and consumers.

The CCPA’s requirement for notice related to collection is in Section 1798.100(b), which
provides as follows:

“(b) A business that collects a consumer’s personal information shall, at or before the point
of collection, inform consumers as to the categories of personal information to be collected
and the purposes for which the categories of personal information shall be used. A
business shall not collect additional categories of personal information or use personal
information collected for additional purposes without providing the consumer with notice
consistent with this section.” (emphasis added)

This plain language is clear that the CCPA does not require a notice precisely at the point of
collection, but instead provides the option of providing the required notice “at or before”
collection.

Section 1798.185(a)(6) requires the AG to adopt regulations to ensure that notices required
by the CCPA are understandable and accessible:

“(6) Establishing rules, procedures, and any exceptions necessary to ensure that the notices
and information that businesses are required to provide pursuant to this title are provided
in a manner that may be easily understood by the average consumer, are accessible to
consumers with disabilities, and are available in the language primarily used to interact
with the consumer, including establishing rules and guidelines regarding financial incentive

offerings, within one year of passage of this title and as needed thereafter.” (emphasis
added)

Significantly, the CCPA does nof require a business to have a privacy policy, and, in fact,
expressly acknowledges that not every business may have a privacy policy. Section
1798.130(a)(5) provides:

“1798.130(a) In order to comply with Sections 1798.100, 1798.105, 1798.110, 1798.115,
and 1798.125, a business shall, in a form that is reasonably accessible to consumers:

ZISOR at 43.
2 ISOR at 43.
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(5) Disclose the following information in its online privacy policy or policies_if the
business has an online privacy policy or policies and in any California-specific description
of consumers’ privacy rights, or if the business does not maintain those policies, on its
Internet Web site, and update that information at least once every 12 months. ...

(emphasis added)

Similarly, Section 1798.135(a) requires information on do not sell links and related information in
“[1]ts online privacy policy or policies if the business has an online privacy policy or policies.”
(emphasis added)

Read together, the plain language of the CCPA is clear that the legislative mandate to
provide notice “at or before” the point of collection of personal information could be met through a
single privacy policy. If a business has a privacy policy that is accessible to a consumer “at or
betore” collection, nothing in the plain language of the CCPA requires a separate notice in addition
to that privacy policy. Similarly, any business that does not have a formal “privacy policy” could
meet the Section 1798.100(b) mandate for notice “at or before” collection with the information
specified in proposed regulation 999.305. In this instance, the lack of a duplicative privacy policy
would not be a violation of the CCPA because there is no statutory mandate to have a privacy
policy. (Proposed regulation 999.308 also does not directly require a privacy policy, but requires
information that should be in a privacy policy.)*

The Legislature could have, if it had wanted to, expressly required both notice “at or
before” collection and in a privacy policy, but it did not do so. And the regulations the Legislature
directed the AG to adopt in this area are carefully limited to regulations that “ensure that the
notices and information that businesses are required to provide pursuant to this title are provided
in a manner that may be easily understood by the average consumer.” (emphasis added) The
CCPA grant of authority to the AG to draft regulations thus expressly limits the AG and does not
authorize the AG to create a requirement for additional notices to consumers. Proposed
regulations 999.305 and 999.308 are therefore beyond the scope of the AG’s authority, and it is
unlawful for the AG to enlarge the scope of the CCPA in this respect through regulation.

Nor is it necessary (or helpful to consumers) that the proposed regulations require detailed
notice both at collection and in a privacy policy in order to effectuate the purpose of the CCPA.
To the contrary, regulations that result in businesses bombarding consumers with excessive
information is inconsistent with the CCPA’s overarching statutory purpose of ensuring consumers
have knowledge to choose how to manage their own personal information. It is well documented
that consumers view the type of extra notices that would be required by proposed regulations
999.305 and 999.308 as confusing and annoying speed bumps that they must click through to get
to the online content they desire.

For example, studies of the GDPR experience show that such repetitive privacy notices
only compound consumer frustration no matter how well-intended notice requirements may be.
Pop-up privacy notices have become omnipresent online after the implementation of the GDPR,*!

3 In the NOPA, the AG incorrectly refers to a privacy policy as “required” by the CCPA (NOPA at 8).

31 A 2019 research paper by German and U.S. academics found that 62.1% of the 6,759 websites they stadied now

display cookie consent notices, a 16% increase from January 2018. (Degeling, Martin, Christine Utz, et al. “We alue
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certainty depending on the sensitivity of the personal information and the risk of harm to
the consumer posed by unauthorized deletion. For example, the deletion of family
photographs and documents may require a reasonably high degree of certainty, while the
deletion of browsing history may require a reasonable degree of certainty. A business
shall act in good faith when determining the appropriate standard to apply when verifying
the consumer in accordance with the regulations set forth in Article 4.

(e) llustrative scenarios follow:

(1) If a business maintains personal information in a manner associated with a named
actual person, the business may verify the consumer by requiring the consumer to provide
evidence that matches the personal information maintained by the business. For example,
if the business maintains the consumer’s name and credit card number, the business may
require the consumer to provide the credit card’s security code and identifying a recent
purchase made with the credit card to verify their identity to reasonable degree of

certainty.

(2) If a business maintains personal information in a manner that is not associated with a
named actual person, the business may verify the consumer by requiring the consumer to
demonstrate that they are the sole consumer associated with the non-name identifying
information. This may require the business to conduct a fact-based verification process
that considers the factors set forth in section 999.323(b)(3).

(f) If there is no reasonable method by which a business can verify the identity of the
consumer to the degree of certainty required by this section, the business shall state so
in response to any request and, if this is the case for all consumers whose personal
information the business holds, in the business’s privacy policy. The business shall also
explain why it has no reasonable method by which it can verify the identity of the
requestor. The business shall evaluate on a yearly basis whether such a method can be
established and shall document its evaluation.” (emphasis added)

CCTA objects to subdivisions (b) through (e) for several reasons. First, the provisions
adopt a complex new construct to measure the “degree of certainty” applicable to different
consumer requests. The provisions require verification to either a “reasonable degree of certainty”
or a “reasonably high degree of certainty” with permissible options for achieving the applicable
degree of certainty. This “degree of certainty” requirement is not based in the text of the CCPA
and 1s not necessary to effectuate the purpose of that statute. The general verification requirements
in proposed Article 4, combined with the clear statutory prohibition against a business acting on a
consumer request unless verified, are sufficient to further the purposes of the CCPA.

Second, rather than advance clarity, the “degree of certainty” construct is highly subjective
and would require businesses to add a complex and confusing new layer to the verification
protocols they are currently implementing. The proposed regulation identifies factual scenarios
that “may” require a specified degree of certainty, and then lists possible options that “may” meet
that degree of certainty. Rather than a safe-harbor approach, the proposed regulation does not even
specify a method of verification that will ensure compliance.

As the ISOR states, subdivisions (b) through (e) are primarily aimed at providing guidance.

The illustrative examples could become quickly obsolete and may not be instructive by the time
18
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H. Opt-Out Request Methods: Proposed regulation 999.315(a) should be deleted because
it is not required by and is inconsistent with the CCPA, is not necessary given that the
CCPA directly addresses opt-out requests, and inaccurately designates “acceptable”
methods that would create consumer confusion.

Proposed regulation 999.315(a) requires a business to provide two or more designated
methods for submitting a request to opt out of the sale of personal information, one of which must
be a link on the business’s website or mobile application titled “Do Not Sell My Personal
Information” or “Do Not Sell My Info.” The proposed regulation specifies other “acceptable
methods” as follows:

“999.315 (a) A business shall provide two or more designated methods for submitting requests
to opt-out, including, at a minimum, an interactive web form accessible via a clear and
conspicuous link titled “Do Not Sell My Personal Information,” or “Do Not Sell My Info,” on
the business’s website or mobile application. Other acceptable methods for submitting these
requests include, but are not limited to, a toll-free phone number, a designated email address, a
form submitted in person, a form submitted through the mail, and user-enabled privacy
controls, such as a browser plugin or privacy setting or other mechanism, that communicate or
signal the consumer’s choice to opt-out of the sale of their personal information.”

The ISOR concludes that this proposed regulation is necessary based on the following
rationale:

“Subdivision (a) requires a business to provide two or more designated methods for submitting
requests to opt-out, including an interactive webform accessible via a clear and conspicuous link
titled “Do Not Sell My Personal Information,” or “Do Not Sell My Info,” on the business’s website
or mobile application. It also identifies other acceptable methods for submitting these requests.
This subdivision is necessary because Civil Code section 1798.135 only identifies how businesses
with an online presence are to comply with Section 1798.120. It does not address other types of
business situations. This subdivision requires businesses, whether or not they have a website, to
identify at least two methods for submitting requests to opt-out, as they are required to do for
requests to know and request to delete. This benefits both the business and consumers by
simplifying the procedure, which will in turn allow more consumers to exercise their right to opt-
out. In allowing for the shortened phrase, “Do Not Sell My Info,” the subdivision provides
businesses some flexibility when designing the opt-out link, such as when i1t will be viewed on
smaller screens, without substantially changing the meaning of the phrase.”*®

With this statement, the AG acknowledges that the CCPA does not require a business to
provide two or more methods for submitting opt-out requests, “as they are required to do for
requests to know and request to delete.” As set forth below, Section 1798.130(a)(1) is very clear
and precise in referencing the other CCPA code sections when requiring “two or more methods for
submitting requests’”:

1798.130 (a) In order to comply with Sections 1798.100, 1798.103, 1798.110, 1798.113, and
1798.123, abusiness shall, in a form that is reasonably accessible to consumers:

(1) Make available to consumers two or more designated methods for submitting requests for
information required to be disclosed pursuant to Sections 1798.110 and 1798.1135, including, at a

“® ISOR at 23 to 24 (emphasis added).
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minimum, a toll-free telephone number, and if the business maintains an Internet Web site, a Web
site address.*

Significantly, Section 1798.120 — the CCPA’s right to opt out of sale — is not included in the
statutory text quoted above, reflecting clear legislative intent that this statutory mandate of two
methods for submitting requests does not apply to requests to opt out. If the Legislature had
wanted to make the mandate applicable to requests to opt out, it would have cross-referenced
Section 1798.120 in Section 1798.130(a)(1). It is therefore inconsistent with the statute and
beyond the scope of AG authority to impose that mandate through regulation.

Instead of including opt-out requests in Section 1798.130, the Legislature specified in
Section 1798.135 a different set of requirements applicable solely to opt-out requests. These
statutory requirements include that a business provide a “Do Not Sell My Personal Information”
link on its website and in its privacy policy if the business has a privacy policy, but there is no
requirement for at least two “acceptable” methods of submitting requests to opt out.

Nonetheless, the AG seems to be second-guessing the Legislature and assuming that the
Legislature must have intended to also apply the two-method mandate to requests to opt out. The
ISOR states that including this requirement in AG regulations is “necessary” to implement Section
1798.135 based on the assertion that the section does not address “business situations” not
involving an online presence. However, multiple provisions in Section 1798.135 apply to any
business, not just those with an online presence, including, for example, the requirement to include
a description of consumers’ opt-out rights in “a form reasonably accessible to consumers” in
“[a]ny California-specific description of consumers’ privacy rights,”>® and a requirement that “all
individuals responsible for handling consumer inquiries about the business’s privacy practices or
the business’s compliance with this title are informed of all [statutory opt-out requirements] and
how to direct consumers to exercise their rights.”>! This more general approach to ensure
consumers have direction on how to exercise opt-out rights is both intentional and appropriate
given that consumers will have many options for exercising opt-out rights — including options that
are not necessarily within the control of a business, as discussed in Section ILB.

The proposed regulation, on the other hand, mandates at least two opt-out request
submission methods that are pre-determined to be “acceptable.” This is not consistent with the
CCPA, nor is it necessary to effectuate the purpose of the statute. Instead, the proposed regulation
would undermine the statutory purpose of enabling consumers to exercise their CCPA rights. For
example, the proposed regulation states that a toll-free number to the business would be an
“acceptable method.” But if a consumer calls asking to opt out of all online sales, there would be
no way for a customer service representative to implement that request because it must be done by
the consumer himself at the relevant web page using the relevant opt-out mechanism(s), about
which the customer service representative would have no knowledge and over which it would have
no control. The result will be consumer confusion and frustration.

Thus, CCTA recommends that proposed regulation 999.315 be revised to delete
subdivision (a).

* (emphasis added). Section 1798.110 refers to the right to know, and Section 1798.115 refers to the right to delete.
30 Section 1798.135(a)(1).
ST Section 1798.135(a)(3).
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by businesses, compliance challenges have been compounded by multiple moves of the legislative
and regulatory goal posts — both in time and substance. For example:

e In June 2018, the CCPA was enacted to become operative on January 1, 2020.

e In October 2018, amendments to the CCPA were enacted to, among other changes,
specify that enforcement of the CCPA would begin six months after final
regulations are adopted by the Attorney General or July 1, 2020, whichever is
sooner.

e By February 2019, more than a dozen bills proposing multiple substantive changes
to the CCPA were introduced and considered by the Legislature throughout the
2019 legislative session, including proposals to change the operative date.

e In October 2019, AB 1355 (Chau) and AB 25 (Chau) were enacted, making some
changes to the CCPA effective January 1, 2020, and excluding employees as
consumers but only until January 1, 2021. Numerous other changes to the CCPA
were under consideration until the final stage of the legislative session.

e In October 2019, the AG released proposed regulations that include many new
requirements in addition to those already in current law.

e The AG is currently holding hearings on its proposed regulations, and given various
internal reviews and processes required under California law, the final regulations
are not likely to be published until well into next year, leaving businesses little time
to review them or to adjust their operations to comply by the July 1, 2020 deadline.

e In November 2019, a new ballot initiative that would make significant changes to
the CCPA and establish an entirely new agency for enforcement was filed with the
AG. This new initiative would move the operative date to January 1, 2023 for most
provisions (although earlier for some) and require enforcement of AG regulations —
which dramatically swelled in the ballot initiative from seven areas of required
regulations under the CCPA to an incredible 22 areas (some with multiple subparts)
no later than July 1, 2023. Despite this new ballot initiative with all its significant
new provisions, the CCPA and associated regulations remain on a shorter
enforcement time period of January 1, 2020, and July 1, 2020, even though various
aspects of the CCPA and its regulations would be changed by the ballot initiative.

In light of this history and the pending ballot initiative, CCTA is concerned that the ISOR
does not adequately explain the rationale and justification for all of the AG’s proposed regulations.
The APA requires that an agency’s ISOR provide a very detailed rationale for each proposed
regulation and specifically identify the reports, documents, or other facts relied upon to justify the
proposal. Full public disclosure of these details is necessary for transparency of the rulemaking
process and for parties to be able to provide meaningful comments on all aspects of proposed
regulations. Government Code Section 13346.2 subdivision (b) provides, in pertinent part, as
follows:
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(b} An initial statement of reasons for proposing the adoption, amendment, or repeal of a
regulation. This statement of reasons shall include, but not be limited to, all of the
following:

(1) A statement of the specific purpase of each adoption, amendment, or repeal, the
problem the agency intends to address, and the rationale for the determination by the
agency that each adoption, amendment, or repeal 1s reasonably necessary to carry out the

purpose and address the problem for which it is proposed. ..
&

(3) An identification of each technical, theoretical, and empirical study, repori, or similar
document, if any, upon which the agency relies in proposing the adoption, amendment,
or repeal of o regulotion.

(4) (A) A description of reasonable alternatives to the regulation and the agency’s
reasons for rejecting those alternatives. Reasonable alternatives to be considered include,
but are not limited to, alternatives that are proposed as less burdensome and equally
effective in achieving the purposes of the regulation in a manner that ensures full
compliance with the authorizing statute or other law being implemented or made specific
by the proposed regulation. ...

*

(5) (A} Facts, evidence, documents, testimeny, or other evidence on which the agency
relies to support an initial determination that the action will not have a significant
adverse economic impact on business.... (emphasis added)

The ISOR does not meet these APA requirements in several respects. First, throughout the
ISOR the AG states that proposed regulations are to address concerns raised in the pre-rulemaking
activities. ™ But the ISOR does not cite to any specific comments filed in March 2019 or any
statement made at the public hearings in January and February 2019 -- or even name any specific
stakeholder who raised the concerns relied upon. It is unclear if concerns were raised by a single
party or numerous stakeholders, or the level of credibility and expertise of the party who raised
concerns, Not identifying the source and actual content of the concerns the AG claims to rely
upon fails to meet the letter and spirit of Government Code Section 11346.2(b)(3) and (5). This
approach also lacks transparency, which is the foundation of the public notice requirements in the
APA. Moreover, as a practical matter, the ISOR citing only to concerns generally precludes other
stakeholders from being able to analyze the specific basis for a proposed regulation and provide
meaningful feedback in the 45-day comment period. With such a highly complex and technology-
driven law as the CCPA, a transparent and open review of the complete rationale and factual basis
for proposed regulations 18 critical to achieving the CCPA’s statutory purpose,

Second, the A(’s approach in the ISOR of citing only to general public concerns raised in
pre~-rulemaking activities makes it nearly impossible to assess compliance with the requirement in
Government Code Section 11346.2(b)4) to provide a “description of reasonable alternatives™ to a
proposed regulation and the agency rationale for preferring one alternative over others. For
example, regarding proposed regulations 999.305 and 999.308, the ISOR states that these
duplicative and lengthy notice requirements address concerns raised in pre-rulemaking activities.
But the record from the January and February public hearings and March comments contain
numerous concerns regarding consumer notice from a wide range of parties who offer a variety of

3 See, for example, ISOR at 10, 17, 26 and 28.
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alternatives for achieving that notice. CCTA’s comments, for example, urged a single notice as
the best alternative for consumers to understand their rights.** Without a listing of all alteratives
proposed in the record and identifying the source, it cannot be determined if all alternatives were
considered and the reason for accepting or rejecting them as required by the APA . In addition,
review of the full record is required to determine if “substantial evidence” exists to support
regulations adopted under the APA. An agency cannot selectively cite to only the portion of an
administrative record that supports its proposed regulation and ignore the rest.>

Third, the rationale provided in the ISOR for each proposed regulation may provide a
general reason but does not articulate the “specific” detail required by the APA. As explained in
comments above regarding individual proposed regulations, many are multi-faceted with various
requirements and new mandates not based in express terms of the statute. In many cases, the ISOR
lacks detail regarding the purpose of the proposal and the operational changes needed to
implement it. For many proposed regulations, the ISOR makes only a general reference to the
burden on business and obstacles to implementation, thereby failing to meet the express direction
of the Legislature in the APA and CCPA>®

Businesses, including cable operators, are already very far along — at enormous personnel
allocation, dedication, and expense — with implementing protocols and operations to comply with
the CCPA’s January 1, 2020, operative date.”’ Businesses could not afford to wait to make choices
and investments until AG regulations were finalized, and have been forced to choose compliance
alternatives and proceed with implementation plans. The integration of privacy protocols across a
wide scope of business operations makes it extremely costly, unreasonable, and in some cases
technologically infeasible to shift course once again upon publication of final regulations, which in
all likelihood will not occur until very close to the July 1, 2020 enforcement date. And no sooner
than when these regulations are finalized and businesses are scurrying to review them and
earnestly adjust their recently launched CCPA compliance operations to try and comply with them
will the new ballot initiative significantly move the goal posts once again.

B. The ISOR cost impact analysis fails to accurately account for the significant
costs of proposed reculations that exceed the scope of the CCPA and the cost of
multiple changes to requirements,

The Standardized Regulatory Impact Assessment (“SRIA”), which is Appendix A to the
ISOR, concludes that the cost to California businesses of complying with the CCPA could be $55
billion over the next 10 years, with up to $16 billion of that total due to the proposed AG
regulations and the remainder a result of the underlying statute even without any regulations.”® At
the same time, the SRIA points to a lack of “empirical evidence to support a compliance cost

3 CCTA comments filed with the AG on March 8, 2019 (at 503).

3 Government Code Section 11349(a) (“Necessity” of a regulation “means the record of the rulemaking proceeding
demonstrates by substantial evidence the need for a regulation to effectuate the purpose of the statute, court decision,
or other provision of law that the regulation implements, interprets, or makes specific, taking into account the totality
of the record”) (emphasis added).

% Section 1798.185(a)(1), (2), and (7). and Government Code Sections 11346.2(b)(1) and 11346.3(a).

7 SRIA at 9 (describing “evidence showing that businesses are making large up-front investments in CCPA
compliance strategies, based on their review of the statutory text, ahead of the issuance of the first round of
regulations™).

¥ SRIA at8 and 11.
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estimate,”>’

uncertainty,

concludes that “the direct CCPA compliance costs are subject to considerable
0 and issues the following caution:

“Furthermore, the novel nature of the CCPA and uncertainty regarding the expected
compliance actions by firms across a diverse set of sectors should cause the reader to
interpret these compliance costs estimates with caution.”®!

CCTA is very concerned that $16 billion is an enormous incremental cost for California
businesses to have to bear for compliance with the new regulations, but equally importantly that
the SRIA reflects some fundamental misunderstandings of the cost of CCPA statutory and
regulatory compliance and associated burdens on business. First, the SRIA concludes that
business “operational costs” and “technology costs” are almost entirely attributable to the CCPA
and that businesses will incur these costs even before the regulations are drafted.®? The SRIA
points to “ongoing training requirements and some record-keeping requirements,” along with
“some design costs” for web pages as the universe of incremental costs resulting from the AG’s
proposed regulations.®> This assessment simply fails to account for how the proposed regulations
impose new mandates that exceed the scope of the CCPA. Incredibly, the SRIA inaccurately
concludes that the proposed AG regulations relating to customer notice will result in 70 new costs
to business.®* As explained in Section ILE., the proposed regulations require duplicate notice and
with more detail well beyond what is required in the text of the CCPA. This one regulation alone
will impose substantial additional costs to create the new notice in a legally compliant manner,
create new mechanisms for displaying it to consumers wherever personal information is collected,
train customer service representatives to field questions about the notice, monitor ongoing
compliance, etc.

Second, the SRIA incorrectly assumes that operations and technology compliance costs are
one-time:

“Operational costs are predominantly a one-time cost of establishing workflows, plans, and
other inter-departmental non-technical systems to determine the business’s best compliance
pathway under the CCPA. These costs are largely labor costs associated with meetings and
compliance planning %

Again, this assessment fails to reflect the significant costs that businesses have had to incur, and
will continue to experience going forward, to continuously adjust their compliance plans and
operations with the constant changing of the goal posts for CCPA compliance as set forth in the
brief history listed above. If the proposed regulations were adopted as is without any changes,
many protocols and practices already implemented by many thousands of businesses to meet the
January 1, 2020 effective date will need to be changed once again. The SRIA significantly

> SRIA at 29.
8 SRIA at 36.
1 SRIA at 29. The Department of Finance letter attached to the SRIA states very general concurrence with the
methodology used to estimate cost impacts of the proposed regulations but is silent as to any assessment of how the
proposed regulations exceed CCPA statutory requirements. The letter is dated September 16, 2019, a month prior to
the AG releasing the proposed regulations.
52SRIA at 10 to 11, and 16 to 19.
%% SRIA at 11.
54 SRIA at 19.
55 SRIA at 24.
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understates the actual, real-world impact of the current proposed regulations on businesses — and
does not even anticipate or try to account for the enormous new costs that would be imposed on
businesses were the new ballot initiative to be adopted, including its 22 new sets of (often multi-
part) rules (as opposed to only seven in the CCPA).

CCTA therefore respectfully urges the AG to take into account the foregoing serious APA
shortcomings and the dramatic cost increases that will be imposed on businesses by the new
regulations — well beyond what the CCPA would require and well short of what the new ballot
initiative would mandate if approved by the voters. CCTA recommends that the AG, at the very
least, accept the revisions to the proposed regulations recommended herein by CCTA, which are
designed to address and help mitigate these substantial APA and cost issues in reasonable ways
that will not reduce consumer privacy protections. Only in so doing could the AG say it has
endeavored to consider the genuine obstacles and burdens its proposed regulations would
otherwise have on businesses, and also reasonably balanced and minimized those obstacles and
burdens even as it seeks to enhance consumer privacy.

IV. Conclusion
CCTA respectfully requests that the AG accept the revisions to the proposed regulations
recommended in these comments in order to comply with clear direction in the APA and CCPA to
adopt reasonable regulations that advance consumer privacy while minimizing implementation
obstacles and burdens on business.

Respectfully submitted,

/s/Jacqueline R Kinney

Jacqueline R. Kinney
CCTA Senior Vice President and General Counsel
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and deliver required information to a consumer within 45 days upon “receiving a
verifiable request.” (Civil Code § 1798.130)(a)(2)(emphasis supplied).) Rather than
making the 45-day deadline more stringent than the statute, the regulations
should provide guidance on what is a reasonably verifiable request, as directed by
the CCPA under Civil Code §1798.140(y): “"Verifiable consumer request” means a
request made by a consumer ... that the business can reasonably verify, pursuant
to regulations adopted by the Attorney General.” Accordingly, the 45 days should
only begin to run if the consumer request is reasonably verifiable. Indeed, under
the same section, a business has no obligation at all to provide the information if
the business cannot verify the consumer. (Civil Code § 1798.140(y).)

Alternatively, this regulation should clarify that the “necessity” required to “take
up to an additional 45 days” [beyond the first 45 days to respond to a consumet’s
request to know or delete information] is satisfied if the business has been unable
to “verify” the consumer’s identity. The regulation recognizes businesses’
responsibility to verify requests properly, a task that may take days or weeks to
complete and is reliant upon a consumer’s cooperation in providing accurate
information in a timely manner. After a request is “verified,” a company must then
find the information it holds on a consumer - information which may be kept in
separate databases - and convert it into a form which can be delivered to the
consumer. Since “receipt of the request” itself initiates the initial 45-day period,
businesses seeking to comply and avoid liability are spurred to ascertain that the
request is made by the consumer and not an imposter. Specifying that a business
is entitled to the 45-day extension if the consumer’s identity cannot be verified
within the first 45-day period furthers the public interest.

§ 999.313(d){(1) Responding to Requests to Delete. Consumer requests to delete
personal information that cannot be verified should not be treated as “opt-out”
requests. Businesses should act upon requests when a consumer expresses a clear
preference, but regulations should not presuppose a consumer’s choice by
treating an unverified delete request as a “do not sell” preference. Additionally,
this presupposition could result in businesses having to opt out all non-
Californians who make a deletion request, if they are unable to verify the
consumer’s California residency status. The CCPA provides consumers with
several distinguishable rights to exercise. Requiring businesses to conflate these
requests reduces real consumer choice inconsistent with the CCPA.

§ 999.315(c) & (g) Requests to Opt-Out. CJAC has serious concerns and doubts
about the viability of the requirement that businesses treat browser plug-ins or
settings as “opt-out” requests under the CCPA. These technologies were designed
for and in other contexts that are not compatible with the CCPA’s complex and
extremely broad definitions of “sale” and “personal information.”

The CCPA emphasizes consumer choice and defines a mechanism - the “Do Not
Sell” button - that businesses must make available on their Web sites so
consumers can exercise choices. It is not consistent with the statute to create this
additional mechanism, nor is it clear that consumers, who use plug-ins, intend to
use them to opt out of CCPA sales.

Browser-based opt-out technology is not now sufficiently interoperable and
developed to ensure that all parties that receive such a signal can make it
operable. Accordingly, CJAC instead supports industry-based efforts for more
than a year to develop consistent technical signals for “Do Not Sell” technology.
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§ 999.325 (c) Verification for Non-Accountholders. This regulation should be
revised to clarify that a business’s execution and maintenance of a signed
declaration under penalty of perjury” to verify consumer requests is optional. The
regulation indicates this is an option among others by stating that “a reasonably
high degree of certainty mayinclude ... a signed declaration under penalty of
perjury” (emphasis supplied). An optional approach is appropriate, as a blanket
requirement would be burdensome and unnecessary given the technological
ability to obtain “verification.”

§ 999.314 (c) Service Providers. This regulation restricts service providers beyond
the intent of the CCPA, which allows a business, under certain circumstances, to
use or share personal information with a service provider that is necessary for a
legitimate business purpose. The proposed regulation, however, limits what
businesses and service providers may do with data in a way that is unnecessary
and threatens to harm the data economy. For example, given the broad definition
of “personal information,” this provision restricts a business’s ability to use its data
for legitimate business purposes agreed to by contract where personal
information will not be sold but only used by the service provider to provide
services to the business. This proposed regulation goes beyond the standards
defined by the CCPA.

§999.316(a) Requests to Opt-In to the Sale of Personal information. Requiring a
two-step opt-in process as this provision would do is unnecessary and creates
consumer confusion. This requirement is neither consistent with other laws nor
consumer expectations. It requires businesses to build new systems that make
users jump through unnecessary hurdles to express a preference. It nudges
consumers toward a course of action rather than empowering them to make their
own decisions in a straightforward manner.

[t is also inconsistent with the regulation allowing businesses to use personal
information for additional purposes beyond those previously disclosed to the
consumer with explicit consent rather than a two-step opt-in process.
(§999.305(a)(3)). The CCPA expressly adopts an “opt-out” regime rather than one
that is “opt-in”, making this proposal inconsistent with the statute. (See,
§§1798.115, 1798.120.) Further, data protection principles typically do not
require additional consent for use of data that is consistent with the context in
which the consumer receives the service.

§ 999.317 Training; Record-Keeping. The reporting requirements exceed the
scope of the CCPA and are not related to its purposes. Nowhere in the CCPA s
there a provision regarding record-keeping, and it is unclear what policy goal this
requirement seeks to fulfill. It imposes a burden on businesses which does not
appear tied to consumer benefits or rights and requires the collection of
additional personal information beyond the scope of the CCPA.

Imposing additional record-keeping and disclosure requirements on businesses
that handle the personal information of 4 million or more consumers is
unwarranted. The CCPA requires businesses to provide multiple disclosures to
consumers, and this regulation’s requirement for more information does not
provide them with a greater understanding of their privacy protections.
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o §999.307(b)(5) Notice of Financial Incentive. This regulation requiring disclosures
about financial incentives is impractical and threatens confidential, competitively
sensitive information. It is challenging for any business to assign value to a single
consumer's data, and data often gains value when it is aggregated. Consequently,
financial incentive programs will more likely be based on a complex calculation of
costs to the business and market comparisons that is unlikely to be meaningful to
consumers.

There are significant differences between businesses and the services they
provide. Requiring all businesses to disclose its methods and calculations will
likely require disclosure of competitively sensitive information. The CCPA is
sufficiently protective of consumers with regard to discounts; and this regulation
unnecessarily goes beyond that protection.

e §999.305(d)2) Notice at Collection of Personal Information. Greater flexibility
respecting notice before resale of data is needed. Regulations should clarify that a
business receiving personal information from an indirect source may comply with
CCPA obligations by written agreement requiring other businesses to provide the
requisite notice to consumers. Requirements to contact the “source” and obtain
“signed attestations” are burdensome and unnecessary.

o §999.301{e) "Categories of third parties”. The definition of “categories of third
parties” is overly broad. Internet service providers (ISPs) and social networks, for
example, generally have a direct relationship with consumers. Although some may
receive personal information indirectly at times, ISPs and social networks that do
not do so should be removed from the third-party definition.

Regulations that are missing:

¢ Regulations should specify that enforcement will be delayed until January 1,
2022. Since the CCPA does not dictate an effective date for regulations, the
Attomey General has discretion to establish an effective date for enforcement
purposes. The CCPA merely states the Attorney General should “adopt
regulations” by July 1, 2020 and provides that the earfiest date that such
enforcement could be brought is “six months after the publication of the final
regulations ... or July 1, 2020, whichever is sooner” (emphasis supplied). Given the
complexity of the CCPA and the proposed regulations and substantial
implementation and compliance burden on businesses, a delayed enforcement
date is necessary and justified.

¢ Regulations should clarify the jurisdictional scope of the CCPA. The CCPA’s broad
definition of “business” suggests a sweep within its ambit of non-U.S. businesses
that incidentally collect personal information about a single California resident.
Regulations should clarify that a business whose operations are outside of
California and who only collect a de minimis amount of personal information from
California residents are not required to comply with CCPA. Alternatively, the
regulations should provide that businesses operating outside California that do
not target their services to California residents are not subject to the CCPA.

¢ Regulations are needed to clarify the CCPA's *private right of action.” The CCPA

specifies that recoverable “statutory damages” - /.e., those “not less than one
hundred dollars ($100) and not greater than seven hundred and fifty ($750) per
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aims of the CCPA, itis therefore critical that the Proposed Regulations clearly define the term “household”
S0 as to protect consumers from an unintended disclosure of their personal information to passing
acquaintances, roommates, and others they may not consider members of their “household.”

Contrary to this goal, the current definition of “household” in the Proposed Regulations is unnecessarily
broad and ambiguous and will leave open to interpretation whether or not the data of a temporary visitor or
others is considered “household” data under the CCPA:

Proposed Regulations Section 999.301(h):

(h) “Household” means a person or group of people occupying a single dwelling.
(Emphasis added)

While the term “household” is an undefined legal term within the CCPA, it was logically chosen by the
Legislature to mean only people who actually live in a residence and share the same living space on more
than a temporary basis. A “household” logically applies only to those people who five together at the same
residence and, furthermore, in the context of personal information, share common access to devices or
services.

Since the term “occupying” is not further defined in the Proposed Regulations as it relates to “household,”
the above definition of “household” as articulated in the Proposed Regulations could be interpreted to mean
that any person or group of people who happen to occupy a single dwelling for any period of time (e.g.
minutes, hours, or a couple of days) would be considered a member of the household for purposes of the
regulations and the CCPA. Furthermore, consumers that reside together but do not share any common
access to services or devices — such as roommates — would also fall under the definition in the Proposed
Regulations. Thus, the definition of “household” as proposed would create a “floating target” that is difficult,
if notimpossible, to track.

Such a “floating target” will result in a number of unintended consequences:

e Astranger, friend, or family member who happened to share a dwelling space --for any amount of
time— with another consumer would arguably have the ability to request the personal information
of members of the real “household” members via a request to know.

¢ Under such a definition, businesses attempting to comply with the CCPA would not be able to rely
upon a more common-sense approach, such as people who actually reside together and share
access to a single device or service.

To eliminate this ambiguity, we respectfully propose the following amendments to the Proposed
Regulations:

Proposed Regulations Section 999.301(h):

(h) “Household” means a-persen-or-group-ef-peopletwo or more consuimers occupying
a-single-dwellingthe same residential address as their primary residence and that

share common access to a device or service provided by a business.
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As used within Notice at Collection, Notice of Right to Opt-Out, Notice of Financial Incentives, and
Privacy Policy accessibility provisions, the term “disabilities” should be more clearly defined by
referencing longstanding California law:

The Proposed Regulations require three separate Notices — Notice at Collection, Notice of Right to Opt-
Out, and Notice of Financial Incentives — as well as a business’s privacy policy, to “be accessible to
consumers with disabilities.” However, by neglecting to clearly define what constitutes a disability, the
Proposed Regulations do not provide businesses with sufficient guidance in complying with the CCPA.

We therefore respectfully propose the following amendments to the following four subsections in order to
more clearly define business’s obligations with respect to making the aforementioned disclosures available
to consumers with disabilities in accordance with existing California law:

Proposed Regulations Sections 999.305(a)(2)(d), 999.306(a)(2)(d), 999.307(a)(2)(d), and
999.308(a)(2)(d):

(d) Be accessible to consumers with mental or physical disabilities, as those terms are
defined in Government Code Section 12926. At a minimum, provide information on
how a consumer with a disability may access the policy in an alternative format.

Government Code Section 12926, enacted under the Fair Employment and Housing Act, provides a
broader definition of disability than that afforded under the American Disabilities Act of 1990 and ensures
that the definition remains consistent with California law. A pamphlet published by the California
Department of Justice in 2003, titled “Legal Rights for Persons with Disabilities”, states that Government
Code Section 12926 defines mental or physical abilities as any “any mental or psychological disorder...” or
“any physiological disease, disorder, condition...”, respectively, “...that limits a major life activity.” !

We believe this change will assist businesses in their efforts to comply with and operationalize under the
CCPA by allowing them to adhere to longstanding practices with respect to providing nondiscriminatory
access to information to disabled consumers as required by California law.

The definition of “typical consumer” within the Proposed Regulations is unnecessarily broad and
inconaruous with the definition of “consumer” under the CCPA:

The Proposed Regulations define “typical consumer” as “a natural person residing in the United States.”
Such a definition is much broader than, and incongruous with, the definition of “consumer” provided under
the CCPA as found in Civil Code Section 1798.140(q):

California Civil Code Section 1798.140(g):
(g) “Consumer” means a natural person who is a California resident, as defined in
Section 17014 of Title 18 of the California Code of Regulations, as that section read on

September 1, 2017, however identified, including by any unique identifier.
(Emphasis added)
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We respectfully suggest the following amendment to the definition of “typical consumer” within the
Proposed Regulations for the purpose of harmonizing the final rule with current California law as enacted
via the CCPA:

Proposed Regulations Section 999.301(s):
(s) “Typical consumer” means a natural person residing in the-United-StatesCalifornia.

By providing greater consistency in what the law considers to be a “consumer” or “typical consumer”, we
believe that the proposed change will provide clearer guidance in business’ operational efforts to implement
the CCPA.

As California has taken the important step of recognizing privacy as an individual right and providing
consumers with meaningful privacy protections, it is critical that the Attorney General also consider the
impacts of the CCPA on business and how the law’s goals can be met while still enabling businesses to
provide the vital products and services on which their customers rely.

CLTA supports the Attorney General’s efforts to seek public comment on how to best implement
regulations pursuant to the CCPA and appreciates being given the opportunity to respectfully suggest
amendments. We believe that the aforementioned suggestions meaningfully further the Attorney General’s
goals in enacting the Proposed Regulations, thereby mitigating the risk of unintended negative
consequences and improving the effectiveness of the CCPA.

Respectfully,

Craig C. Page
Executive Vice President
and Counsel

1 Legal Rights for Persons with Disabilities [Pamphlet]. (2003) Sacramento, CA: California Department of Justice.
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l. Employee Information Generated from Manufacturers’ Equipment and Facilities

Manufacturing employees generate a significant amount of information using I0T-enabled
equipment that automates data collection. Manufacturers can improve their operations as they
monitor data that reveals cost-saving assembly solutions, tracks inventory, monitors their
products as they move through the supply chain, reduces safety hazards, and improves product
quality. The future of manufacturing lies in the increasingly efficient use of data to manage
operations and increase productivity.

The CCPA’s broad definition of consumer includes employees and potentially provides them
rights over certain information. This is poised to create confusion for California manufacturers if
the proposed regulations do not create a clear line distinguishing the data an employee generates
as a result of their relationship with the employer and their own personal information.

AB 25, by Assembly Member Ed Chau, recognized this potential confusion and created a one-
year exemption for personal information that is collected from job applicants and employees from
the rights the CCPA grants consumers. On January 1, 2021, that exemption will sunset and these
proposed regulations will apply to employee generated data.

Manufacturers are concerned about operating their data-driven facilities under this unclear
framework. Under the CCPA, a consumer — an employee — may opt out of the sale of their
personal information. The CCPA’s definition of sale is broad and covers any transfer or disclosure
of the information to another business or third party for monetary or other valuable consideration.
This could include manufacturer's use of operating systems and platform or other third-party
services to analyze or capitalize on the production-related data their employees generate using
their equipment.

Manufacturers are also prohibited, under the CCPA, from engaging in any discriminatory
treatment for an employee’s exercise of their right to opt-out of the sale of personal information.
Manufacturers could still be obligated to provide an employee with the same financial incentive
(e.g., a bonus for meeting a production quota, shift hours, etc.) or services and benefits. This
provision would be unworkable if applied to data employees generate while using manufacturers’
equipment. An employee that opted out of sharing the information their work generates with a
third party that the manufacturer relies on for data management and analysis creates a blind spot
in the manufacturers’ production and supply chain. Employees opting out necessitates
discriminatory treatment.

And the regulations do allow for such discriminatory treatment if it is “reasonably related to the
value of the consumer’s data as defined in section 999.337.” In this context, manufacturers would
be required to estimate the value of an individual employee’s data generated using a
manufacturers’ equipment.

But treating employees as consumers in this context is unworkable and fundamentally flawed.
This production and logistic data would not exist but for the manufacturer providing the employee
with the tools and equipment necessary to generate the data. The data itself has no independent
value outside of the manufacturers generation and use of the information. And it is difficult-to-
impossible to parse out the marginal value of an employee’s data at a specific phase of
production.
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offer coupons and customer rewards. We encourage you to consider proposed changes that

improve the CCPA’s workability in these aspects as well.

Sincerely,

pa A
& - g g £
§ P F4 £
“r ted? el
Jarrell Cook

Consultant, Government Relations
California Manufacturers & Technology Association
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