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FRESNO, CALI FORNI A
VEDNESDAY, FEBRUARY 13, 2019

MR, MAUNEY: Good norning. Thank you so nuch
for your patience. It is very nuch appreciated. As you
can tell, we -- it is very inportant that we hear your
coments, and so we wanted to make sure that everyone
has arrived, despite sone travel difficulties caused by
t he weat her.

On behal f of the California Departnent of
Justice and Attorney Ceneral Xavier Becerra, welcone to
the 6th Public Forumon the California Consumer Privacy
Act .

We are at the beginning of our rul emaking
process on the CCPA. These foruns are part of an
I nformal period where we want to hear fromyou. There
w Il be future opportunities where nenbers of the public
can be heard, including once we draft a text of the
regul ations and enter the formal rul emaki ng process.

Today our goal is to listen. W are not able
to answer questions or respond to comments. Before we
begin, we'd like to briefly introduce ourselves.

| am Devin Mauney, |'ma Deputy Attorney
Ceneral wth the Consuner Law Section

M5. KIM | amLisa Kim Deputy Attorney
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General with the Privacy Unit. And, again, | apologize
for being late. The plane had sone technical
difficulties.

MR BERTONI: And |'m Dan Bertoni. | ama
researcher in the Attorney Ceneral's executive office.

MR MAUNEY: We will begin in just a nonent,
but we have a few process points to go over for today's
forum Each speaker will have five mnutes. Please be
respectful of our timekeeper and your fell ow speakers
her e t oday.

W al so have a court reporter here who will be
transcribing comments. Please speak slowy and clearly.

The front rowis reserved for speakers. Wen
you cone up to the mcrophone, it is requested, but not
requi red, that you identify yourself when you are
of fering your public coment.

It would be hel pful if you have a business
card that you can hand to the court reporter. W
wel come witten comments by e-mail or mail as well.

As | mentioned before, bathroons are out the
door to the left of the security desk.

|f there is any nedia present here today,
woul d you mnd just raising your hand to identify
yoursel f?

So the rul emaki ng process is governed by the
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California Adm nistrative Procedures Act. During this
process, the proposed regul ati ons and supporting
docunents will be reviewed by various state agencies,

I ncl udi ng the Departnent of Finance and the Ofice of
Adm ni strative Law, or OAL.

Ri ght now, these public foruns are part of our
initial prelimnary activities. This is the public's
opportunity to address what the regul ati ons shoul d
address and say. W strongly encourage the public to
provide oral and witten coments, including any
proposed regul atory | anguage, so that we can take them
into consideration as we draft the regul ations.

Once this informal period ends, there will be
addi tional opportunities for the public to coment on
the regul ations after a proposed draft is published by
OAL. We anticipate starting the formal review process
which is initiated by filing a notice of regulatory
rulemaking in the early fall of 20109.

The public hearings will take place during the
formal rul emaking process, will be web-casted and
vi deotaped. Al oral and witten comments received
during those public hearings will be available online
t hrough our CCPA Wb page. And | encourage you to stay
i nfornmed throughout this process by visiting this Wb
page. You wll find it at oag.ca.gov/privacy/ CCPA
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CCPA Section 1798.185 of the Gvil Code
i dentifies specific rulemaking responsibilities of the
AG.  The areas are sumuarized here in 1 through 7.

Pl ease keep in m nd these areas when you provi de your
publ i c coments today.

1) Should will there be additional categories
of personal information?

2) Should the definitions of unique
i dentifiers be updated?

3) What concessions should be established to
conply with state or federal |aw?

4) How should a consuner submt a request to
opt-out of the sale of personal information and how
shoul d a business conply wth that consuner's request?

5) What type of uniformopt-out [ogo or button
shoul d be devel oped to inform consuners about the right
to opt-out?

6) What type of notices and information should
busi nesses be required to provide, including those
related to financial incentive offerings?

7) How can a consuner or their agent submt a
request for information to a business, and how can the
busi ness reasonably verify these requests?

At this tinme, we wel cone your conments.

Speakers, if you could please cone down to the
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front row and the first person can go right to the mc.

M5. KING Don't be shy.

| f you have a business card, you can drop it
off to the court reporter.

Thank you.

MS5. DENA: (Good norning. My name is Ann Dena,
and | represent, nmy conpany nane is Raven Night. And
this relates to public privacy, as well as the
categories of personally identified information that are
avail able. | have been working on a | ong, extensive
I nvestigation into unauthorized surveillance, and | have
identified potential targets, basically from offshore
I ndi viduals such as Madimr Putin operating in
conjunction with Bill Gates, and have invol ved
technol ogy, and | have al so submtted that information
onl i ne.

And | understand this neeting is basically a
general neeting in regards to publicly available
information. But in reality, we need to also discuss
unaut hori zed surveillance. And | wanted that to be
entered into the record, because we can tal k about
basically what is avail able online and consuner's
rights, but our rights as consuners also extend to what
I s being done behind our backs covertly.

And | have prepared an extensive Power Poi nt
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presentation. | apologize, |I'mnervous. Because |I'm

not really a public person, I'"'mjust -- | basically do
covert real -- covert investigations. So |'m not

typically in front of the nmedia or anyone in particular.

But | do intend to present this information
publicly, and | wanted to have the opportunity to submt
It directly in regards to this, because it's a conplete
package, and | know that Jerry Brown was very much aware
of that package. And so | do want to present that
package publicly to protect consumers.

W' ve been dealing wth San Diego County, sone
I ndi vi dual s that have been involved in real estate
transactions using net hanphetam ne funds and conducti ng
unaut hori zed surveillance covertly. And | want that to
be addressed, because those individuals have access to
consuner's information subterraneanly behind our backs,
and they have been utilizing it to devalue real estate.
That nmeans that every single person is vulnerable, and
every single person can be covertly bankrupted.

So | would l'ike the opportunity to present
such a package, a presentation directly to Xavier
Becerra or this commttee.

|'s that sonmething that is possible or --

MR. MAUNEY: To the extent you have witten

docunents that you would like to submt regarding these
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rules, you can send themto the e-nmail address that's
there, or if you have docunents that you'd like to send
by the nmail, you can send themto the address that's on
t he screen.

MS. DENA: (kay. Because basically this is --
It's nice to talk about public privacy, | nmean, what we
submt online. But inreality, there is nuch nore at
bay behind what is avail abl e.

For exanple, if individuals are able to
utilize covert surveillance and capture all of our data
and identify target points of individuals, that nakes it
much easier to steal that information

So | do want that to be entered in as a
concern for Americans and for Californians, because we
stand to lose a lot by allowing information to | eak out
covertly. So I wll send ny conplete presentation,
i ncluding all back-up, all acconpanying data, and | have
found plenty of sanples of photographs and things | have
collected that relate to the unauthorized surveillance
bei ng conducted directly behind our backs. Thank you so
much.

MR. MAUNEY: The next speaker can go ahead.

M5. LEE. One question. W is keeping tine?

MR. MAUNEY: |'m keeping tine.

M5. LEE. kay. | just wanted to know so |
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don't go on forever.

So, hello. Thank you for the opportunity to
comment .

My nane is Jessica Lee. | aman attorney and
Co-Chair of the Privacy, Security and Data | nnovations
Practice Goup at Loeb & Loeb. | spent nost of 2017 and
2018 hel ping clients get ready for the GDPR, and | am
now counseling clients as they prepare for the CCPA

The conpani es we represent care very nuch
about respecting the privacy rights of consuners and
they take the CCPA and all of their privacy regul atory
obligations very seriously.

THE COURT REPORTER: Sl ow down, please.

MS. LEE. Excuse me? |'I1l try.

The first point | want to comment on is the
Definition of Personal Information.

The Attorney General's Rul emaking Authority,
as you pointed out, allows it to update the enunerated
categories of personal date to, anpbng other itens,
address obstacles in inplenentation, as well as privacy
concerns.

Section 1798.40(0), the definition of personal
information is extremely broad, and includes information
that is, quote, "capable of being associated wth" a

particul ar consuner or househol d.
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Personal information neans -- sorry, excuse

There are two issues that could be clarified
by rul emaki ng.

The first issue is that any information is
arguably "capable" --

THE COURT REPORTER: Pl ease sl ow down.

MS. LEE: -- of being associated with a
particul ar consuner. Information should not be
consi dered personal information until those are actually
or at |east reasonably associated with a specific
per son.

And so while we appreciate there is a desire
to be broad and to capture all of the potential data
el ements that could be captured when an individual is
present online, that definition is broad and creates
significant obstacles for conpanies who are |ooking to
conply and create inplenentation, because there is no
clear standard for defining what is, quote, "capable" of
bei ng perceived as an individual.

That breadth also creates privacy chall enges
as it may lead to a conpany getting access to or
deleting nore informati on as necessary.

W recommend renoving the | anguage "capabl e of

bei ng associated with" fromthe definition. This would
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retain a broad definition of personal information and a
definition that would actually be inline with both
donmestic and international concepts of personal data.

The second issue with the definition is the
i ncl usi on of "household" in the definition. And while
there mght be a desire to capture shared identifiers
i ke hone tel ephone nunber and addresses or insights
such as the nunber of devices in a hone, as currently
wor ded, this expands the definition of personal
I nformation and creates what we assune to be uni ntended
privacy concerns.

Household is not currently defined. A
househol d coul d be a famly or could be strangers
sharing an apartnent. Wthout clarity as to what is
meant by a household, the law could | ead to information
bei ng shared to the wong individual, for exanple, by
scorned partners or roomrates.

If the intent is to create a definition of
information that is broad enough to capture data of
shared data points of individuals in a household and
that kind of thing, that information is covered by the
exanpl es and the concept of data that reasonably rel ates
to a consuner.

THE COURT REPORTER Pl ease sl ow down.

M5. LEE: W reconmend del eting the word
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"househol d" fromthe definition of personal information
and health information and adding in | anguage to address
the concept of information reasonably related to a
specific individual that m ght be collected from shared
devi ces.

Alternatively, we recomend defining
“househol d" and defining recommended processes for
I dentifying whether a consuner has the right to access
all the information when that nmay have been coll ected
fromtheir househol d.

The second point | want to conment on is the
definition of unique identifier. Rulemking may be used
to update this definition, and there are two issues that
can be addressed.

The first is the inclusion of probabilistic
identifiers in the definition. A unique identifier is
what it sounds like, it is an identifier that gives a
uni que name or IDto a person or thing. Al of our
devi ces have unique | Ds as an exanpl e.

Probabilistic identifiers are those that can
be used to identify a consuner or a device by the degree
of certainty of nore probable than not based on
categories of personal information. So practically,
that neans that anything that gives you better than a 50

percent chance of guessing personal data fields can fall
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into that definition.

The fact that |'ve typed ny notes may neke it
nore probably that | ama lawer, but I'mreading this
froman iPad, so | mght be under a certain age. This
kind of data hardly seens unique. To be able to, you
know, understand that sonmeone who m ght have a
particul ar shopping habit really doesn't fall into the
definition of what should qualify as a unique
identifier. Including this in the definition creates
privacy concerns and inplenentation challenges.

For conpanies, there is little value in
retaining stale probabilistic data. This information is
often aggregated, if it's not updated, if soneone
doesn't revisit the site fulfilling probabilistic
categories, that information is often deleted. It is
al so often upgraded to the audience so the advertisers
can understand who is nore ready than not to have an
interest in the products.

Requi ring conpanies to retain data that woul d
typically either be deleted or aggregated in order to
respond to consuner requests can be seriously contrary
to the spirit of the law, which should really be to
encour age shorter data retention periods.

Additionally, asking a conpany to verify that

a specific individual is included in a probabilistic
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data set al so presents a uni que chall enge.

THE COURT REPORTER: Pl ease sl ow down.

MS. LEE: Conpanies may be forced to either
collect nore data or retain nore data.

The second concern here is a lack of incentive
to pseudonym ze data. In the advertising ecosystem
identifiers are often hashed to protect the security of
the individual. Pseudonym zation is a process of
separating data collected fromdirect identifiers so
that |inkage is not possible without information that is
hel d separately. This, again, is a privacy-protected
act. As an exanple, the CDPR creates incentives for
this act.

|"'mjust going to finish, so l'll skip to the
end. You know, | think that we should sort of consider
this concept of pseudonym zation. Wth respect to the
definition of unique identifiers, we reconmend renoving
the reference to probabilistic identifiers fromthe
definition, and we recomend rul emaki ng that recognizes
that there may be categories of data that are not
directly identifiable, but that do not fit wthin the
definition of aggregate or de-identified data, and
creating incentive to pseudonym ze data, recognizing
exceptions for data in a process that is held in a

manner that is neant to sort of protect privacy wll
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ease the operational burden on conpanies for which it
may not be technically feasible to identify an
individual. This wll also encourage nore conpanies to
process and use data in a nmanner that is privacy

pr ot ect ed.

MR MAUNEY: If | can encourage all speakers
to speak as slowing as you can, just to make sure that
our court reporter can get down your comments, because
we want to have access to them

MR. GORDON: Good norning. M nane is Jared
Gordon, and |I'man attorney for MCorm ck, Barstow, as
well as the Co-Chair of the Internet and Privacy Law
Commttee of the California Lawer's Association
Busi ness Secti on.

| am however, here in ny individual capacity
and in ny, | guess, informal capacity as a Co-Chair
speaki ng not officially on behalf of the California
Lawyer's Associ ation, but on behalf of some of ny
comm ttee nenbers for their shared concerns on the
Cal i fornia Consumer Privacy Act of 2018.

So each of the points I'mgoing to enunerate
are intended to be within the nature of the potential
exceptions to the CCPA, which in any stage we believe
can be done on a regul ated | evel, as opposed to

requiring some changes in the statute to beyond what the
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State DQJ's office is necessarily capable of doing at
this point.
So first has to do with the treatnent of
enpl oyees in relation to the California Consumer Privacy
Act, and specifically the way the consuner is defined,
which is to say broadly, it certainly could enconpass an
enpl oyee in the context of their enploynent, as opposed
to in the context of their being a consuner of a good or
service. However, enploynent is not |isted under the
busi ness purposes that are described later in the CCPA
Further, given the extraordinarily |arge
nunber of different federal and state recordkeeping
obligations that relate to enploynment, to enpl oyee
files, to grievances or reviews relating to enpl oyees,
et cetera, including, but not limted to, those in the
Labor Code and the governmental -- the Governnment Code
of the State of California, we think it is fully
consi stent with both subsection 7 and subsection 8 of
Section 1798.105(d) for the State AGs office to find,
just on a purely regulatory |level, that enployees in the
enpl oyment rel ati onships can be fully excluded fromthe
Cal i fornia Consumer Privacy Act, and we would urge that
that be done on a regulatory level to exclude enpl oyees
from consuner and definition of consumer, or purely in

sone other capacity, but we think it is within the
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hori zon.

Second, we think that business to business
lists that incidentally include information about
natural persons, although those natural persons are
t hemsel ves consuners in other contexts, should be
excluded. Those natural persons are not in that
ci rcunstance used as identifiers for thenselves, they
are instead contact people or representatives of the
busi ness that they are enployed by or officers or owners
of. And to the extent that there is personal
information that m ght be used for them anything from
their e-mail address to their phone nunber to their
mai | i ng address, et cetera, if it is a business address,
busi ness phone nunber, a business e-nail, or otherw se
representative of the business, we think it is
I nappropriate to include it within the consuner
cat egory.

We think it poses significant problens froma
trade secret perspective for many businesses who have
busi ness-to-business lists that are inportant trade
secrets, and potentially there are issues with the
Def end Trade Secret Act as a result, if, for instance,
peopl e can start demanding that they receive information
or delete information that has been coll ected about

them 1in connection. So that's the second of the four
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suggest ed excepti ons.

The third, which is a relatively broad
exception, is for any interactions that mght apply with
the Privacy Shield. As you are al nost undoubtedly
aware, the United States has by both statutory |aw and
effectively by treaty obligations for any busi nesses
that agree to undertake the privacy issue procedure
adm ni stered by the Departnent of Commerce, and al t hough
the interactions are far too conplex to gointoin a
short speech, we think it is inportant that there be at
| east sone recognition in the regulations that to the
extent that there are inconsistent obligations that they
are preenpted, and we think that the State Attorney
General's office should consider a conplete preenption
for any business that accepts U S. Privacy Shield
obligations and essentially obligates GDPR obligations.

Finally, we urge that the definition of
"business"” has a little additional clarity, and
specifically, that the annual gross revenue descriptor
Wi thin the business definition be further defined by
regul ation to reflect the $25 mllion threshold apply
for at |east one full financial year of a business,
prior to any obligation accruing to conply with CCPA.

The reason for that is that there are, as you

know, many start-ups in California, both here in Fresno,
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at our level Bitw se Industries, our first space for any
endeavor, hubs of technology that are building here in
the Central Valley, or in the vast incubators of
accommodations in Long Beach and Silicon Valley start-
ups.

Now, it is frequently the case that start-ups
grow at large, sonetinmes 10 or 20 X within one or two
years. It is easy for themto get to a point where they
exceed the $25 million gross revenue threshold w thout
realizing that they have exceeded it. And because their
growh is so quick, they may not be prepared or in
conpliance with CCPA until a significant amount of tine
after they reach that threshol d.

My suggestion to that is there be a reasonable
del ay on when it applies to themso that they have tine
to catch up in conpliance. | think a year is
appropriate, and it can certainly be nore, | wouldn't
argue that it should be |less, but sone all owance shoul d
be made for sone anount of conprehensive business
achieved to learn that they have now reached that
threshol d and then to cone into conpliance once they
have | earned that they have reached that threshold.

Wth that, | conclude ny remarks. Thank you.

MR WH TE: Good nmorning. M name is Pau

Wiite. | amin-house counsel for a large corporation
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t hat does business in 48 states, and including
California. And one of nmy concerns with this Act is

given the definition of "consuner,"” it really has
nothing to do wth consunmers. It involves basically
everyone in California.

And one of ny concerns, the sane as the | ast
speaker about including enpl oyees and applicants in the
definition of a consunmer, we are trying to work this
through froma practical point of view and, obviously,
we col lect all sorts of information about our enpl oyees.

But then it is passed on, obviously, we have a
401(k) program if soneone goes on disability, we have
worker's conp that it gets disclosed to. If sonebody
eventual | y goes on unenpl oynment, we have to convey
information to EDD. Even sonetinmes we get sued in class
actions, we nmake a list of enployees.

Now, froma practical point of view, if those
enpl oyees are included in all this and former enployees
and applicants, you know, the use of the information is
going to change, so now if sonmeone quits or is going to
have to have a new di sclosure in our privacy area,
saying we are disclosing the information to, you know,
the EDD at this point. | nean, we even have, you know,
we have a uniformservice that we give the names of the

enpl oyees to the uniformservice just so their uniforns
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can get cleaned and returned to the same person.

So | think it is just all sorts of
I mpracticalities, including enployees, former enpl oyees,
and applicants in this, there needs to be sonme sort of
reasonabl e restriction that every tinme soneone's nane
cones up and is given to sone third-party, we don't have
t o sonehow change our website or our conputer
i nformation or our 800 nunber to include a new category
I n disclosure. Thank you.

M5. SMTH. Good norning. |'mBetty Smth.
|'ma resident in Fresno. | have a business here in
Fresno, and our headquarters are here. W are a
nati onw de conpany.

And ny comment is al so about enpl oyees,
enpl oyers, and the private data that we hold for those
enpl oyees, the subm ssion of that data to the various
federal and state, city, local governnents. There is so
much there that we are bound as an enployer to transmt.

The househol d data was al so a concern to ne as
an enpl oyer, that that coment said that perhaps soneone
wi thin the household that had no right to that
enpl oyee's data could access it. And | would be very
concerned about that. It mght be inproperly done.

As a business person, | transmt data for a

fee, all over the United States, to the federal
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government, to 401(k), to admnistrators of insurance.
So the fee itemneeds to again fall into the enpl oynent
and the enpl oyee consi derati on.

|'mal so a devel opnment business, so it should
be considered as this m ght nove forward that if there
IS programmng to be done wthin systens, whether it is
t he enpl oyer of the business, that they should be given
an opportunity to define that tinme, and typically
progranmng in ny business is about six weeks.

Thank you very mnuch.

MR SHAW | just have a brief conment to be
considered. M nane is Steve Shaw. I'mwth the
SecureData Team here in Fresno, California. And we do a
| ot, we are an NSP and we provi de services around
security and IT for our clients.

And one of the things that keeps coming up in
ny mnd as | | ook through the definition of what a
consumer is, also it comunicates, fromthings that |
have read fromreviews of the California Consumer
Privacy Act that could include devices, |IP addresses
such as that to count as a consunmer in the State of
California, and that makes it pretty conplicated for us
to locate how we correlate an | P address or a phone IP
address or any device |IP address to a consuner. That is

alittle difficult.
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We can correlate to addresses, tel ephone
owner, zip codes, anything to do with driver's |icense,
anything that is publicly available information either
orally, but it is really hard, if we can find that data
in a custoner's data that is out there in structure or
structures or otherwise. But all that other information
woul d be really hard to correlate. | don't know how
that is going to be done.

So that whole definition of what is a consumer
shoul d be narrowed or redefined to the point that we
could actual retrieve the data if we were requested to
provide information on a particular consuner within a
45-day tinme frane, there has to be sone way to automate
that process to work, and | don't know how that could be
done. | know how we do sone of it, but not all of it.
And that item m ght need to be put out there for the
busi nesses out there who would get a request. That's ny
only conment, not only what a consuner is, as far as it
is tied to information that could be retrieved and found
out so we can tract any correlation to conmunications
W th a customer and back to a request for information on
the custoner. Ckay.

MR OLSON. Yeah, Brian dson. |I'mwth 5
Poi nt Cyber Security, also based in the Fresno area. A

long-tinme IT industry, 20 years in cyber security, et
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cetera, et cetera.

So | think this is a good lawin a |ot of
ways. But | think one of the ways we coul d maybe
strengthen it and focus it a little nore is there is a
| ot of conpanies out there that have data on us that we
don't know about; okay?

For instance, your car is sitting out there,
and at sone point it is going to be scanned by someone,
a private industry person driving by |ooking for repo
cars; okay? So they are scanning your |license plate as
you are sitting here. They drive through parking lots
all the tinme.

Next thing you are driving down the road, you
know there is street cameras and all this kind of stuff
that are |ooking at you. How do you know those
conpani es exist? GCkay. How do you know that they even
have your data?

| nean, there is provisions in the |aw that
you can nmake a request for your data, but if you don't
know who the conpany even is that has your data, how can
you nmaeke that request?

So I'm asking that the | awnmakers consi der
sonmehow sone type of a nechani smwhere they can give the
consunmers a mechanismto find out the conpani es that

have your data, because there is a lot of themout there
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that we just don't know about. So just a suggestion.

MR MAUNEY: |f there's anyone who didn't
conplete their comments in the initial five-mnute
go-round, you are wel cone to take a second one.

M5. LEE: | can speak nore slowly now. | just
had two additional points. The first on nethods for
opt-out requests. Rul emaking authority obviously allows
rules to create to govern the subm ssion of opt-out
requests.

1798. 130 requires a conpany to nake avail abl e
two or nore designated nethods for submtting requests.
This include a 1-800 nunber. For many conpanies this
presents a challenge. The cost of the 1-800 numnber
itself mght be nomnal, but staffing it and
facilitating, you know, receiving that information and
processing the 1-800 nunber, you know, obviously has
addi tional costs.

For conpani es that are purely web-based, and
they only collect information from consuners onli ne,
creating an 1-800 nunber creates an unnecessary burden.
|f a conmpany only collects information fromonline user
interaction, it seens |ogical they could be able to
provi de nethods for subm tting requests online as well.

A conpany, for exanple, may offer an opt-out

opportunity through as an icon which is the actual
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device on the advertisenment, as well as in the website.
And so for purely web-based interactions, those two
options offer the consumer nultiple nmechanisns to
exercise their rights wi thout creating this additional
burden on the conpany.

W recommend rul emaking flexibility to provide
nore flexibility to conpanies to provide an opt-out
mechanismin the formthat is in line with the manner in
which it ultimtely engages the consuner.

The second point, kind of under the same
header, for Sections 1798. 105 and Section 1798. 120
al l ows consumers to opt-out of the sale of their data or
delete their data entirely, but it doesn't explicitly
permt a business to allow a consuner a choice of what
they are opting out of. If we ook to a law |ike
CAN- SPAM as an exanpl e, which allows businesses to give
consuners an option opting out of maybe certain email
lists or frequency of emails, but giving themnore
choi ce over actually what they are doing and what they
are opting out of, the CCPA might ook to a |law |ike
that to give businesses nore flexibility and to give
consumers nore choi ce about what they want a conpany to
do and not to do with their data.

And considering that the sale of data and the

definition of "sale" is so broad, there m ght be val ue
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to consuners who want to allow the sale, quote, "sale"
as it is defined, as stated in certain purposes but not
ot hers.

So we recommend rul emaki ng that would al | ow
busi nesses to give consunmers options with respect to
what they are opting out of. That could include the
option to opt-out of all sales, but also the option to
opt-out of certain sales as well. W think this would
further the desire to give consuners nore control about
choi ce about how their data is used.

My Iast point on the rules regarding financial
i ncentives. So 1798.125 prohibits businesses from
di scrim nating agai nst conpani es who have -- |'m
sorry -- consuners who have exercised their rights under
the | aw unless the value of the activity is reasonably
related to the value provided to the consuner.

Many of our clients run nenbership sites where
t hey have loyalty prograns so the consuner can receive a
benefit for providing that data. There is no real
standard devel oped yet to assess the value of this data,
and as a result, prograns |ike nenberships and
| oyal ty- based progranms nay be considered to be
di scri m nati on.

And so while the law allows for "financi al

Incentives," there is little parity around the
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ci rcunstances in which an offer woul d be considered a
financial incentive versus discrimnation.

So if the consunmer rejects the financial
I ncentive and doesn't get access to preferenti al
pricing, as an exanple, or content, is that
discrimnation? | think these are issues that coul d be
well clarified by rul emaki ng.

So thank you for the opportunity to comrent,
and we | ook forward to submtting witten coments as
wel | .

M5. KIM So | knowthis silence is a bit
awkwar d, but we want to nake sure that anyone who has a
desire to speak and bring comments to us however in any
capacity has an opportunity to do so.

W will probably just sit in silence for the
next couple of mnutes and then naybe take a five-mnute
break and then open up again, just in case maybe
sonet hing conmes up that triggers your thoughts and you
want to speak sone nore.

MR. GORDON: Once again, speaking informally,
not officially, on behalf of the Internet and Privacy
Law Commttee of the California Lawer's Association,
which is a section separate frommny earlier coments
about potential exceptions that woul d be done on a

regul atory basis, | would like to invite to the extent
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that the State Attorney Ceneral's office wants any

assi stance fromany outside attorneys to offer you the
assi stance of the working group that the California
Lawyer's Associ ation created specifically for privacy,
and that's directly prompted entirely by CCPA, both ny
conmttee, the Internet and Privacy Law Committee

Busi ness section and the second Internet and Privacy
Commttee of the IT section and the Antitrust sections,
of the Privacy sections, all comng together to forma
wor ki ng group.

W certainly are happy to provide our
expertise on the law to the extent that it would be
valuable to the State Attorney CGeneral's Ofice, we
woul d be happy either formally or informally to provide
comrents or assistance in drafting in particular subsets
of regul ations that you may have.

And | guess you have ny card, so you have ny
information. | know some of our other nenbers have
spoken in sone of the other foruns as well, so you
probably can reach out to as well. Josh DeLoura, if I'm
correct, spoke, | believe, in the San Francisco forum
He is my Co-Chair for the Internet and Privacy Law
Comm tt ee.

But feel free to reach out if you want to any

of our technical assistants, obviously, at no charge to
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the State. W are happy to do that as a public service,
and it's arelatively neutral third-party set of
experts.

Thank you.

M5. KIM So wth that, why don't we take
about a five or ten-mnute break and then we wll open
up just for the last tine.

( Recess)

MR MAUNEY: W are going to get started
again. For anyone who cane in |late, speakers, anyone
havi ng comments at all, you are invited to cone up to
t he m crophone.

|f you can try to speak slowy and keep your
coments brief, that woul d be appreciated, but we have
nore tinme than we have speakers so we won't hold you
strictly to the five-mnute rule unless many, many, nany
peopl e are noved to speak now than there were before.

So with that, we'll go ahead and get started again.

MS. PEPPER Is that good? All right.

Good afternoon, and thank you for allow ng ne
to make brief comments on the California Consuner
Privacy Act.

My nane is Alison Pepper, and I'mthe Seni or
Vi ce- Presi dent of Governnent Regul ations at the American

Associ ation of Advertising Agency, or 4A's for short.
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Just a brief history on the 4A's. The 4A's is
actually a 100-year-old organization. |It's a trade
associ ation that represents advertising agenci es across
the country. We represent over 700 different
advertising agencies, with approxi mately 213 of those
advertising agencies being located right here in
California. So California agencies represent a little
over 30 percent of our nmenberships, so a pretty
signi ficant amount of our nenbers.

The 4A supports the goals of the CCPA and
under stands the need for providing California consuners
W th nore transparency in a recently conpl ex and
fragnmented online environment. As the founding
supporter of the Digital Advertising Alliance, or DAA
for short, the advertising done at 4A's has been
I nvol ved since 2008 in working on prograns and has an
established track record in working to ensure that
consuners have access and choices when it conmes to how
their information is used online.

Wi | e supporting and recogni zing the
overarching goal of the CCPA, we do have sone concerns
of the CCPA's past, and | would just like to quickly
hi ghli ght three specific concerns that the 4A's has with
the CCPA s past.

The first concern is around Section
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1798.115(d), and this is around explicit notice. The
section prohibits a third-party fromselling consuner
personal information that has been sold to the third-
party by a business, unless the consunmer has received
explicit notice and is provided an opportunity to
opt-out fromthe business selling the data.

When a consuner chooses not to exercise his
right, it is currently unclear to us on the agency side
whether a third-party can really rely on the witten
I nsurance of the CCPA transferring party. It would be
hel pful to have clarity that recognizes the witten
I nsurance of CCPA conpliance is sufficient and
reasonable in this context.

The second issue is on publicly available
data. Section 1798.140(0)(2) states that personal
I nformati on does not include publicly avail able
information. However, this section also states that
information is not publicly available if that data is
used for a purpose that is not conpatible for the
purpose for which the data is maintai ned and made
avai l able in the governnent records for which it is
publicly maintained.

Many California public agencies already have
rul es and regul ati ons about comercial use of public

records. Certain public records can be used for
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I nportant reasons, fromfraud prevention to auto vehicle
recall. CCPA appears to introduce new uncertainties
into this process by potentially creating a new category
of personal information when public records are used by
commercial entities outside of the purpose for which the
data i s mai ntai ned and nmade avail abl e,

It is unclear if this new determnation of
accept abl e scope of usage woul d be determ ned by the
publ i c agency providing the record, the CCPA, or sone
other entity. W would ask in this scenario that sone
gui dance be given to the conpanies so that they can
obtain a clear understanding as to what constitutes
| nscope usage before proceeding.

Then finally, ny last point is around treating
pseudonym zed data and personal information the samne,
and |'mgoing to refer to it as "P data" for the rest of
this, because it is a hard word to pronounce.

Section 1798.140(0)(1)'s definition of
personal information, in conbination wth 1798.140(g)'s
definition of "consumer" suggests that the |aw woul d
treat P data in the same manner as that as a directly
identified individual. P data does not include
datatized but individually identifies a person.

P data is regulated in such a way that it does

not attract a specific consunmer w thout additional
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i nformation. Agencies are concerned that these
definitions would require themto try to associate
noni dentifiable P data, device data, with a specific
person seeking to exercise their CCPA rights, thus
having a potentially unintended consequence of forcing
agencies to take what was previously nonidentifiable
data and associate it with a specific person. Such a
result woul d underm ne consumer privacy and renove
privacy protections fromconsuners and woul d appear to
be contrary to some of the goals of the CCPA

So thank you for the opportunity to speak
today. The 4As appreciates the California Attorney
General's office's willingness to listen to concerns
associ ated with CCPA, and we | ook forward to submtting
detailed witten comments. Thank you.

MR MASTRIA: Good norning. My name is Lou
Mastria. | amthe Executive Director of the Digital
Advertising Alliance. W operate the Your AdChoi ces
privacy programfor consuners. Over the |ast ten years,
t he DAA has provided mllions of people with information
and choi ce around interest-based adverti sing.

The DAA strongly supports the CCPA's goal s of
providing Californians with better transparency and
control over data. W would |ike to suggest a nunber of

potential inprovenents to the |law to better achieve
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t hose goals fromour experience in this field.

For background, the DAA was established in
2008 as a novel self-regulatory body and provider of
tools for choice around interest-based advertising. W
establ i shed privacy guidelines for collection of data,
use, transfer of that data for advertising, and we
achi eved unprecedented and broad i ndustry adoption of
t hose standards. W have al so kept pace with the rapid
changes in the online industry by updating our
guidelines five tines over the intervening years to
account for changes in technol ogy, industry practice, as
wel | as consuner preferences.

To ensure conpliance, the DAA programis
noni tored and enforced across the industry by two
I ndependent organi zations, including the Council of
Better Busi ness Bureaus, which together have brought
nmore than 25 -- nore than 95 public enforcenent actions.
Some of themare listed in this book which is nade
publicly avail able (indicating).

This also includes referrals to regulatory
agenci es when needed. These are sone of the novel
sel f-regul atory approaches the DAA has brought to the
market. It is little wonder that the DAA s program had
been called "self-regulation with teeth" by the forner

head of the Federal Trade Conm ssion.
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The nost recogni zabl e part of the DAA program
however, has probably been Your AdChoi ces icon, the small
bl ue triangular icon that appears on ads, on websites,
and in apps. By clicking on the icon, consuners can get
information and control right fromthe ad that they are
view ng. They can access the data collection and use
practices of the conpanies that are involved in that
practice, as well as being able to access an easy-to-use
tool to opt-out of further data collection, use, and
transfer of data for such adverti sing.

The Your AdChoi ces icon is currently displayed
at arate of atrillion tines a nonth locally, and is
hel ping to drive broad industry and consuner awareness
of the program |In a 2016 study, DAA comm ssioned three
in five consuners (61 percent) said that they recognized
the icon and understood what it represents. Beyond the
icon, the DAA's various digital properties to help
consuners in this area have reached a total of 80
mllion unique consuners to date.

Beyond the features of the DAA program we
believe the process by which it operates and has set an
I nportant nodel for how stakehol ders from government and
I ndustry can cone together to create practical privacy
solutions. W believe in collaboration and we think

that policy outcones are inproved by dial ogue and
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engagenment. So we commend you and the Attorney
CGeneral's office for conducting these hearings.

In 2013, during a sim/lar process that
unfol ded during the legislature's update to the
California Online Privacy Protection Act, Cal OPPA, after
engaging wth a broad range of stakehol ders, the
| egi sl ature decided to recogni ze addi tional mechani sns
to effectuate consuner control over personal
information, and that's for personal information
col l ected across sites and across online services.

Thi s approach provi ded busi nesses with the
flexibility in inplenenting the privacy requirenents of
that |law, while ensuring the consuner protections were
not conprom sed. Since then, businesses have | everaged
the DAA's choice platforns to provide this control to
consunmers. We ask respectfully that the AG permt
consuners to continue to use these universal and
centralized opt-out tools used by mllions of consuners
to easily and sinply express their privacy preferences.

As the Attorney Ceneral's office considers the
| npl ement ati on process for CCPA, we want to share sone
of our learnings fromthe people who woul d be nost
affected by the law. Wile people want additional
privacy protections, and certainly pop in mnd things

like identity theft and others, research al so shows that

’é ESQUIRE 800.211.DEPO (3376)

EsquireSolutions.com



© 00 N o o b~ w N P

N DD N N NN P P P PR PR PR
U A W N P O © 0 N O U M W N P O

TRANSCRIPT OF PROCEEDINGS February 13, 2019
Public Forum of The California Consumer Privacy Act 39

consuners see the current systemas a fair val ue
exchange and they don't want to underm ne the economc
framework that powers their online experiences.

A DAA study finds that consuners assign a
val ue of nearly $1,200 a year to the ad-supported
services and content available to them on conputers and
nobi | e devices. The overwhelmng majority, 85 percent,
said they would prefer to have those services financed
via advertising through the current nodel than pay
out - of - pocket for them that is probably not surprising.
Additionally, three-quarters, 75 percent, said they
woul d greatly decrease their engagenent with the
Internet if a different nodel were to take its place.

Based on those consuner expectations, and the
DAA' s experience in managing simlar efforts, we would
offer three sinple broad points to informyour work.

1. Different types of data demand different
| evel s of privacy protections.

Consuners do not consider all their data to be
equal Iy sensitive, nor should the aw. The DAA' s
gui del i nes are based on a commopn sense approach to
privacy perm ssions that provides higher protections and
greater control for nore sensitive data. Data that
consunmers considered | ess sensitive is covered by an

opt - out approach, while consuners nmust opt-in to the use
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of nore sensitive data, |ike precise |ocation data.

At the highest level there are strict
prohi bitions against the use of data for certain types
of eligibility purposes; for exanple, enploynent, health
care, or insurance. W would encourage you to consider
a simlar tiered approach to data in your
I mpl enent ati ons of CCPA.

Nunmber 2. Pseudonynous data offers stronger
privacy protections than identified data. Pseudonynous
data, or "P data," as was referenced earlier, like the
broad categories of interest and denographic information
used for advertising, are privacy protected, as
adm ni strative and technical controls are applied to not
connect such data to identifiable individual consuners.

W bel i eve busi nesses should be allowed to
mai ntain the systens that separate the P data from ot her
personal information they have on consuners, not be
conpelled to make this data identifiable and connected
to individual accounts. Requiring businesses to connect
that P identified data would, in fact, reduce privacy to
CONSUNers.

And then nunmber 3. Build on the nodels that
work and tools that are already in use by consuners.

The Your AdChoi ces icon offers a ubiquitous, popular, and

realtime way for consuners to access infornmation about
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data collection and use on ads, apps, nobile websites,
desktop websites, as well as offering consuners a
pat hway to control over that data.

We hunbly suggest that tools such as this,
whi ch include i ndependent and effective enforcenent,
continue to be supported through CCPA just as our choice
tools were inside the Cal OPPA rule. For instance, rules
I mpl ementing the CCPA coul d recogni ze nechanisns |ike
t he DAA choice tools as a nmeans to provide an opt-out to
the sale of pseudonym zed data wi thout requiring
busi nesses to personalize that data in order to
effectuate rights under CCPA

In summary, the DAA strongly supports the
goal s of the CCPA, and we believe that our experience
offers sone valuable insights into the inplenentation
process, so that the Attorney Ceneral's office can
ensure that the law lives up to its prom se, rather than
creating a host of unintended consequences that reduce
privacy and create additional risks for California
resi dents.

Thank you for your tinme and we wel come any
opportunity to work with your office.

MR MAUNEY: If there are no other comments
right now, we wll go ahead and take another very short

recess, just three to four mnutes. W wll conme back
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on in case anyone during that period has decided if they
woul d I'ike to make a comment, and if no one has comments
at that point, we will recess for the day. So we w |
t ake anot her short break.

( Recess)

MR MAUNEY: Al right, everyone. W are
going to go back on the record. And if there is anyone
who is still planning to speak, please feel free to cone
forward

The recesses al ways worKk.

MR, CAMPBELL: M nane is Terry Canpbell and |
amwith a global -- I'ma privacy officer for a gl obal
manuf acturer, a DME manufacturer, Durable Medical
Equi prent manuf act urer.

So our conpany falls under the business
associ ate parts of H PAA so | know that that piece does
not apply to us as far as the CCPA is concerned. But as
a gl obal conpany, we also fall under -- we have to
conply with GCDPR, we have to conply with Australia's
regul ati ons and Canada's regul ations, so nultiple
privacy regul ations around the world.

One of the things that | did just want to make
comment on is the manpower that it has taken to
I mpl ement the requirenments of GDPR has been very great

for our conmpany. It's taken nore manpower than we
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pl anned. And while the intent is understood as far as
privacy is concerned, a lot of times the regulations
beconme so cunbersone that it is difficult, that the
Intent gets lost, and all you are doing is trying to
check the box.

So | would Iike to just put that into the
record to put under consideration as you are anending

the laws and naking sure that they are in place.

Thank you.

MR MAUNEY: All right. |If there is no one --
"Il say this slowy -- no one else planning to coment?
Al right.

Well, thank you so nmuch for com ng, and thank

you very nuch for our court reporter for taking down al
the comments. W appreciate your participation.

|f you would like to submt witten coments,
whi ch we woul d encourage you to do, please send themto
the e-mail address listed here on the screen or to the
postal address listed. Thank you so much.

(The forum adjourned at 11:51 a.m)
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REPORTER S CERTI FI CATI ON

I, Vanessa Harskanp, Certified Shorthand
Reporter in and for the State of California, do hereby
certify:

That the foregoing transcript of proceedi ngs
was taken before ne at the tine and place herein set
forth; that the proceedi ngs were reported
stenographically by ne and |later transcribed into
typewitten formunder ny direction; that the foregoing
is a true record of the proceedi ngs taken at that tine.

| further certify that | amnot related to any
of the parties to this action by blood or marri age, and
that | amin no way interested in the outcone of this
matter.

IN WTNESS WHEREOF, | have subscri bed nmy nane
this 25th day of February, 2019.

V arwaso) Harakomp

VANESSA HARSKAMP, RPR, CRR, CCP, CSR NO. 5679
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