© 00 N oo o b~ W N

O T N N T N T e e R R R N T
o b~ W N P O © 0O N OO 0o &~ W N B O

REPORTER S TRANSCRI PT OF AUDI O RECORDI NG
OF THE CALI FORNI A DEPARTMENT OF JUSTI CE
HEARI NG ON PROPOSED REGULATI ONS FOR
THE CALI FORNI A CONSUMER PRI VACY ACT
VEEDNESDAY, DECEMBER 4, 2019

FILE NAME: Audi o_Only CCPA Public_Hearing_ 120419-1o0f1
JOB NO 3609339

REPORTED BY: SHAWNA HOGAN COX, C.S.R. 14038

PAGES 1 - 85

Page 1

Personal Court Reporters, A Veritext Company
818-988-1900




© 00 N oo o b~ wWw N

N N N N NN P P P PR R R PR PR
o A W N P O ©O 0O N O 0o &~ W N +—» O

REPORTER' S TRANSCRI PT OF AUDI O RECORDI NG OF THE

CALI FORNI A DEPARTMENT OF JUSTI CE HEARI NG ON PROPOSED
REGULATI ONS FOR THE CALI FORNI A CONSUMER PRI VACY ACT,
HELD AT M LTON MARKS CONFERENCE AUDI TORI UM 455
GOLDEN GATE AVENUE, SAN FRANCI SCO, CALI FORNI A AT

10: 03 A. M, WEDNESDAY, DECEMBER 4, 2019, TRANSCRI BED
BY SHAWNA HOGAN COX, C.S. R NO. 14038.

APPEARANCES:

STACEY SCHESSER

ATTORNEY GENERAL NI CKLAS AKERS
DEPUTY ATTORNEY GENERAL LI SA KIM
ELEANOR BLUME

DEPUTY ATTORNEY GENERAL HUEY LONG

SPEAKERS:

CURT AUGUSTI NE

JOHN W LLI AM TEMPLETON
JOANNE COOPER

JOANNA STOREY

DAN JAFFE

TODD SM THLI NE

Page 2

Personal Court Reporters, A Veritext Company
818-988-1900




o N o 0o b~ W N B

11
12
13
14
15
16
17
18
19
20
21
22
23
24
25

SPEAKERS, CONTI NUED

ALAN TI TUS

MAX KORNBLI TH
HAYLEY TSUKAYAMA
EDWARD HU

RI CK ARNEY

JASON MERTZ- PRI CKETT
KATHLEEN LU

EM LY BOROWSK
WAYNE SI SK

EM LY FI SHER

HENRY LAU

CLI FFORD WALDECK
Pl ERLUI GI OLI VERI A
BARBARA LAWLER

EM LY EMERY

ASHKAN SOLTANI

Page 3

Personal Court Reporters, A Veritext Company
818-988-1900




o 00 A WDN

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25

SAN FRANCI SCO, CALI FORNI A
VEEDNESDAY, DECEMBER 4, 2019, 10:03 A M

--00000- -

STACEY SCHESSER: Good norning and thank you
for being here.
On behalf of the California Departnent of
Justice and Attorney General Xavier Becerra, | would 10: 03
like to wel cone everyone to today's hearing regarding
t he proposed regul ations for the California Consuner
Privacy Act.
My nane is Stacey Schesser with the privacy
unit of the Departnent's consunmer |aw section, and | 10: 03
will be the hearing officer for today's proceedings.
Al so present here today with ne are Nick
Akers, Senior Assistant Attorney CGeneral for the
consuner | aw section, Lisa Kim Deputy Attorney
Ceneral for the privacy unit, Eleanor Blunme, Speci al 10: 03
Assistant to the Attorney General, and Deputy
Attorney General Huey Long, who will also serve as
t oday's ti nekeeper.
For the record, today is Wednesday,

December 4th, 2019, and the time is 10:03 A M W 10: 04
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are at the --
UNKNOWN FEMALE

STACEY SCHESSER

MIlton Marks --

-- MIton Marks Conferen

Auditorium | ocated at 455 Gol den Gate Ave., San

Franci sco, California.

Bef ore we begi n,

there are a few points

would l'ike to make. The notice of proposed

ce

10:

rul emaki ng for the CCPA regul ati ons was published in

the California Regulatory Notice Register on

Cct ober 11th, 2019 in Register No. 41-Z starting at 10:

page 1341.

The notice and rel ated rul enaki ng docunents

were posted on the Attorney CGeneral's website on

Oct ober 10th, 2019 and were mailed to all interest

parties who had requested rul emaki ng noti ces.

Today is the thi

rd of four public hearings

t hat were announced in the notice. The deadline f

submtting witten comrents is this Friday,

December 6th, 2019 at 5:

00 P.M Pacific tine.

We recently posted additional resources on

ed

10:

or

our website about the DQJ's CCPA rul emaki ng process

i ncluding two docunents in PDF format entitled "Tips

on Submtting Effective

Comment s" and "I nfornmati on

About the Rul emaking Process.” Please visit

www. oag. ca. gov/ ccpa for

nmore i nformation.

10:

Page 5

04

04

04

: 04

05

Personal Court Reporters, A Veritext Company

818-988-1900



www.oag.ca.gov/ccpa

o 00 A WDN

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25

Today's public hearing is quasi-legislative
in nature and is being held pursuant to the
California Adm nistrative Procedures Act. The
California Adm nistrative Procedures Act specifies
that the purpose of this hearing is to receive public
conmments pertaining to the proposed regul ations.

If you are speaking today, we ask that you
[imt your comments to the proposed regul ations or
the rul emaki ng procedures that we are followng. W
do not intend to answer questions or otherw se engage
in dialogue in response to any oral or witten
comment. However, we may ask that you speak sl ower
or louder or ask a limted follow up question to
clarify a point.

Today's hearing is being audi o-recorded and
will be transcribed by a court reporter. The
transcript of the hearing and any witten coments
presented during the hearing will be made part of the
rul emaki ng record. Please try your best to speak
slowy and clearly to help the court reporter create
t he best possible record.

If you have brought witten coments that
you would like to submt during the hearing today,
pl ease give themto a staff nmenber at the sign-in

t abl e.

10:

10:

10:

10:

10:

Page 6

05

05

05

06

06

Personal Court Reporters, A Veritext Company
818-988-1900




o 00 A W DN

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25

After the public conmment period ends, the
Departnment will review and consider all rel evant
conmments and recomendati ons provided at the public
hearings and in witing. The Departnment will then
conpile a summary of each rel evant conment or
recommendati on and prepare a response to it, which
will be included in the final Statenment of Reasons.

Once the final Statenent of Reasons is
conplete, the entire rulemaking record will be
submtted to the Ofice of Adm nistrative Law, and a
copy of the final Statenent of Reasons, along with a
notification of any changes that were nmade to the
proposed regulations, will also be posted on the
Attorney General's website.

We are required to notify all persons who
provi ded a comment, and all those otherw se
interested, of any revisions to the proposed
regul ations and any new material relied upon in
proposi ng these rul es.

Accordingly, there is a check-in table
| ocated outside of this room where speakers and
attendees can sign in and provide their contact
information. You nmay sign in to speak w thout
provi di ng your nanme or contact information; however,

pl ease note that we will not then be able to provide

10:

10:

10:

10:

10:
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you with notice of any revisions to the rules or
ot her rul emaking activities.

If you are intending to speak at today's

heari ng, you should have received a nunber when yo
signed in. \Wen we call your nunber, please cone
to the m crophone, and if you would like to be
identified, state and spell your full nane and
identify the organization you represent, if any.
you have a business card, please provide it to us
directly before approaching the m crophone.

Each speaker will have five mnutes to
speak. To assist the speakers, Huey will hold up
card to alert the speaker when they only have
30 seconds left to speak. In the interest of tinme

if you agree with comrents nade by a prior speaker
pl ease state that fact and add any new i nformation
you feel is pertinent to the issue.

Also there is no need to read al oud any

witten comments subm tted. All coments, whether

witten or oral, will be responded to by our offic
| f we have remaining tinme after all the speakers h
had a turn, we will give the speakers the opportun

to take a second turn and add to their remarks.
If you would like to make an oral coment

t oday and have not received a number, please go ah

u
up 10:
| f

10:
a
, 10:
e. 10:
ave
ity
ead 10:
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and do so now outside at the table.

Lastly, we will need to take breaks during
this proceeding, including at |least a 30-mnute |u
break. If it appears that we have no speakers
waiting for their turn to provide coments, we nay
end the hearing.

At this time can we pl ease have the first

speaker cone to the mcrophone. |In addition, if vy

nch

are in line to speak soon, please feel free to cone

down to the first row

You can hand me your card. Thank you so
much.

Good nor ni ng.

CURT AUGUSTI NE: Good nor ni ng.

|"m Curt Augustine, that's CURT
A-U-GU-S-T-I1-N-E, and I"'mwith the Alliance of
Aut onobi | e Manufacturers, an organi zation that
represents 12 of the world's |argest auto
manuf acturers. We will be submtting witten
comments later this week of various general issues
but I will limt my comments today to six specific
auto-rel ated i ssues that we would |i ke to address
t he regul ati ons.

The first issue that we would like to --

allow for the auto makers to retain and use the

10:
ou

10:

10:
, 10:
in

10:
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Vehicle Informati on Number for safety and quality
performance i ssues. Auto makers rely on the VINs to
link vehicle-related information for purposes for
anal yzi ng and addressing safety, quality,
performance, and efficiency and security issues.

In order for us to be able to adequately
track how vehicles performover time for these
pur poses, auto namkers need to collect the data on
VINs. This VIN-related information is essential to
i mprove not only vehicles and their safety but our
nation's entire transportati on network.

Al t hough the benefits of such data rely on
the use of VINs, other identifiers are typically not
necessary. And that's inmportant. So, therefore, the
Auto Alliance requir -- requests, pardon ne, that the
Attorney General adopt one of the three witten
proposals that we will submt. But our preference
woul d be that we are given the permi ssion to use data
that is stored only with the identification nunber
and that is -- and all data that is not considered
consuner personal informtion

The second i ssue would be to allow an
exenption for reasonabl e data-sharing between
suppliers, dealers, and manufacturers. As you know,

t he CCPA exenpts from sal e opt out requirenments on

10: 09

10: 10

10: 10

10: 10

10: 10
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the sharing of vehicle and owner information for the
pur poses of recall repairs. However, vehicle

manuf acturers, auto deal ers, and suppliers routinely
use other information for reasonable non-warranty,
non-recall purposes that benefit consuners.

Consuners may not recogni ze that, by asking
manuf acturers or dealers not to sell their persona
informati on, this sharing of data between these
partners will be disrupted in ways that directly
affect those custoners.

For instance, when traveling, consuners may
be surprised to learn that, if they've opted out and
they' re out of town and -- the dealer there that has
their vehicle under warranty may not be able to
obtain their past service records. O when consumers
move, auto makers don't have infor -- privy to that
i nformati on and are unable to update them on
non-safety recall information

So the Alliance respectfully requests that
the Attorney General clarify that such data-sharing
practices are not subject to the sales opt out. W
have suggested three proposals of which we rank them
in our order of preference, and you will see it in
our witten remarks.

Thirdly, the issue of permtting businesses

10: 11

10: 11

10: 11

10: 11

10: 12
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to share information with providers of emergency
responses. Many busi nesses, including auto nakers,
provi de energency response services to consunmers. In
emer gency situations, auto makers provide these
services to consunmers even if they have not
subscribed to or previously opted out of the
services.

However, an accident, a car accident, may
automatically trigger conmmunication fromthe vehicle
to an enmergency provider. And even though this may
be a direct disclosure fromthe vehicle to the
provi der and m ght not involve a transfer of any
personal information to the auto nmaker, the CCPA's
definition of "sales" includes making avail abl e
personal information. And it is our opinion that
this could Iimt our ability to actually respond to
enmergency providers by providing the data of where
and how the state of the vehicle is and how consuners
can do that.

As such, the Alliance requests that the
Attorney General permt businesses, in response to a
consuner's request for emergency or roadside
assistant services or in response to automated crash
notifications, have that personal information be able

to be shared with enmergency or roadside providers.

10: 12

10: 12

10: 13

10: 13

10: 13
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We al so were concerned regarding the ability
of resale issues. The lawis quite clear on what
needs to be done with personal infornmation when
there's a resale. However, with certain connected
vehicles, there may not be any displays or can be --
that can be renmotely updated or cleared. W are
requesting that the regulations permt a notice at
the collection tinme that supports reasonable
conpliance and that collection informati on nay change
with donors. We will subnit that information

And finally, we are requesting that
informati on that is shared about geol ocati on be
treated under the same rules that the FTC do -- does
in terms of sharing geolocation information. W
believe that it potentially threatens consuners if
that information is treated in a public manner. And
again, we respectfully request the Attorney General
follow the FTC s guidelines on that.

Thank you.

STACEY SCHESSER: Thank you.

Good nor ni ng.

JOHN W LLI AM TEMPLETON:  Good nor ni ng.

I|'"'mJohn WIliam Tenpleton. That's J-O-H-N
WI-L-L-I-A-MT-E-MP-L-E-T-O N. I'ma historian and

journalist, also cofounder of National Black Business

10: 13

10: 14

10: 14

10: 14

10: 15
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Mont h.

And 1'd like to focus on the immnent risk
to California's African-Anmerican popul ation from
privacy violations. And we want to encourage the
Attorney General to be as aggressive as possible to
use the new tools fromthe CCPA in addition with
exi sting | aw regardi ng unfair business practices,
anti-phishing, the Unruh Civil Rights Act, false
advertising, antitrust, conmpliance with existing FTC
consent agreenents, and European union regul ations
because, as the Senate Intelligence Coormittee and the
speci al counsel have both docunent ed,
African- Aneri cans have been specifically targeted in
the 2016, 2018 elections with msinformtion and al so
targeting of their data.

|'"ve cone to | earn about this sonewhat
serendi pi tously because | faced the use of my nane to
steer people to fraudulent sites and to false
advertising and had to spend five years filing cease
and desist letters and ultimately a federal |awsuit
about it, and so it's given ne an education on the
limtations of current |law and sone suggestions on
how we can use this new authority better. And that's
included in my witten remarks that | just left

out si de.

10: 15

10: 15

10: 16

10: 16

10: 17

Page 14

Personal Court Reporters, A Veritext Company
818-988-1900




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

But | also include several other docunents,

and |'d like to briefly highlight sone of the points.

One is fromthe civil action that was filed
by the Departnment of Housing and Urban Devel oprment
agai nst Facebook. And in that conplaint, it says:

"Because of the way Respondent
designed its advertising platform

ads for housing and housing-rel ated

services are shown to | arge audi ences

that are severely biased based on

characteristics protected by the Act,

such as audi ences of tens of thousands

of users that are nearly all nmen or

all wonmen."

| also want to nmention a story in USA Today
| ast week about the enpl oyees, the African-Anerican
enpl oyees, of Facebook, which say:

"We are sad, angry, oppressed,
depressed, and treated every day

t hrough the micro and macro

aggressions as if we don't belong here.”

So as the NAACP Legal Defense Fund and Al
Now Institute are stressing in a programin New York
City on Decenber 17th, if you have hyper-segregated

organi zations that are creating code, then all the

10: 17

10: 17

10: 17

10: 18

10: 18
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evidence is that they're going to create
hyper - segregat ed products that are going to
negatively affect |arge numbers of Californians.

So a story in The Guardian in June of 2019
says:

"An artificial intelligence tool

that has revolutionized the ability

of conputers to interpret everyday

| anguage has been shown to exhibit

stri ki ng gender and racial biases."

Also it says the Al systemwas nore likely
to associ ate European- Anerican nanes with pl easant
words such as "gift" or "happy" while
African- Areri can nanmes were nore conmonly associ at ed
wi th unpl easant words.

The machine | earning tool used in this study
was trained on a data set known as the "Comon Craw
Corpus," a list of 140 billion words that have been
taken as they appear from material posts online.

So as a historian, | wote (the forbearing?)
Hi story of African-Americans in California. A
century ago we had a new industry of notion pictures.
And the novie The Klansman dom nated the next century
and actually led to the Red Sunmer of 1919. So we

need to learn fromhistory and make sure that the new

10: 18

10: 19

10: 19

10: 19

10: 20
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technol ogi es are not used to turn back tine.

Thank you.

STACEY SCHESSER: Thank you.

Speaker No. 3.

Good norning. Thank you.

JOANNE COOPER: Good nor ni ng.

My nanme is Joanne Cooper, J-O-A-N-N-E
COOP-ER | amthe founder of |ID Exchange, an
Australian privacy-enhancing technology firm Com ng
from Si dney, San Francisco's sister city, | bring a
warm and friendly "g'day."

You may be aware that our Australian federal
governnment is currently activating the Australian
Consuner Data Right Act, which cones also into effect
2020, often referred to as the CDR

| D Exchange has been devel opi ng
consuner-centric data consent and access contro
t echnol ogi es since 2015. The ai m of our technol ogy
is to provide consuners with self-determnination on
how and when their personal data is used. The app
has a consent register that receives and audits the
users' notifications and perm ssions.

We are in a global and significant portfolio
of opt in and opt out URLs as distribution tools

which aimto assist consuners to activate their data

10: 20

10: 20

10: 21

10: 21

10: 21
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rights by automating privacy and data protection

| egi slati on which consuners typically find difficult
to navigate and to understand. Qur technol ogy seeks
to provide granular and recei pted consent
notifications in a centralized, self-mnaged way so
t he consuners can have verification and these
transactions conducted in a secure manner.

We work with world-1eadi ng data exchange
facilitators whereas the secure infrastructure does
not see, touch, or hold the individual's data, this
data being PIl or sensitive data information. It
actually enmpowers the consuner as the custodian and
the full agent of their own data so that they can now
enact trusted private sharing services directly with
busi nesses. In fact, we have an opt out app offer in
hand t oday.

We would like to commend the Californian
Departnment of Justice and the Attorney General for
your position to increase privacy and human rights
across our connected society. | would like to state
the world is watching.

Since 2015, |1 D Exchange has been devel opi ng
these unified opt in and opt out product
technol ogies. We hold several opt out trademarks in

various countries of the world. These are to support

10: 22

10: 22
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our services.

Today we'd like to reference the CCPA
proposed regul ations referencing Article Il, page 6,
Section 999.306, the Notice of Right to Opt-Qut of
the Sal e of Personal Information, Item 3, Opt-Qut
Button or Logo.

My comrentary today is that we're seeking
nore information. We'd like to know when the
Departnent is |ooking to rel ease the design of this
opt out button for public comrent.

We're also interested to know if the
Departnment is interested in working with solution
providers in the area of privacy-enhancing
technol ogi es to provide consuner-faci ng managenent
services for your citizens. It would be good to
understand if there's an accreditati on process for
service provider designation

As a col l aborating technol ogy and
technol ogi st -- technology firm | would like to
t hank you for the tine to present today. W | ook
forward to assisting the formation of a nore secure,
private, and enpowered data econony not only for
Californians for but all.

Thank you.

STACEY SCHESSER: Thank you.

10: 23

10: 23

10: 24
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Good norning. Thank you.

JOANNA STOREY: Good norni ng.

My nane is Joanna Storey. That's
J-OA-NN-AST-OCRE-Y. I|I'man attorney with
Hi nshaw & Cul bertson here in San Francisco. |
represent lawyers in risk managenent -- for risk
managenent advice, and we often do that with our
firm

And so our concern here lies with law firns
that may not be a covered business but could
unintentionally fall within the service provider
definition, 1798.140(v). And the reason |'m here
today is because, under proposed regul ation
999. 314(c):

"A service provider shall not

use personal information received

either froma person or an entity

it services for the purpose of

provi ding services to another person

or entity."

And when -- a law firm soneti nes represents
clients that m ght be a covered business; right? So
this regulation mght frustrate the nature and

purpose of a tripartite relationship between a | aw

firm its client, and the client's insurance conpany.

10: 25

10: 25

10: 25

10: 25

10: 26
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For exanple, if the service provider |aw
firmrepresents a covered business and the business
provi des consuners' personal information to the |aw
firmfor purposes of prosecuting or defending clains,
arguably this proposed regul ation prohibits the
service provider law firmfrom sharing the
information with the client's carrier who hired the
law firmto defendant's insured.

Conversely, if the insurance carrier
provides the law firmw th personal information that
the carrier obtained during the claimreview process,
the proposed regul ati on nmay prohibit the [aw firm
fromsharing those records with the client. And it
goes further that the service provider law firm my
be prohibited from sharing personal information with
experts who m ght consult on the case.

Vil e 1798. 145 provi des exceptions for
exercising or defending legal clains and to nmaintain
privilege, those exceptions apply by express ternms to
covered businesses, and there's no provision
ext endi ng those exceptions to service providers.

Thus the client and its carrier may be able to
share infornmation with each other, but the service
provider law firmwould be placed in the inpossible

position of not being able to pass information

10: 26

10: 26

10: 26

10: 27

10: 27
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received fromone to the other even though the
informati on may be necessary to prosecute or defend
t he action.

And in the sane vein, one thing we noticed
is the absence of any proposed regul ati on regarding
the scope of the exception that | just mentioned when
it pertains to covered businesses if alawfirmis a
covered business.

1798. 145(a) (4) states that the obligations
i nposed on a business does not restrict the ability
to exercise or defend clains. But does this nean the
busi ness still has to conply to the extent it can?
For exanple, if you're alawfirm if you're a
covered law firm and you receive docunents through
di scovery from opposi ng counsel and the opposing

counsel provides you with personal information that

their client obtained, do you now -- and this isn't
privileged information, it's -- because it's
i nformati on you received through discovery -- do you

now have to tell all those people that you have their
personal information when this is a lawsuit? So the
absence of a proposed regulation to define the scope
of the "exercise or defend clains" exception is

i nportant.

And finally, the absence of a regulation
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with respect to howthis affects transaction | awers
and what they do in their day-to-day business.

So overall we're just trying to find a way
to understand the CCPA and its regul ations better in
t he unique situation of being a law firm

Thank you for your tinme.

STACEY SCHESSER: Thank you.

Speaker No. 5. Good norning.

DAN JAFFE: Good norning. Thank you. Thank
you for having ne.

STACEY SCHESSER: Thank you.

DAN JAFFE: Good norning. Thank you very
much for providing us this opportunity to testify.

My name is Dan Jaffe, J-A-F-F-E, and | am
t he group executive vice president of governnent
rel ations at the Associ ation of National Advertisers,
t he ANA.

The ANA's nenbership consists of nore than
1,600 donestic and international conpanies, including
more than 1,000 clients like nmarketers and nonprofit
fundrai sers and 600 nmarketing solution providers,
data science and technol ogy conpani es and agenci es,
publ i shers, media conpany suppliers, and vendors who
do nmore than $400 billion in marketing and

advertising annually in the U S. The vast mpjority
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of them as you would not be surprised, are either
headquartered or do substantial business in
Cal i forni a.

The CCPA represents a highly conplex, and in
many respects, anbiguous |law, and w thout final rules
to sufficiently clarify its terns in advance of its
effective date, the CCPA will prove to be extrenely
di sruptive to consuners and busi nesses alike.

Today we highlight three inportant issues,
and we will be providing nore detailed comments on
Friday. These issues are loyalty programs, browser
signals that conmmuni cate opt out choices, and
requiring businesses to pass opt-outs to third
parties.

First, Section 999.336 of the proposed
regul ati ons repeats the statutory | anguage that a
busi ness may offer financial incentives or a price or
service difference to a consunmer if the difference is
reasonably related to the value provided to the
busi ness by the consunmer's data. This provision will
significantly inpact nunerous |oyalty prograns with
which we are all famliar, such as gas doll ar
programnms, frequent flier progranms, or grocery val ue
cust omer rewards.

Proposed regul ati ons unintentionally
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creating the requirements regarding the relationship
of the value received fromdata to the price or
difference offered to consumers could well create
requi rements that many busi nesses cannot neet,
t hereby prohibiting businesses fromoffering these
rewards prograns that consunmers enjoy and expect.

And the proposed regulations directive to
provi de an estinmate of the value of that data and a
description of the method used to cal cul ate such
val ue is unworkabl e and risks exposi ng busi nesses,
proprietary processes, and confidential information
to the public. We'Il provide nore detail on that in
our nmore detailed filing later this week

Harnmi ng |l oyalty progranms val ued by consuners
could well undernmine their confidence in privacy
protection in general and inpose additional costs on
t hem

Accordi ngly, the ANA urges that the
regulation clarifies sufficiently how a busi ness may
justify that a price or service difference is
reasonably related to the value provided to the
busi ness by the consumer data and renove the
requi rement to provide an estinmate of the value in
the method of calculating such value in the notice so

t hat consunmers can continue to receive these loyalty
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progranms that they appreciate and desire.

Section -- second, Section 999.315(c) of the
proposed regul ation states that a business that
coll ects personal information -- that a business
col l ects personal information from consuners online
must treat user-enabled privacy controls such as a
browser plug-in privacy setting or other mechani sm
t hat comruni cates or signals the consuner's choice to
opt out of the sale of their personal information as
a valid request submitted for the browser or device
or, if unknown, for the consumner.

This mandate will harm consuners as it could
be interpreted to renove their ability to set
granul ar preferences and choose which busi nesses can
and cannot sell personal information. A consuner
very well may want to restrict a specific business's
ability to sell personal information, say a car
deal ership, but allow another different business, for
exanple, a grocery store, to transfer or sel
personal information.

The overly broad requirenment to honor
browser settings on an across-the-board basis would
destroy this ability to nake granul ar choi ces based
on individual preferences since they would apply

across the entire marketpl ace.
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Furt hernore, this requirenent goes far
beyond the scope of the CCPA because this new
busi ness duty is not included in the statute.
Therefore, at the least this requirenment should be
removed or the proposed rule should be revised so
t hat a busi ness engaged in the sale of personal
i nformati on has the option either to honor browser
pl ug-ins, privacy settings, or mechanisns or not be
required to honor themif the business includes a "do
not sell my info" link and offers another mechani sm
or protocol for consunmers to opt out of the sale of
personal information, though our preference is for it
to be renpved.

Third and finally, Section 999.315(f) of the
proposed regul ation states that, upon receipt of an
opt out request, a business nmust notify all third
parties to whomit has sold the personal information
of the consuner within 90 days prior to the request
that the consumer has exercised the right to opt out
and instruct such third parties not to further sell
the information.

This represents a significant new and
sweepi ng requi renent not contenplated by the CCPA's
| anguage. The new requirenent to pass opt out

requests along to a potentially broad range of other
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busi nesses woul d take the consuner's express choice
with respect to one business, like a retail holiday
theme store, and apply that choice across the

mar ket pl ace to others, such as those | ess seasonal in
nat ure.

We therefore suggest that this proposed rule
be revised so businesses are not required to pass opt
out requests along to third parties for when data has
been provided in the [ast 90 days.

Thank you very much for your tinme, and thank
you for this opportunity.

STACEY SCHESSER: Thank you.

Good nor ni ng.

TODD SM THLINE: Hello. Good norning.

My name is Todd Snithline,

S-MI-T-HL-1-N-E. |'mthe managi ng principl e of
Smithline P.C., which is a law firmhere in San
Franci sco representing software/ SaaS and | nt ernet
conpani es.

|"ve been practicing in this area for 25
years, and for the last 10 years, |'ve been teaching
on these topics at Berkeley Law School

I would like to confine nmy comrents to a
single sentence in the proposed regulations, and it

is 314(c). And this sentence reads that:
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"A service provider shall not

use personal information received

either froma person or entity it

services or froma consuner's direct

interaction for the purpose of

provi ding services to anot her

person or entity."

| believe that there is going to be a vast
uni nt ended consequence to this decision that the
Attorney General has nade to rule once and for al
tinmes that a service provider's use of data as part
of providing service to another user is necessarily
and will always be -- to quote your |anguage --
out side the bounds of a necessary and proportionate
use.

What has happened here in the regul ations
t hat you've promulgated is you have taken the
standard that was defined in the statute for a
busi ness purpose; that standard was reasonably
necessary and proportionate, which was a fact-based
st andard agai nst which you, as the enforcers of this
statute and agai nst which -- courts which adjudicate
this, could apply the facts of a particular
ci rcumstance to reach a conclusion; and you have

decided by fiat with all due respect for once and all

10: 36

10: 36

10: 36

10: 36

10: 36

Page 29

Personal Court Reporters, A Veritext Company
818-988-1900




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

time that this type of use could never be reasonably
necessary or proportionate.

| would like you to please consider that,
al though this is called the Consumer Privacy Act, you
defined -- or the -- excuse ne -- the legislature
defined "personal information" so broadly that it
includes -- and | will quote now fromthe statute,

"a user's interaction with a website or application,"”
whi ch neans everything a user does within an
application is now personal infornmation.

And | would posit that the way nost
conmpani es now nmanage their HR and they nmanage their
accounting and they manage their project nanagenent
and the way that you in the Attorney General office
manage your | egal research and other activities is
t hrough | arge SaaS applications full of data
coll ected from users.

And | would further posit that the SaaS
conpani es which operate these systens use information
about how users use the application in order to
create the applications to make themrel evant and
useful for all users. And they do that, by the way,
wi t hout disclosing the information, and they do that
wi t hout sharing the information.

And again, | want to refer you just to this
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one sentence. | would really ask that you pl ease

reconsider. This sentence says "A service provider

shall not use.” It does not say "A service provider
shall not share.”™ It does not say "A service

provi der shall not sell."” It does not say "A service
provi der shall not disclose." It sinply says "shall
not use."

And | believe, quite unintentionally in a
statute that is focused on consuner issues and very
valid consunmer issues, that we have scoped in here
within the regulation activity which does not
di scl ose or put at risk any individual's private

i nformati on but which, if read strictly in accordance

with regul ations, would cause a vast anount -- and,
you know, the hundreds of billions of dollars' worth
of econom c -- productive economc activity, to be

called into question.

| have a |l ot of enpathy with you -- with
this statute, and I, nyself, are a firm W' ve been
hol ding -- we've now held seven study groups across

ten different conpanies and five different law firns
just to read and understand this statue. And |

noticed as you wote the regs that you really tried
to rewite and re-explain a lot of what was in there

because, let's face it, this thing was essentially
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written by a broken robot.

But I want you to please consider

writing these regul ations

with all good i

may have overstepped private contract bet

that, in
ntent, you

ween an

enterprise SaaS provider and an enterprise customer

who have all the consents and notices they need to

have put the data into the system and have stepped

into that rel ationship and deci ded,

sonet hing could not possibly ever

proportionate.

agai n, that

be necessary and

So |I'd ask you to please reconsider Section

314(c). We will be submtting witten comments as

well where we try to explain this alittle nore

articulately. But | appreciate you listening, and |

hope you will reconsider this clause of this

regul ati on.

Thank you very much.

STACEY SCHESSER

Thank you.

We're going to take a brief five-mnute

br eak.

So going off the record, 10:39 A

go back on at 10:45 A M

(Wher eupon a recess was taken

from10:39 A M to 10:45 A M

STACEY SCHESSER

Good nor ni ng.

M W'l

)

We' re going
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back on the record. The tinme is 10:45 A M

And | would like to invite Speaker No. 7 up
to the m crophone.

Good nor ni ng.

ALAN TI TUS: Good norni ng.

My name is Alan Titus, A-L-A-NT-1-T-U-S
fromthe law firm of Robb & Ross.

| come here representing one business, a
fairly small famly-owned business. It's a card
room A card roomis a place where people go and
pl ay cards and ganble. And the card roomis subject
to a federal law, the Bank Secrecy Act.

The Bank Secrecy Act requires a card roomto
file reports on anyone who cones in with over $10, 000
in cash, leaves with over $10,000 in cash. It also
requires the card roomto file what's called
suspicious activity reports and to actually do
i nvestigation on people that it night be suspicious
of. These investigations can be extensive. They are
expected by | aw enforcenent, by the federal
governnent, the financial enforcement -- FinCEN

And when | | ook through the CCPA, | try to
figure out how these two | aws go together. The CCPA
at the very end says that it can be preenpted by

federal |aw but doesn't explain to what extent,
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doesn't explain anything. The regulations do not get
into this and do not help me. But there are a nunber
of regulations that | think are not consistent with
federal law, and | think there's going to -- there's
consi stency issues. |I'mgoing to be subnitting
comments on this to be --

| wonder if there was any thought about this
already. | don't know if you're going to answer
questions. You've said you're not, but -- | do
wonder to what extent this has been thought about, to
what extent it is being thought about.

Thank you.

STACEY SCHESSER: Thank you.

We would |ike to invite Speaker No. 8.

Good nor ni ng.

MAX KORNBLI TH: Good norning. Good norning.

So nmy nane is Max Kornblith. | ama
cof ounder of the conpany Radvocate. W're an
Cakl and- based start-up that assists individua
consuners in filing clainms against big conmpanies
t hrough the consuner arbitration system

So first, 1'd like to thank you for all the
hard work that went into this rul enaki ng process.
You know, you're doing sonething groundbreaking that

will benefit consumers in California and around the
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country.

I'd also like to note that this oral comrent
will be acconpanied by a witten conment that
i ncl udes nore detail on the topics covered.

So fundanentally, privacy shoul dn't
necessarily be a controversial issue. There seens to
be an emergi ng consensus that new privacy regul ation
in the U.S. and around the world should build on the
protections the GDPR provides to protect your right
to choose how your information is used while enabling
conpanies to use information for safety purposes and
to provide services. The reason | say that statenent
shoul d be relatively uncontroversial, it was a
statement made by Mark Zuckerberg on March 30th of
this year.

And yet it appears from |l ooking at the
| egi slative and regul atory process that led us to
today that corporate interests seemto be |ooking for
any and all opportunities to limt and obfuscate that
right to choose how our data is used.

So that's why we're here today to submt
public comrent on one particul ar aspect of these
regul ations. We want to make sure that the public
and your office recognize the inportance of robustly

enforcing the CCPA's definition of what constitutes a
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data sale. While it sounds technical, it's not a
purely academ ¢ argunment. Anpong other things, 1'd
refer to reporting fromthe New York Tines published
a year ago under the headline, "As Facebook Raised a
Privacy Wall, it Carved an Opening for Tech G ants."
I nternal documents show that the social network gave
M crosoft, Amazon, Spotify, and others far greater
access to peoples' data than it has discl osed.

So we'd like to encourage your office to
explicitly articulate and enforce the CCPA in such a
way that all exchanges of data for val uable
consi deration, such as for other data or to
consummat e a busi ness alliance, are consi dered
"sales" with the effect being the consumers nust have
t hat easy way to opt out of having their data
bartered in that way.

The text of the CCPA is clear on this, as
you know. The sort of business practices that | just
menti oned qualify as "data sal es" by the definition
given at California Civil Code 1798.140(t)(1).
However, it's an issue that's not nentioned at all in
the regul ati ons before us today. And so we would
like to draw attention to the inportance that these
regul ati ons be aggressively enforced in line with the

robust and reasonable definition of "sale" that was
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witten into the | aw

|'d al so point your attention to an article
recently published on the website of the
I nternati onal Association of Privacy Professionals.
It was witten by |lawers for a firmthat works for
Ai rbnb, Facebook, and Uber, and they enbraced these
regul ati ons before us today under the headline,
guote, "Sale under CCPA may not be as scary as you
t hi nk. "

So there's a balance to be drawn in this
process between the interest of California consuners,
of which I'mone, and the interest of California
corporations, of which I represent as well. But in
the case of condoning shadow sal es of data, we
beli eve that an outconme that | eaves corporations this
satisfied should be scary to the consuners.

So thank you again for your tinme and for
your inportant efforts on this.

STACEY SCHESSER: Thank you.

I"d like to invite Speaker No. 9.

Good nor ni ng.

HAYLEY TSUKAYAMA: Good norni ng.

My name is Hayl ey Tsukayamn, that's
H A Y-L-E-Y T-S-U-K-A-Y-A-MA, and |'mhere to

represent the Electronic Frontier Foundati on.
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EFF is a nonprofit organization conprising
| awyers, technol ogists, and activists dedicated to
defending civil liberties in the digital world. It
is supported by nore than 30,000 dues-payi ng nmenbers,
i ncl udi ng thousands in California.

We, with the broad coalition of privacy
advocat es, have been deeply involved in discussions
around the CCPA. We thank the O fice of the Attorney
General for its work and its willingness to listen to
all stakehol ders, including through today's
opportunity to offer feedback on these regul ati ons.

The CCPA entitles consuners to access,
del ete, and opt out of the sale of their personal
informati on. These draft regul ations bring a neasure
of clarity and practical guidance to inplenmenting
this law. Overall they represent a step forward for
consumer privacy.

There are, however, sonme specific draft
regul ations that require revisions. Ohers are a
st ep backwards for consumers and shoul d be
elimnated. We will elaborate in witten comments,
but I would like to take this opportunity to
hi ghlight six inportant points.

First, we encourage the Attorney Ceneral to

ensure ad tech conpliance with the CCPA by i ssuing
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clarifying regulations that sale under this | aw

i ncl udes passing information for targeted
advertising. Some nmenbers of the advertising

t echnol ogy i ndustry have announced plans to interpret
the definition of "sale" in a way that deprives
consuners of their critical right to opt out under
this law. We also ask the Attorney Ceneral's office
to make it abundantly clear that Californians may opt
out of this nost pervasive and invasive form of

i nformati on sal e.

Second, we support the draft regul ation
directing that browser settings be respected as an
opt out of the sale of a consuner's persona
i nformati on. Thousands of Californians have already
installed tools that send privacy signals to the
sites they visit. This regulation builds on widely
adopted technical systens and provi des people with an
assessabl e, consumer-friendly way to comrunicate
their preferences. W suggest that the regul ations
be further clarified to take advantage of this
exi sting infrastructure and ensure that conpanies
respect the choices that consunmers have al ready nade
to protect their privacy.

Third, we appreciate the Attorney General's

refusal to weaken the definition of "personal
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information” in the CCPA. The CCPA's definition of
"personal information" provides a crucial foundation
to the law by stating that everything that is
reasonably capabl e of being associated with a person,
not just information that identifies a person, is
covered and protected.

Fourth, we request that the Attorney Ceneral
elimnate an overbroad exception to the right of
access because of a risk to security. This
additional rule is not necessary for consuner
protection as the draft regulation's verification
requi rements already offer significant protection for
consuners' information. This exception gives
busi nesses undue power to ignore or thwart consumer
requests to understand and control the way their data
are used.

Fifth, we ask you to eliminate the
regul ati on suggestion that busi nesses carve out
consuners by group and charge different prices to
each group. Permitting businesses to price according
to class or group nenbership has the potential to
further harm comrunities already subject to
di scrim nati on.

We strongly oppose pay for privacy schenes,

whi ch create classes of privacy haves and privacy
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have nots. People's information is nost val uabl e not
when they are rich but when they are vul nerable.
Privacy is a constitutional right in California. It
shoul d not be a prem um perk available only to those
who can afford it.

Finally, we ask that the regul ations ensure
consumers have neani ngful protections from data
brokers. The way that these firns buy and sel
consuner profiles and information is totally opaque.
Consuners al nost never intend to share their
information with data brokers and can have trouble
identifying them I|et alone understanding their
busi ness practices. The Attorney General regul ations
shoul d not give special exenptions to such conpanies
but instead treat data brokers |ike other
CCPA- covered businesses and require themto notify
peopl e when they collect information about them

Furt hernore, any expansion of the definition
of "service provider" to those who provide services
t o non- CCPA busi nesses should not include data
br okers.

Thank you again for your work on these
regul ati ons and for the opportunity to provide
f eedback.

STACEY SCHESSER: Thank you.
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Speaker No. 10.

Good nor ni ng.

EDWARD HU: Edward Hu, E-D-WA-R-D HHU from
TrustArc. That's T-R-U-S-T-A-R-C.

The CCPA uses the phrase, quote, "categories
of third parties," end quote, in relation to the
right to know the third parties with whom a busi ness
shares a consuner's personal information, for
exanple, in Section 1798.110, Subsection (a)(4). 1In
the proposed text of the regulations -- and that's
Section 999. 301, Subsection (e), categories of third
parties is defined as, quote:

"Types of entities that do not

col l ect personal information directly

from consuners, including, but not

l[imted to, ad networks, |SPs, data

anal ytics providers, governnent

entities, operating systens and

pl atforms, social networks, and

consunmer data resellers.”

Because many of the exanples of, quote,
"categories of third parties," end quote, do, in
fact, collect personal information directly fromthe
consumers through cookies or tags, the plain nmeaning

of the regul ations would appear to allow a busi ness
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to avoid disclosure of the types of entities it
shares personal information with if those entities
are also collecting personal information directly
fromthe consuners.

For exanple, if a business both, one,
di scl oses personal information to a social network,
and, two, allows that social network to directly
col l ect personal information via cookies on its site,
then the plain | anguage of the regulation appears to
permt the omi ssion of the disclosure of the sharing
of the personal information to the social network
because Subsection (e) of the regulation states that
the categories of third parties that nust be
di scl osed are those that, quote, "do not coll ect
personal information directly fromthe consuners.™

As it appears, this is an unintended
consequence. | would request the |language to clarify
whet her busi nesses need to disclose the categories of
third parties with whomit shares persona
i nformati on where those entities are sinultaneously
col l ecting personal information directly fromthe
CONSUIETr S.

Thank you for your tine.

STACEY SCHESSER: Thank you.

Speaker No. 11, | invite you down to the
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ni crophone.

RI CK ARNEY: Good nor ni ng.

I"m Ri ck Arney, vice chair of Californians
for Consumer Privacy and coaut hor of the CCPA.

First of all, | just want to say, super
grateful for the Attorney General's efforts and
t horoughness with these proposed regulations. | rise
to you today with just some concerns of a few areas.
Al so just historical context, we're in the Hiram
Johnson office building, and this all began as an
initiative. W collected over 600,000 signatures,
whi ch, of course, led to a negotiation with the
| egi slature which lead to the CCPA

It was interesting, a previous speaker
referred to the authors as "broken robots.” That's a
new one for me, but | appreciate it. Lots of things
have been sai d about us, but anyway, we're real happy
to be here.

And so I'll just start with the notice at
poi nt of collection, Section 999.305. It specifies
the notice businesses are required to provi de when
t hey collect consunmers' personal information. The
regul ati ons should clarify that, when a business
collects a consuner's personal information while a

consuner is physically present at the business's
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physi cal prem ses, such as by collecting information
fromthe consumer's device while the consumer shops,
then the notice requirenent should include a detailed
physical notice at the point of collection rather
than a notice that is limted to a web address where
consuners can get information. This is much |ike
going to a restaurant and you get the ratings of A
B, and C, sonmething like that that would be very
cl ear and obvi ous.

The second point | wanted to make is about
Section 999.315 (a), which is the opt out through a
gl obal setting. That section right now all ows
consuners to opt out of the sale of their personal
information through a m nimum of two or nore nethods,
i ncluding a browser plug-in or privacy setting.

But the regulation should clarify that this
i ncl udes a gl obal device or browsing setting.
Busi nesses should not be able to preclude consumers
fromexercising their right to opt out through a
gl obal setting as authorized by Civil Code Section
1798.135(c) by limting consuners to two | ess
conveni ent opt out nethods.

We should really consider -- perhaps an idea
here is the idea of "do not track"” as a current

setting that, you know, we would ask the EGto
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consider that, if a consumer actually opts for "do

not track," that that could be actually used to be an
opt out of sale 'cause it's an existing technol ogy,
it's an existing choice that can be nade in a

br owser .

So they should consider clarifying or
per haps bl essing the specific signals that are in the
mar ket pl ace al ready today, such as "do not track,"
and nmany consumers and businesses rely on that signal
al ready.

The third point is i mediate inplenentation
of opt out requests. This is Section 999.315(d). It
gi ves busi nesses a 15-day grace period after receipt
of a consumer's opt out request before the business
must stop selling the consumer's persona
informati on. Although the CCPA provi des businesses
with a 45-day period to respond to requests for
i nformati on and del etion, there's no corollary for
the right to opt out, which was intended to take
effect imediately.

Whil e we understand that it my be -- may
take a short period of time for a business to
i npl ement a consunmer's opt out request, it should be
no nore than 72 hours, and the burden should be

flipped so that the business nust stop selling the
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consuner's personal information i nmediately upon
recei pt of the consumer's opt out request unless it
is not feasible to do so, and in no event may the
busi ness continue selling the consuner's personal
informati on nore than 72 hours after receipt of the
opt out request.

The bottomline is information is val uable
now. This should be as short as possible. |If a
conpany can start selling i mediately, they should be
able to stop selling i medi ately as well.

Next point, access to highly sensitive
i nformati on, Section 999.313(c)(4), this inposes an
absol ute bar on consunmer's access to certainly highly
sensitive information, such as social security number
or health insurance nunmber, et cetera. \Wiile we
recogni ze that nore care nust be taken with respect
to requests for certain highly sensitive informtion
rat her than banning such access conpletely, the
regul ati on shoul d all ow busi nesses to inpose higher
standards for verification of requests for access to
hi ghly sensitive information

And then the last few points, expansion of
servi ce provider exception to include service
providers to government agencies. This is Section

999. 314, which expands the definition of a, quote,
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"service provider" to include a person or entity that
provi des services to a person or organization that is
not a busi ness.

Al t hough the CCPA does not directly regul ate
government agencies, it is clear -- it clearly limts
the exception for service providers to entities that
provi de services to businesses. Therefore, an
organi zation that qualifies as a business under the
CCPA shoul d not escape the reach of the CCPA when it
processes information on behalf of a government
agency and, |ike other businesses, should be required
to conmply with consuner requests under the CCPA.
There's no statutory basis for the exception that has
been created in this regul ation

And finally, a quick point, the CCPA exenpts
fromthe definition of "sale" information a consuner
directs a business to share or sell to another party.
Many of the concerns raised here today woul d be
covered by that exept -- exenption, excuse ne --
particularly the restriction of a service provider to
not use information it receives from one business for
its own behalf or on behalf of another business.

Thank you so much and very rmuch appreciate
taki ng our comments today and | ook forward to talking

soon.
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STACEY SCHESSER: Thank you.

Speaker No. 12, we invite you to the
m crophone.

Good nor ni ng.

JASON MERTZ- PRI CKETT: Good nor ni ng.

My name is Jason Mertz-Prickett, J-A-S-ON
M E-R-T-Z hyphen P-R-1-C-K-E-T-T.

| amthe vice president of operations at
Upward Credit Union. W are a small community-based
credit union serving the health care conmunity of San
Mat eo County, and we have done so since 1956

Currently we have 16 staff menbers in the
entire organization operating one branch and two
satellite offices. Qur concerns and comments about
the CCPA fall into three main areas.

The first is the effective date. Wth an
entire staff of 16 operating a full-service financial
institution, our internal resources are sparse,
especially when it comes to conpliance. Creating a
conprehensi ve conpliance program and i npl ementing
regul atory changes such as CCPA take tine and
significant resources. Considering the extensive
detail in the proposed regulation and the broadness
of the statute, there is a lot of roomfor

interpretation and anbiguity.
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VWile we are confident that we will neet
t hese new regul atory requirenments, we ask for nore
time. Extending the effective date to January 1st,
2022 will provide credit unions |ike Upward and
hundreds of others throughout California the
opportunity to devel op conpliance prograns that wll
not only conformto CCPA but al so serve our nenbers
in the nost productive and sufficient way.

The second area of concern is sanple and
nodel notices and training. Notice at or before
collection, right to opt out, notice of financial
i ncentives, and revised privacy notices are what wl|l
be required under the proposed regul ations. These
notices are in conjunction with the required
responses to requests to know and requests to delete.
These notices and responses are required to be easily
read and under standabl e by the average consuner.

Wth no gui dance on what that means or
provi ded exanpl es, nethods, or metrics to gauge these
on, it makes it extrenely difficult to devel op these
notices. Wth nost, if not all, businesses needing
to provide such notices, sanples or uniformnotices
woul d not only help just small credit unions but all
financial institutions and busi nesses across

Cal i f orni a.
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In addition to sanple nodels and notices --
excuse me -- the State is in a position to offer
conprehensive training on the CCPA sinilar to the
resources that are offered by the controller's office
in regards to California's requirenments regarding
escheat nment .

And the third and final area of concern is
the GLBA exenptions. Both the Granm Leach-Bliley
Act, GLBA, and the California Financial |Informtion
Privacy Act, the CFIPA, use the term "nonpublic
personal information," and it's defined to nean
personally identifiable informati on. The CCPA uses
the term "personal information" as defined in
California Civil Code 1798.145 and is nuch broader
than the GLBA and CFIPA' s definition of "nonpublic
i nformation."

Wth the current definition as used in the
CCPA, personal information collected could pertain to
any situation, even when there is no financial
transaction involved. As a credit union, we could
find ourselves in situations where a clear exenption
exi sts under CCPA, such as a financial transaction,
as opposed to an interaction that does not result in
a formal transaction.

Wth many interpretations being offered on
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how the CCPA relates or coexists with GLBA or CFIPA,
it is inperative that the Attorney General's office
put forth regulations that clarify these distinctions
and the proper exenptions.

In conclusion | amrequesting due tinme once
the final regulations are enacted to cultivate a CCPA
conpliance programthat neets the regul atory
requirenments. This includes the required notices but
al so best suits the needs of the institution of our
size. Therefore, we request a continuance until
January 1st, 2022. | truly believe the CCPA was born
out of good intentions. Wy not take the tine and
get it right the first time?

Thank you.

STACEY SCHESSER: Thank you.

Speaker 13, we invite you down.

Good nor ni ng.

KATHLEEN LU. Good nmorning. Thank you.

My nane is Kathleen Lu. That is
K-A-T-HL-E-E-N L-U, and | am here on behalf of ny
enpl oyer, Mapbox, M A-P-B-0O X

We will be submitting witten comrents, but
I wanted to take the time today to identify one issue
that | think has not gotten enough attention, and

that is the requirenment of a toll-free nunber as an
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opt out nethod.

The proposed regul ations state that a
busi ness shall provide two or nore designhated nethods
including, at a mninmum a toll-free nunber.

STACEY SCHESSER: |1'm sorry. Could you
speak a little bit closer to the m crophone?

KATHLEEN LU: Sorry about that.

This regul ati on appears to be out of date
because the amendnents of the CCPA specified that a
busi ness that operates exclusively online and has a
direct relationship with a consunmer from whomit
col l ects personal information shall only be required
to provide an e-mail address. | believe that the
regul ati ons should be updated to address the change
fromthe statutory anmendnents.

In addition, the exanples don't appear to
quite match up to what the draft regul ati ons say; so
the first exanple of an opt out is the business is an
online retailer, and it says that at |east one nethod
by which the consuner nmay subnit requests should be
t hrough the business's retail website.

Now, logically this makes sense, which is
that, if a business is collecting information online,
that the nethod of opt out should also be online.

But the exanple says nothing about a toll-free

11: 09

11: 09

11:10

11:10

11:10

Page 53

Personal Court Reporters, A Veritext Company
818-988-1900




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

number .

The second exanmple is an exanple of a
website -- of a business that operates a website but
al so interacts with consuners at a retail |ocation.
Now, that exanple says that the business should al so
i nclude off-1ine methods of opt out requests,
including a toll-free nunmber and an interactive -- a
toll-free nunber, the website, as well as in person
at the retail |ocation.

Now, these exanples seemto suggest that the
met hods of requests of opt out should match up to how
the business is collecting information. But that
doesn't match up to the | anguage of the draft
pr oposal s.

And this is -- one of the reasons that |
wanted to raise this is because toll-free nunbers are
actually quite expensive for a business to operate if
they do not already have toll-free nunbers. W have
heard from a vendor that operating one toll-free
nunber woul d cost $25 per nonth even if it is never
di al ed.

So we are an online business. All the
information that we get from our custonmers cones
t hrough online methods. W do not really expect

people to be dialing a toll-free nunber to give us
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their e-mail address to say, you know, "We don't want
your newsletter anynore." But it's $25 a nonth base
plus 5.9 cents per mnute. So that's $300 annual
cost to each affected business in California even if
t hat nunmber is never used.

And there is another problem which is that
t he Federal Conmmunications Conm ssion has been
| ooking into the issue of toll-free nunber fraud. So
what happens is there are robocalls made to toll-free
numbers just designed to tie up the line and rack up
t he nunber of mnutes. The charges are to the
carrier and to the business that has the toll-free
number, and then the noney goes to the originating
carrier, who then sends a kickback to the robocaller
This type of fraud is pervasive. The FCC held -- you
know, asked for comrents on this fromthe ngmjor
carriers. And it's very hard for a small business to
stop it.

The problemwi th requiring a toll-free
number for every California business that conplies
with CCPA is that we will probably all be sitting
ducks for this type of fraud. The potential costs of
this could be massive. The Departnment of Justice
estimated that up to 570,000 California businesses

woul d need to conply with CCPA. At $300 per
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busi ness, that would be $171 mllion just for the
costs of the toll-free number, even assum ng that
there is no toll-free nunmber fraud.

We ask that the Attorney General's office
redraft this section to make clear that businesses
that only coll ect personal information through online
met hods need not provide off-line nmethods of
receiving opt out and disclosure requests.

Thank you.

STACEY SCHESSER: Thank you.

Speaker 14, we invite you to the microphone.

Good nor ni ng.

EM LY BOROWSKI :  Thank you.

Thank you for the opportunity to share ny
conments.

My name is Em|ly Borowski, E-MI-L-Y B as in
boy O R-OWS-K-1, and | oversee the day-to-day
regul atory conpliance effort of the San Francisco
Fire Credit Union.

W are a State-chartered, privately ensured,
not-for-private financial cooperative. W have
served the local firefighting community since 1951
and in the late '90s, we began to serve anyone,
including fam |y nenmbers who live, work, or attend

school in San Francisco, San Mateo, or Mirin
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Counties. W serve about 72,000 nenbers. We have
four branches, enpl oy about 240 enpl oyees, and our
asset size is approximately $1.4 billion.

Qur concerns with the inplenentation of the
CCPA include the followi ng: the effective date, |ack
of a nodel notice, and confusion with existing | aws.

My first topic is the effective date in that
we believe 88 days, which is actually 54 work days,
is neither a reasonable or adequate tinme to
understand the requirenents of this statute and the
proposed regul ations prior to designing and
i npl ementing a conprehensive conpliance program | et
alone the tine frame for the final regulation and our
response to that.

G ven how general the statute is and how
detail ed the proposed regul ations are, we believe
that the effective date should be extended. And we
do recommend that the Attorney General and governor
del ay that by two years.

Wth regard to the nodel notices and
training, for all required notices, the proposed
regul ations require themto be easy to read and
under st andabl e by the average consuner and provide
some standards to achieve that; yet it is subjective

and does not contenplate a method of how to neasure
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t hat or gauge our success on assessing the
readability.

And since all affected businesses need to
provide the required notices, an enpl oyee training
program and standardi zed nodel notices would help
ensure the consuner's understandi ng of the notices,
sinmplify the requirenents for businesses, and create
an objective review on whet her our notices and
enpl oyee training prograns are neeting these required
st andar ds.

Wth regard to the Gramm Leach-Bliley Act,
the federal law, and the California Financial
Institution Privacy Act Exenptions, we have
significant confusion regarding the definition of
"personal information" and that the termis defined
much nmore broadly in this new CCPA than in these
federal and existing State requirenents.

And because of the inconsistent terns, the
exenption that's provided in the California Civi
Code that was previously stated is unclear. But that
can be -- the interpretations can be done in
di fferent ways.

The first one is just personal information
on its face. Personal information is collected from

a consuner in connection with us providing a
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financial product or service pursuant to the GLBA and

CFI PA. Then the personal information is exenpt from
the requirenents of the CFIPA.  Okay.

The second interpretation could be if
personal information is in the same category as
personally identifiable financial information under
the GLBA is covered by the exenption, but it's not
subject to the CCPA.

And then the nost confusing, third, is that
we could find ourselves exenpt fromthe CCPA in sone
i nstances but not others on the sane data that is
collected in the same manner fromthe sanme source.
And that pertains around the idea of whether a

transaction was performed or not. So if a

transaction is performed, the personally identifiable

informati on could be exempt fromthe CCPA, but if a
transaction is not, then it's in fair play for that
and subject to the requirenents.

So due to the inconsistent term nol ogy and
the interpretations and the manner in which the
exenption is witten in the statute, we're asking for
the final regulation to be nore consistent or, you
know, give us sone nore gui dance with that.

So to conclude, we respectfully request a

nore reasonable time frame to devel op our conpliance
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program once the regulation is final. W ask for
gui dance fromthe Attorney CGeneral that hel ps our
not-for-profit credit union with nodel fornms and
training aids so that we can be confident in our
effort to conply. W would like consistency in the
"personal information" definition between the final
i npl ementing regulation for CCPA and the existing
federal and State requirements, which will help us
confidently interpret the final regulation

Thank you very much for the opportunity to
share our thoughts on this inmportant and tinely
regul ati on.

STACEY SCHESSER: Thank you.

Speaker 15.

UNKNOWN FEMALE: Thank you.

STACEY SCHESSER: Good norni ng.

WAYNE SI SK:  Good norning. Good norning.

My name is Wayne Sisk, WA-Y-N-E S-1-S-K
work for a small start-up, Celigo.com-- or Celigo,
Inc., and I amthe senior manager of security and
conpl i ance.

First off, I just wanted to rem nd you that
we definitely need the graphics of this button that
is required. | think everybody's anxiously waiting

on that. | saw that there's going to be another
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hearing. | think this is going to push things out,
regardl ess of the request for two years, in terns of
being able to inplenment in a tinely fashion.

January 1st is weeks away. Sone of us have proceeded
based on the laws and are refining based on the

regul ations; so we're trying to be ready January 1st.
| don't see that happening right now with the | ack of

solid information both in the regul ations and the

but t on.
My primary areas that | want to focus on
is --
Oh, | mssed a point.
STACEY SCHESSER: |'m sorry. Could you just

speak closer to the m crophone?

WAYNE SI SK:  Sorry. Mybe that'll help.

In the definitions they did not define
ei ther a consunmer or what constitutes personal
information. They did in the law, and the
regul ations refer to that, but it makes it obscure.
It's hard enough to navigate any State | aw that
California passes because it's scattered so badly.
The only definition they gave was "typical consuner,”
and t hat reads:

"Typi cal consumer means natural

person residing in the United States."
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Everythi ng about this |aw was that this
was -- the consumers were going to be California
residents. And | think that should read
"California," not "the United States."

I'"d like to primarily focus on separation
bet ween personal information and the information
about a corporate persona. There's no question that
j ohndoe@mai |l . com or yahoo.com or hotmail or
what - have-you i s personal information. Any other
public e-mail system as well as ny personal phone
number, all of that is definitely part of soneone's
personal profile. It is PIl granted.

E-mail is an endenic part of doing business

today. So is johndoe@eligo.coma person and ny

personal info? | don't believe so. |It's a corporate
persona. |It's disposable. | use it for as long as
I'm enpl oyed there. | have probably been enpl oyed at

60 or 70 different conpanies where |'ve had e-mails.

These come and go and are deleted. | don't care, and
I don't think anybody cares if that e-mail is public
anywher e.

The address of the business, the business
phone nunber, these aren't me. This should be about
me as a personal individual, not as a corporate

persona. They should be defined and excluded from
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this whole notion of PIl. It's just not needed to
regulate information that's not truly personal

A good exanple of this exclusion, Canada has
passed sone of their privacy |egislation. They
excl uded business use -- if you' ve got
busi ness-to-busi ness information going on, that's
fine. |If you' ve got personal-to-business, that
shoul d be included, no question. But
busi ness-to-busi ness is not personal information.

For e-mail, it's easy. |It's a corporate
e-mail. For phone nunbers, | knowit's compn today
for people to use their personal cell phone for
busi ness use. It's also very easy and very
i nexpensive to get a second phone nunber for the
conpany. | would submit that, if they use their
personal phone number in a business fashion, they' ve
abandoned the concept of this is personal
information. It's not public. It's now part of
their corporation

It's not clear about deleting information
about enpl oyees. Enployees are not consuners. Wuld
that be included in this legislation? | don't
bel i eve so, but it's not clear. It needs
clarification.

That's all | have time for. "1l submt the
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rest of ny comments in witing.

Thank you.

STACEY SCHESSER: Thank you.

Speaker 16.

UNKNOWN FEMALE: Thank you.

STACEY SCHESSER: Good nor ni ng.

EM LY FI SHER:. Good norning. Excuse ne.

My name is Em |y Fisher, and | represent the
Public Advocates O fice, which is an independent
consuner advocacy organi zation within the California
Public Utilities Conmm ssion

And Public Advocates advocates for utility
custoners to obtain the | owest possible rates for
service consistent with reliable and safe energy,
wat er, and communi cation services. So just a little
about who we are.

| mpl ement ati on and enforcenment of the CCPA
wi |l have significant inpact on the consuners that
the Public Advocates O fice represents as well as on
busi nesses that are regulated by the CPUC. W are
submtting witten coments later this week with
speci fic proposed new | anguage for your
i mpl ement ati on conveni ence.

For purposes of this hearing, however, |'d

|i ke to address one of the main concerns we have with
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i mpl ement ati on of the CCPA, which is the inpact of
ot herwi se all owabl e financial incentives on utility
and commruni cation services custoners. \Were
custoners have limted alternatives for obtaining

t hese essential services, whether they are

el ectricity, gas, water, wire line or wireless phone,
or Internet access, the financial incentives wll
create undue pressure, especially for |ower inconme
and rural consunmers to opt in in order to obtain the
benefit of the financial incentive. And this is
likely to have a coercive effect, which is
specifically prohibited by the CCPA and Civil Code
Section 1798(b)(4) prohibiting coercive financial

i ncentives.

So for this reason, businesses that provide
the services of a public utility, whether defined in
Public Utilities Code Section 216, including
conmuni cati on services, should be restricted from
of fering financial incentives in exchange for
consuner opt in. The CPUC al ready has oversight over
most of the businesses providing these essenti al
services and will also be providing its own separate
comments on issues of CPUC regulatory authority in
regard to the CCPA.

So therefore, Public Advocates proposes that
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requiring businesses who provide these essenti al
services under CPUC jurisdiction -- requiring themto
apply for perm ssion to inplenent a financial
incentive will help prevent coercive financial
i ncentives that could have a disparate inpact on | ow
i ncone and rural consuners while still allow ng these
busi nesses an opportunity to show that their proposed
financial incentive will not have such an inpact.

W thout this additional safeguard,
consumers' rights to make neani ngful choi ces about
the use of their personal information will be
i npai red whenever they set up a new electricity, gas,
wi rel ess phone, or Internet account. The nmajority of
Cal i fornia households no | onger have a wire line or a
| andl i ne phone; so there's really no question that
W rel ess services are an essential utility service.

As | said, specific proposed |anguage for
this provision will be in our witten comments com ng
later this week.

Thank you.

STACEY SCHESSER: Thank you

Speaker 18. Sorry. Speaker 17.

UNKNOWN FEMALE: Thank you.

STACEY SCHESSER: Sorry about that. Good

nor ni ng.

11: 28

11: 29

11: 29

11: 29

11: 30

Page 66

Personal Court Reporters, A Veritext Company
818-988-1900




10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

HENRY LAU: Good norni ng.

My name is Henry Lau, it's L-A-U, and |'ma
cof ounder of a conpany called Privolta.

We have taken a contrarian strategy in the
mar ket pl ace by focusing on advertising and nmarketing
products that do not require the use of personally
identifiable information.

| wanted to bring up to two key concerns in
relation to the CCPA. The first concern is rel ated
to how conpani es, including Google, have inplenmented
dark patterns in their consent collection processes
i n European jurisdictions due to the GDPR

We have conducted a study of the top 50
websites in the U K and found that, across all of
them the process of opting out was significantly
more difficult than opting in to data coll ection.
Usi ng Googl e as an exanpl e once again, our study
found that the process of opting out took 17 clicks
and at least three minutes, while opting in took |ess
than two seconds and only one click. By declaring
psychol ogi cal warfare on consuners who wi sh to opt
out, these practices violate the spirit of privacy
|l aws, and we'd like to sound the al arm before these
practices are allowed to go unhindered here as well.

The pervasive use of dark patterns currently
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by California-based conpani es and ot hers have | ed
some consent managenent platforns to brag about
90 percent consent rates. Careful rul emaking around
t he depl oynent of the opt out button should prevent
t hese practices from crossing over. 11: 31
Secondly, as reported by the Wall Street
Journal and ot hers, Facebook has used privacy as an
excuse to lock their platform out from conpanies they
found to be conmpetitive. And we want to ensure that
t hese regul ati ons such as the CCPA do not provide 11: 31
cover for anticonpetitive practices in the future.
Thank you for your tine.
STACEY SCHESSER: Thank you.
Speaker 18. Good norning.
CLI FFORD WALDECK: Hi. M nane is Clifford 11: 32
Wal deck, WA-L-D-E-C-K, and | have ny own consulting

conpany that does a lot of different things.

And | just want to ask -- | just hope that
there will be clear guidance on how the CCPA will be
regul ated and the resources that will be behind that. 11: 32

And | know you can't answer that, but | wanted to get
that in there 'cause | think it's an inportant thing
to everybody in the room here.

Thank you.

STACEY SCHESSER: Thank you. 11: 33
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Speaker 19.

Speaker 19? COkay.

Speaker 20. Good norni ng.

PI ERLU GI OLI VERI O  Good nor ni ng.

Pierluigi diverio, P-I-E-R-L-U-I-GI
space --

STACEY SCHESSER: |'m sorry.

PIERLU G OLIVERIO  What's that?

STACEY SCHESSER: Can you sl ow down and say
it one nore tinme?

PI ERLU GI OLI VERI O Fair enough.

Pierluigi Oiverio, spelling
P-1-E-R-L-U-1-G | space OL-I-V-E-R-1-0O

And | will submt sonething through your
website for witten coment, but | just wanted to
make a few coments now.

So I'mrepresenting nyself as a data privacy
advocate. | want to thank you for your service and
t hank you for holding the four hearings. The City of
San Jose would likely be happy to host future
hearings at the City Hall Council Chanmbers, which
hol ds 300 peopl e.

As a former elected official for ten years
in San Jose, we spent a considerable amount of noney

as a city and personnel tinme to protect PIl data. W
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did so not because it was required but because it was

the right thing to do. 1've spoken to nunerous

C-level IT | eaders, both large and small, public and

private, and overall | would say the attitude is

cavalier, and they will wait till a conpany is fined. 11: 34
One CIOtold nme that, if they don't -- told ne that,

if they do not know about it, then they essentially

have plausi ble deniability. Another Cl told nme they

were retiring and don't want to take it on, it'll be

soneone el se's problem 11: 34

When tal king to gl obal conpani es about GDPR

whi ch they're responsible for as well, conpanies say,

"It's a nmess. | just hope | don't get any requests."

So | find that there's just a lot of ill-prepared

or gani zati ons. 11: 34

And |I'mreading off ny phone, so
apologize, as | wote a little nmessage here.
| wanted to go on and say that, you know,
the technol ogy exists today for conpanies to conply,
and organi zations should take this seriously and 11: 35
govern and secure their data now as responsible
conpani es have done with GDPR.
| woul d encourage the Departnment of Justice
to notify CEOs of the law and of their

responsibilities to the Franchise Tax Board as that 11: 35
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woul d be an econonically efficient nethod to notify
t hem and woul d al so be broad-based.

| woul d encourage the Departnment of Justice
to have CEOs and ClIGs certify that the conmpany has
adequate controls to conply, and reporting structures
ensure that such certifying officers are involved in
and are responsible for decisions that inpact the
entity's conpliance.

As the | aw evol ves and professional staff
will have to nmake decisions on inmplenentation,
woul d suggest the |aw be enforced tighter rather than
nore | enient wi thout delay. Data privacy will only
becone nore inportant and not |ess so; so pl ease
utilize this opportunity to protect consumer and
enpl oyee data with strict enforcenent of CCPA so
conpanies are truly responsive.

Thank you for your tinme.

STACEY SCHESSER: Thank you.

And Speaker 21.

Good nor ni ng.

BARBARA LAWLER: Good norni ng.

My name is Barbara Lawl er, B-A-R B-A-R-A
Lawl er, L-A-WL-E-R

First I want to thank the Attorney Genera

and his staff for holding this forumso that we coul d
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provi de feedback on the proposed regul ati ons.

Currently I'"'mthe chief privacy and data
ethics officer for Looker based in Santa Cruz. [|'m
providing this feedback as a 20-plus year privacy
| eader and as a California native. And as a native,
| applaud nmy home state's ongoing efforts to provide
meani ngful privacy protections to its citizens.

My feedback today, which will also be
included in witing, reflects that 20-plus years of
bui |l di ng and i npl enenting ethical world-class privacy
prograns, including as the former CPO of
Hewl ett - Packard and of Intuit where | was known and
my teanms were known for operational excellence and
i nnovative approaches with the goal of honoring the
new rights enshrined in California consumers and
enabling effective conpliance for businesses of al
sizes and industries and a focus on achi eving
positive privacy outcones for California consuners, |
of fer three foundational suggestions.

First, clarify the definitions and
rel ati onshi ps between a business, a service provider,
and a third party. These definitions drive al
strategic and tactical contracting arrangenents and
negoti ati ons. The range of interpretations |'ve seen

so far run the gamut fromno change in terns to the
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sane exact type of conpany, one calling thenselves a

service provider, another a third party. | think

there's an incredible range of interpretation. Some

wi |l sign CCPA addenduns and some won't. \What's the

ri ght answer? 11: 38
So with regard to the definitions in Section

301(d), sources, and 301(e), categories of third

parties, the latter would clearly seemto indicate

that service providers are subject to third party

roles and vice versa. And we've heard nultiple 11: 38

interpretations along those lines, and so they don't

really seemto ally with Section 314(a), (c), and

(d).
Internally we've devel oped a table to map

the relationships, but even with a team of experts, 11: 38

advi sors, and peers, I'mstill not sure we've got it

right, and I'm not sure a | ot of other conpanies are

either, even though they are absolutely trying. So

di sagree with the previous speaker on his prem se

t hat conpani es don't care. 11: 38
Second, streamine the intertw ned CCPA

noti ce and privacy policy requirenments, also a

fundanental. Did you intend nmultiple separate

notices that link to a privacy policy or a privacy

policy that includes nmultiple notices? Both? So 11: 39
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many notices, so many nested linking. It's alnpst
like "Privacy Notice Inception."

Historically the ternms "privacy notice" and
"policy" are often used interchangeably. So
honestly, as an old-tiner, these sections kind of
gave ne a headache, and it feels also like a step
backwards. So the content is inportant; so | think
there's an opportunity to stream ine here.

In the same vein but with a different focus,
No. 3, consider reducing unintended friction for
consuners making legitimte data deletion and right
to know requests. Based on 18 nonths of GDPR
experience, our data says 99 percent of data rights
requests are for deletion only, and they cone to the
privacy e-mail box. No one wants to call. No one
wants to fill out a form

Now, forms are great for netrics, which
happens to be something in analytics that ny
conpany's good at. But nost individuals feel |ike
filling out fornms are actually friction and create
the perception that those requirenments are actually
sl owi ng down and inhibiting their ability to exercise
their privacy rights rather than enabling them So
think there's an opportunity to sinplify.

In addition to ny witten coments, ']
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address sonme positive additional thoughts, including
the need for positive incentives and accountability
frameworks for organi zations striving daily to be
conpliant and do the right thing. Simlar to the
EU-U. S. privacy shield, codes of conduct identified
in the GDPR, security certifications, privacy seals,
or simlar. The need for decision tools, tenplates,
and checklists to guide conpliance. They're easy to
read and understand by the average individual.
Prioritize guidance for reasonable security
expectations, especially for small and medi um
busi nesses. Clarification for cloud-based and (BDB?)
services, which seemto be either largely
m sunder st ood or overl| ooked in the CCPA context. The
need for an authorized State-provided resource for
busi nesses to confirmthe validity of registered
aut hori zed agents as described in 301(c) and 326(a)
and (b).
And finally, clarifying the policy and
regul atory purposes and i ntended uses of published
training nmetrics and cal cul ated val ue of consuner
data in Section 317 and 337, respectively, as these
feel like confidential trade secret IP or financial
reporting information.

So again, thank you for the opportunity to
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gi ve feedback and pl ease feel free to reach out to ne
for deeper discussions on any of ny recomrendati ons.

STACEY SCHESSER: Thank you.

Speaker 22.

EMLY EMERY: Are we still in nmorning? 1In
the nmorning tinme?

STACEY SCHESSER: Yes.

EM LY EMERY: Good nmorning then to --

STACEY SCHESSER: Good norni ng.

EMLY EMERY: -- coming fromthe East Coast.

My name is Emly Enory, EEMI-L-Y E-ME-R-Y,
and |I'm honored to speak with you this norning on
behal f of MPA - the Association of Magazi ne Medi a,
where | serve as the director of digital policy.

MPA represents nore than 500 nagazi ne nedi a
brands that span a vast range of genres across print,
online, nobile, and video nedia. MPA nmenbers publish
sone of the nation's best known, well-trusted, and
| oved magazi nes. More than 90 percent of all U S
adults are inforned, inspired, and entertained
through the print and digital magazine nmedia titles
that they trust and val ue nost.

Readers trust nmgazine nmedia, and in order
to sustain that trust and create the enduring

rel ationshi p between magazi ne publishers and their
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readers, they must have a high degree of confidence

that their data will be protected. And this

confidence and trust is preserved by nagazi ne nmedi a

publ i shers through tine-tested adherence to best

practices in data privacy and security across print,

digital, and in emerging technol ogi es.

Preserving reader trust conpels MPA and our

menmbers to advocate on behal f of strong consumner

privacy protections, and we're here to testify today

to commend you for the underlying principles behind

the California Consuner Privacy Act. | also would

like to note the significant inmpact that CCPA could

have on consuners of namgazi ne nmedia, availability of

magazi ne content, and the visibility of magazi ne

brands. And we |look forward to further guidance from

the Attorney General's office on three specific

sections of provisions.

First, MPA's concerned that consunmer choice

coul d be circunvented given the Attorney General's

direction to businesses to treat a browser plug-in or

privacy setting or other mechanismas a valid opt
in -- out -- excuse nme -- opt out of sale request
999. 315. Especially for businesses |ike magazi ne
publ i shers that have a direct trusted relationship

with their readers, consuner choice could best be

n
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reflected by directing consuners to a "do not sell ny
info" |ink, which serves as a far better indicator of
consuner intent. We ask the Attorney CGeneral office
to reconsider the browsing setting requirenment to
enabl e consuners to opt out of personal informtion
sal e by sone businesses and not ot hers.

Second, MPA asks the Attorney General office
to explicitly affirmin 999.313 that busi nesses nmay
retain suppression records in order to honor a
consumer's del etion request and prevent the
re-addition of a consuner to the business's system
shoul d the business receive personal information
about the consuner's data in the future from anot her
party.

Third, MPA notes the inportance of tiered
subscription offers and netered pay walls in
sust ai ni ng magazi ne nedi a revenue nodels. The
proposed regul ations do not fully account for these
met hods of consumer engagenent with content and could
i npede brands from offering such beneficial nmopdels to
consuners. And we see a potential conflict with the
statute outlined in 999. 307.

We'd ask the Attorney General's office to
reconsi der these requirenments that magazi ne brands

can confidently continue to provide beneficial
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offerings in content across -- to California
CONSUNETS.

And last, the risk for technical
i npl emrent ation i ssues where gui dance fromthe
Attorney General's office could facilitate
busi nesses' CCPA i nplenentation efforts. That was a
nmout hf ul .

First, we seek further guidance on possible
alternative format busi nesses nay use to provide
required notices to consuners with disability.

Second, we seek further guidance on notice
at collection requirenments given the innovative and
evol ving user interactions that people have with
online media.

Third, we'd ask for further guidance from
the Attorney General on inplenmenting the outstanding
opt out button and | ogo instructions.

And | ast, we reconmend raising the
additional reporting requirenment threshold from
4 million to 10 mllion consunmers to provide relief
to small and m d market businesses.

| thank the Attorney General's office for
t he tremendous work that you' ve done and the
privacy-forward approach to this inportant

regulation. We'll look forward to filing our
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coments and would just sinply note that further
clarification would greatly assist businesses like
magazi ne publishers in their efforts to further
successfully conmply with CCPA and further that
relationship with consunmer trust and, in the case of
magazi ne publishers, maintaining that reader trust.

Thank you so much.

STACEY SCHESSER: Thank you.

So this concludes our preregistered
speakers. We don't have any further speakers signed
up; so I'd like to now open it up to anybody who
woul d like to come down and speak at the m crophone.

MAX KORNBLI TH: | al ready spoke today.

STACEY SCHESSER: That's okay. You can cone
back.

MAX KORNBLI TH: Great. Thanks.

Agai n, Max Kornblith. And for -- I'm
actually just making this coment as an individual
but pronpted by interesting points made by a couple
of peopl e who spoke previously.

I would -- if you're not already, | would
encourage you folks to consult with user experience
desi gn professionals because | think one of the
things that's conme up here is the practical effects

of these regulations will have a ot to do with how
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they are inplemented on the page of a website.

So there's been a | ot of talk about what
will that button | ook Ilike? How will that be
apparent to people? 1 think the nmention of dark
patterns was particularly apt.

And then that question of an e-mail address,
so, you know, experience working in tech conpani es,
working with people trying to sort through conpl ex
contracts that the conpani es give them any e-mail
address that's buried somewhere in a | onger
agreenent, such as your privacy policy, is much |ess
likely to be used versus a button or a listing of the
address up front or, you know, having the button sent
in an e-mail versus having to go through a separate
channel

And then -- what else? Oh.

And any -- like, generally an indication of
an e-mail address, unless it tells you what's going
to happen next, as a consunmer, like, | personally
would take that to nmean it's unlikely that much is
goi ng to happen, and it may not even be nonitored.

So again, |I'd encourage you to consult
actually with professionals on that 'cause I'mnot a
user experience professional, but how that's

i npl enented in actual, like, web terns and what's
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requi red of people because conpanies will find a way

to bury it if it's not explicit, that it has to be,

you know, put up front. And | think that's the
intent very wisely of the opt out button.
STACEY SCHESSER: Thank you.

ASHKAN SOLTANI : Hi . Ashkan Sol tani. |

m

an i ndependent consultant and a researcher. |[|'malso

advising the CA privacy folks on the initial ballot

initiative and the npre recent CPRA.

Two just really quick conments, one on the

browser-based setting. So | agree that it'd be

i mportant that the AG clarify what browser or

pl atf orm controls woul d be adequate for all ow ng
consumers to express their opt out preferences.

Particularly of note would be to make sure that,

addition to providing granul ar perhaps "opt back

in

i nll

perm ssions, it should also not conflict with other

browser privacy settings and controls.
So there's been a nunber of proposals to

require, say, persistent tokens or cryptographic

t okens that would nore robustly identify the user

in

order to effectuate their opt out. That would run

contrary to a privacy interest since it now would

allow -- or would conflict with, say, third-party

cooki e bl ocking or other privacy-bl ocking tools.

So

11: 48
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I think just two points that the AG could -- that the
regul ati on could bless particular protocols, and it
could also specify that they shouldn't conflict with
ot her privacy settings and controls.

The other is a quick comment on the 999. 337
in terms of calculating the value of consunmer data.

I do think it would be inportant to clarify that the
val ue of the calculation should be related to the opt
out -- directly to the opt out right -- or the right
that's enacted; right? So if you, for exanple, enact
your right to delete, right, that would be -- that
val ue woul d be different than, say, opting out of
sale; right?

So a consuner -- a conmpany mght be able to
still nonetize a consunmer's data on a first-party
basi s when they opt out of sale whereas a conpany nay
not be able to nonetize the data at all if a consumer
deletes their information. And therefore, that
calculation, in ternms of the financial incentive
provi ded, would be different in those two cases.

So those are the two quick points | would
like to nake. And thank you so nmuch for your effort
on this. This is fantastic.

STACEY SCHESSER: Thank you.

Woul d anybody else like to speak?
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Seeing that there are no nore persons
present that would li ke to make any oral comments, |
hereby cl ose this hearing on the Proposed California
Consuner Privacy Act Regul ations. The witten
coment period ends on Decenber 6th, 2019 at
5:00 P.M Pacific time. Witten comments can al so be
e-mailed to us directly at
privacyregul ati ons@loj . ca. gov.

On behal f of the Departnent of Justice,

t hank you for participating in the rul emaking
process.

The time is 11:52 A .M, and the hearing is
cl osed.

(Wher eupon at 11:52 A M,
t he audi o concl uded.)

--00000- -

11: 51

11: 52
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STATE OF CALI FORNI A )
COUNTY OF LOS ANGELES )

|, Shawna Hogan Cox, C.S. R No. 14038, in
and for the State of California, do hereby certify:

That the foregoing transcription was
transcri bed by nme, that the transcription was
recorded stenographically by nme, was thereafter
transcri bed under ny direction and supervision, and
that the foregoing is a true record of sane.

| further certify that | am neither counsel
for nor related to any party to said action nor in
any way interested in the outconme thereof.

| N W TNESS WHEREOF, | have subscri bed ny
name this 16th day of Decenber, 2019.

Certified Shorthand
Reporter for the

State of California
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