qascensus@

Always have a plan

February 21, 2018

[First Name] [Last Name]
[Address]
[City], [ST] [ZIP]

Notice of Data Breach
Regarding Red Hawk Casino 401(K) Plan

Dear [Plan Participant Name]:
Ascensus, the recordkeeper for the Red Hawk Casino 401(K) Plan, is writing to notify you of

the inadvertent delivery of your personal information to another party. We have summarized
below the relevant facts, which includes an offer of free credit protection.

What On January 31, 2018, Ascensus inadvertently sent a payroll report to
Happened? another Ascensus retirement plan client. Upon discovering this,
Ascensus immediately informed the recipient that she had received
confidential data in error. The client’s plan administrator confirmed to
Ascensus that she deleted the report immediately upon identifying
that it did not relate to participants in her plan, and that no other
individuals at her company viewed or had access to the report.

What The report contains your name, address, birth date, date of hire and

Information Social Security number.

Was Involved?

What We Are Ascensus takes data security very seriously and we have a number

Doing. of policies and procedures designed to protect your personal data. In

light of this occurrence, we are evaluating any additional steps that
we can take to ensure that this does not happen again.

What You Can Although we do not believe that your data is at risk of identity theft,
Do. as a proactive measure we are offering a complimentary 12-month
identity protection package through Experian, called IdentityWorks.
This product helps detect possible misuse of your personal
information and provides you with identity protection support focused
on immediate identification and resolution of identity theft.

If you believe there was fraudulent use of your information as a result of this
error and would like to discuss how you may be able to resolve those
issues, please reach out to an Experian agent. If, after discussing your
situation with an agent, it is determined that identity restoration support is
needed then an Experian Identity Restoration agent is available to work with
you to investigate and resolve each incident of fraud that occurred from the
date of the error (including, as appropriate, helping you with contacting
credit grantors to dispute charges and close accounts; assisting you in
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placing a freeze on your credit file with the three major credit bureaus; and
assisting you with contacting government agencies to help restore your
identity to its proper condition).

Please note that this offer is available to you for one-year from the date of
this letter and does not require any action on your part at this time.

The Terms and Conditions for this offer are located at
www.ExperianIDWorks.com/restoration. You will also find self-help tips and
information about identity protection at this site.

While identity restoration assistance is immediately available to you, we
also encourage you to activate the fraud detection tools available through
Experian IdentityWorks 5 as a complimentary one-year membership. This
product provides you with superior identity detection and resolution of
identity theft. To start monitoring your personal information please follow
the steps below:

e Ensure that you enroll by: May 31, 2018 (Your code will not
work after this date.)

¢ Visit the Experian IdentityWorks website to enroll:
www.experianidworks.com/plus

e Provide your activation code: [code]

If you have questions about the product, need assistance with
Identity Restoration that arose as a result of this error or would like
an alternative to enrolling in Experian IdentityWorks online, please
contact Experian’s customer care team at 1-877-890-9332 by May
31, 2018. Be prepared to provide engagement number DB05405 as
proof of eligibility for the Identity Restoration services by Experian.

In general, we recommend that you remain vigilant to the possibility of
identity theft by reviewing your credit card, bank, and other account
statements and monitoring your free credit report for any unauthorized
activity. You may obtain a copy of your credit report, free of charge, directly
from each of the three nationwide credit reporting companies. To order
your annual free report, visit www.annualcreditreport.com, call toll free at 1-
877-322-8228, or directly contact the three nationwide credit reporting
companies. Contact information for the three nationwide credit reporting
companies is as follows:

Equifax Experian TransUnion

PO Box 740241 PO Box 9554 PO Box 6790
Atlanta, GA 30374 Allen, TX 75013 Fullerton, CA 92834
www.equifax.com www.experian.com  www.transunion.com
1-800-525-6285 1-888-397-3742 1-800-680-7289

Other Important
Information.

ADDITIONAL DETAILS REGARDING YOUR 12-MONTH EXPERIAN
IDENTITYWORKS MEMBERSHIP:

A credit card is not required for enroliment in Experian IdentityWorks.

You can contact Experian immediately regarding any fraud issues, and
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What y

identity

have access to the following features once you enroll in Experian
IdentityWorks:

Experian credit report at signup: See what information is
associated with your credit file. Daily credit reports are available for
online members only.*

Credit Monitoring: Actively monitors Experian file for indicators of
fraud.

Internet Surveillance: Technology searches the web, chat rooms &
bulletin boards 24/7 to identify trading or selling of your personal
information on the Dark Web.

Identity Restoration: Identity Restoration specialists are
immediately available to help you address credit and non-credit
related fraud.

Experian ldentityWorks ExtendCARE™: You receive the same
high-level of Identity Restoration support even after your Experian
IdentityWorks membership has expired.

$1 Million Identity Theft Insurance**: Provides coverage for
certain costs and unauthorized electronic fund transfers.

ou can do to protect your information: There are

additional actions you can consider taking to reduce the chances of

theft or fraud on your account(s). Please refer to

www.ExperianIDWorks.com/restoration for this information.

For More If you h

ave any questions, you can contact our Participant Service

Information. Team at 866-794-2158.

In light of the protection that will be provided by Experian and the confirmation that the data
was destroyed almost immediately after receipt, we feel confident that you will not be
adversely affected because of this error. Nevertheless, we apologize for this error and any

inconvenience it has caused you.

Sincerely,

(3ot

Bob Zieser
Vice President, Client Service

Plan Number: 221725

* Offline members will be eligible to call for additional reports quarterly after enrolling

** |dentity theft insurance is underwritten

by insurance company subsidiaries or affiliates of American International Group,

Inc. (AIG). The description herein is a summary and intended for informational purposes only and does not include all terms,

conditions and exclusions of the policies

described. Please refer to the actual policies for terms, conditions, and exclusions

of coverage. Coverage may not be available in all jurisdictions

200 Dryden Road, Dresher, PA 19025
Office: 215-648-8000 | Fax: 215-648-8888




