Branton, de Jong

A To Enroll, Please Call:
& Associates (888) 281-2470
Accountancy Corporation Or Visit:
www.IDExpertscorp.com/protect
C/O ID Experts Enrollment Code:
PO Box 10444 KKK XXXKXXXXK>>

Dublin, Ohio 43017

<<FirstName>> <<LastName>>
<<Address 1>> <<Address 2>>

<<City>><<State>><<Zip>> March 27, 2018

NOTICE OF DATA BREACH
Dear <<First Name>>:

We value your business and respect the privacyoaf ynformation which is why we are writing to pide you with
details about a data incident involving Branton,Jdag and Associates.

What Happened?

Upon encountering suspicious electronic activity aur tax program, we immediately contacted our peeparation
software and began an investigation into the matiedetermine what was going on. Additionally, weacged all
passwords, and hired a leading, specialized fazefisifirm. On March 16, 2018, the specialized faie IT firm

determined that there was unauthorized accessrtgystem from a foreign IP address. This accesarost between
February 11th and February 26th, 2018. Unfortugattie forensic IT firm cannot determine which widuals’

information was accessed within program folderswecare notifying everyone whose information waseasible out of
an abundance of caution and concern for our clients

What Information Could Be I nvolved?

The information may have included your full namethualate, telephone number, address, Social Sgcoimber, all
employment (W-2) and self-employment informatiof92 information, entity identification and incomareed/amounts
received from participation in S-Corp/partnershipllitrust, and direct deposit bank account inforowaif provided to us
(which includes account number and routing infororgt

What We Are Daing.

In addition to the steps outlined above, we hawuiiaed the FBI, the IRS, all three credit bureaal,applicable state
agencies, and we have reviewed our security mesgarensure reasonable steps have been taken itb suah an
incident from occurring again. We will also workttviaw enforcement in any investigation of the miatt

Given the nature of our relationship and data icid, we are providing you with complimentary idgrtheft protection
services through ID Experts®, a data breach anolvezg services expert. The MylDCare™ services ielul2 months
of credit monitoring, a $1,000,000 insurance reirsbment policy, exclusive educational materials] futly managed
identity theft recovery services. With this protent MylDCare™ will help you resolve issues if yoigentity is
compromised.

What You Can Do.

We encourage you to contact ID Experts with anystjaes and to enroll in free MylDCare services hiliog toll free
number (888) 281-2470 or going to www.idexpertsamm/protect and using the Enrollment Code providedve.
MyIDCare experts are available Monday through Briflam 5 am - 5 pm Pacific Time. Please note thedéee to enroll
is June 28, 2018.




In addition to signing-up for the complimentary ditenonitoring we have secured for you, we reconinimat you take
the following steps and remain vigilant by revieg/giccount statements and monitoring your crediintsp

1. Change all bank account numbers that you haweided to us, or at a minimum monitor all such lban
activity. These would include direct deposit ateteonic fund transfer account details.

2. Establish free 90-day fraud alerts with the¢heredit reporting bureaus:

Equifax Experian TransUnion

P.O. Box 740241 P.O. Box 2104 P.O. Box 2000

Atlanta, GA 30374 Allen, TX 75013 Chester, PA 19022
1-888-766-0008 1-888-397-3742 1-800-680-7289
https://www.alerts.equifax.com/ https://www.experian.com http://www.transunion.com/fra
AutoFraud Online/jsp/fraudAle /fraud/center.html ud-victim-resource/place-
rt.jsp fraud-alert

3. Consider placing a credit freeze on your ant®which will make it more difficult for someone bpen an
account. For more information visit: https://wwansumer.ftc.gov/articles/0497-credit-freeze-fags

4. If you become a victim or suspect identityfthile a complaint with the Federal Trade Comnussat theft on
their website, which we recommend you review.

5. You can also go to the IRS web site (irs.gov)imformation available about current scams améddbhnes.

Lastly, you are entitted to a free credit reportemyv year from each of these agencies at:
www.annualcreditreport.com

For More Information.

Protecting your information is incredibly importantus, as is addressing this incident with thermiation and assistance
you may need. If you have any questions or comscgriease do not hesitate to call the toll-free Ioemn{888) 281-2470,
Monday — Friday, 5am to 5pm PS4r, call (408) 997 - 9212, or write us at 6155 AlmadExpressway Suite 350, San
Jose, CA 95120. Further, you can go to www.idexggerip.com/protect for assistance or for any adaliguestions you
may have.

Very truly yours,
Cooitso, e oy Moo

Branton, de Jong and Associates



& MyIDCare

Recommended Stepsto Help Protect Your Information

Please Note: Minors, under the age of 18, should not have a credit history established and are under the age to
secure credit. Therefore credit monitoring may not be applicable at this time. All other services provided in the
member ship will apply. No oneis allowed to place a fraud alert on your credit report except you, please follow the
instructions below to placethe alert.

1. Website and Enrollment. Go to www.idexpertscorp.com/protect and follow thstructions for enroliment using your
Enrollment Code provided above. Once you have cetaglyour enrollment, you will receive a welcomgeleby email
(or by mail if you do not provide an email addredsen you sign up). The welcome letter will direouyto the exclusive
MylDCare Member Website where you will find othedwable educational information.

2. Activate the credit monitoring provided as part of your MylDCare membership, Wwhig paid for by Branton, de
Jong and Associates. Credit monitoring is includethe membership, but you must personally activtafer it to be
effective. Note: You must have established credit access to a computer and the internet to usaenvice. If you need
assistance, MyIDCare will be able to assist you.

3. Telephone. Contact MylDCare at (888) 281-2470 to gain add#ioinformation about this event and speak with
knowledgeable representatives about the approgtieps to take to protect your credit identity.

4. Review your credit reports. We recommend that you remain vigilant by reviepd@tcount statements and monitoring
credit reports. Under federal law, you also aréledtevery 12 months to one free copy of your trexport from each of
the three major credit reporting companies. To iobgafree annual credit report, go_to www.annualitreport.com or
call 1-877-322-8228. You may wish to stagger yagquests so that you receive a free report by onbeothree credit
bureaus every four months.

If you discover any suspicious items and have &ddh MylDCare, notify them immediately by callirg by visiting
their Member website and filing a theft report.

If you file a theft report with MylDCare, you wilbe contacted by a member of our ID Care team whbhe&ip you
determine the cause of the suspicious items. lutiikely event that you fall victim to identity ¢ft as a consequence of
this incident, you will be assigned an ID Care S$gest who will work on your behalf to identify, g and reverse the
damage quickly.

You should also know that you have the right te &ilpolice report if you ever experience identigutl. Please note that
in order to file a crime report or incident repuwith law enforcement for identity theft, you wilkely need to provide
some kind of proof that you have been a victim.dlge report is often required to dispute fraudtlgé@ms. You can
report suspected incidents of identity theft tealdaw enforcement or to the Attorney General.

5. Place Fraud Alerts with the three credit bureaus. If you choose ta@la fraud alert, we recommend you do this after
activating your credit monitoring. You can placé&aud alert at one of the three major credit busday phone and also
via Experian’s or Equifax’'s website. A fraud aleglls creditors to follow certain procedures, imthg contacting you,
before they open any new accounts or change yastirex accounts. For that reason, placing a frded aan protect
you, but also may delay you when you seek to olmiadit. The contact information for all three bawe is as follows:

Credit Bureaus

Equifax Fraud Reporting Experian Fraud Reporting TransUnion Fraud Reporting
1-866-349-5191 1-888-397-3742 1-800-680-7289

P.O. Box 105069 P.O. Box 9554 P.O. Box 2000

Atlanta, GA 30348-5069 Allen, TX 75013 Chester, PA 19022-2000
www.alerts.equifax.com www.experian.com www.transunion.com

It is necessary to contact only ONE of these busemd use only ONE of these methods. As soon a®fotie three
bureaus confirms your fraud alert, the others aified to place alerts on their records as welbuYwill receive
confirmation letters in the mail and will then Haeato order all three credit reports, free of geafor your review.



6. Security Freeze. By placing a security freeze, someone who fraudlyleacquires your personal identifying
information will not be able to use that informatito open new accounts or borrow money in your nafoe will need
to contact the three national credit reporting hueelisted above in writing to place the freezeefK@a mind that when
you place the freeze, you will not be able to barmoney, obtain instant credit, or get a new creditd until you
temporarily lift or permanently remove the freezbe cost of placing the freeze varies by the statelive in and for
each credit reporting bureau. The Credit Bureau amayge a fee of up to $5.00 to place a freezeplifremove a freeze.
However, if you are a victim of identity theft ahdve filed a report with your local law enforcemagency or submitted
an ID Theft Complaint Form with the Federal Tradsrnission, there may be no charge to place thedree

7. You can obtain additional information about the steps you can take to avoid identityt them the following
agencies. The Federal Trade Commission also ergesithose who discover that their information heenbmisused to
file a complaint with them.

» California Residents: Visit the California Office of Privacy Protectiofwww.privacy.ca.gov) for additional
information on protection against identity theft.

* Maryland Resdents: Office of the Attorney General of Marylan@onsumer Protection Divisio200 St. Paul
Place Baltimore, MD 212Q02ww.oag.state.md.us/Consumer, Telephone: 1-8380D23-

* North Carolina Residents: Office of the Attorney General of North Carolin@001 Mail Service Center,
Raleigh, NC 27699-9001, www.ncdoj.com/, Telephdr819-716-6400 / 1-877-5-NO-SCAM

e Oregon Residents: Oregon Department of Justice, 1162 Court Street $&lem, OR 97301-4096,
www.doj.state.or.us/, Telephone: 877-877-9392

All_ US Residents: Identity Theft Clearinghouse, Federal Trade Comimiss 600 Pennsylvania Avenue, NW
Washington, DC 20580, www.consumer.gov/idtheft 7Z-8DTHEFT (438-4338), TDD: 1-202-326-2502.




Branton, de Jong

A To Enroll, Please Call:
& Associates (888) 281-2470
Accountancy Corporation Or Visit:
www.IDExpertscorp.com/protect
C/O ID Experts Enrollment Code:
PO Box 10444 KKK XXXKXXXXK>>

Dublin, Ohio 43017

<<FirstName>> <<LastName>>
<<A(_Jldress 1>> <<Addr<_ess 2>> March 27, 2018
<<City>><<State>><<Zip>>

NOTICE OF DATA BREACH
Dear <<First Name>>:

We value your business and respect the privacyoaf ynformation which is why we are writing to prde you with
details about a data incident involving Branton,Jo@eg and Associates. You are receiving this lditmrause you are
either a partner, shareholder, or beneficiary paanership, company, or trust we performed work &md accordingly
we had some of your personal information in outesys

What Happened?

Upon encountering suspicious electronic activity aur tax program, we immediately contacted our peeparation
software and began an investigation into the matiedetermine what was going on. Additionally, weacged all
passwords, and hired a leading, specialized farefisifirm. On March 16, 2018, the specialized fwie IT firm

determined that there was unauthorized accessrteystem from a foreign IP address. This accesaromad between
February 11th and February 26th, 2018. Unfortugattie forensic IT firm cannot determine which widuals’

information was accessed within program foldersywecare notifying everyone whose information waseasible out of
an abundance of caution and concern for our clients

What I nformation Could Be Involved?

The information may have included your full nameld@ess, Social Security number, and any earninggoan
distributions or loans to or from that entity.

What We Are Doing.

In addition to the steps outlined above, we havifiad the FBI, the IRS, all three credit bureaal,applicable state
agencies, and we have reviewed our security meagarensure reasonable steps have been taken ith suah an
incident from occurring again. We will also workttviaw enforcement in any investigation of the matt

Given the nature of data incidents and as a precawte are providing you with complimentary idéptiheft protection
services through ID Experts®, a data breach anolvezg services expert. The MylDCare™ services ielul2 months
of credit monitoring, a $1,000,000 insurance reirsbment policy, exclusive educational materialsl fly managed
identity theft recovery services. With this protent MylDCare™ will help you resolve issues if yoigentity is
compromised.



What You Can Do.

We encourage you to contact ID Experts with anystioes and to enroll in free MylDCare services hilieg toll free
number (888) 281-2470 or going_to www.idexpertsamym/protect and using the Enrollment Code provialeave.

MylIDCare experts are available Monday through Briilam 5 am - 5 pm Pacific Time. Please note thadtiee to enroll
is June 28, 2018.

In addition to signing-up for the complimentary ditenonitoring we have secured for you, we reconuinimat you take
the following steps and remain vigilant by revieg/giccount statements and monitoring your crediintsp

1. Establish free 90-day fraud alerts with the¢heredit reporting bureaus:

Equifax Experian TransUnion

P.O. Box 740241 P.O. Box 2104 P.O. Box 2000

Atlanta, GA 30374 Allen, TX 75013 Chester, PA 19022
1-888-766-0008 1-888-397-3742 1-800-680-7289
https://www.alerts.equifax.com/ https://www.experian.com http://www.transunion.com/fra
AutoFraud Online/jsp/fraudAle /fraud/center.html ud-victim-resource/place-
rt.jsp fraud-alert

2. Consider placing a credit freeze on your aotowvhich will make it more difficult for someone bpen an
account. For more information visit: https://wwansumer.ftc.gov/articles/0497-credit-freeze-fags

3. If you become a victim or suspect identityfthéle a complaint with the Federal Trade Comrossat
https://identitytheft.gov and with law enforcemerthe FTC also provides detailed information abidentity
theft on their website, which we recommend youeewvi

4. You can also go to the IRS web site (irs.gov)iiformation available about current scams amdthes.

Lastly, you are entitted to a free credit reportemv year from each of these agencies at:
www.annualcreditreport.com

For Morelnformation.

Protecting your information is incredibly importaotus, as is addressing this incident with therimfation and assistance
you may need. If you have any questions or comscgriease do not hesitate to call the toll-free loemn{888) 281-2470,
Monday — Friday, 5am to 5pm PSar, call (408) 997 - 9212, or write us at 6155 AlmadExpressway Suite 350, San
Jose, CA 95120. Further, you can go to www.idexgoerip.com/protect for assistance or for any addfiguestions you
may have.

Very truly yours,

Branton, de Jong and Associates



@ MyIDCare

Recommended Stepsto Help Protect Your Information

Please Note: Minors, under the age of 18, should not have a credit history established and are under the age to
secure credit. Therefore credit monitoring may not be applicable at this time. All other services provided in the
membership will apply. No oneis allowed to place a fraud alert on your credit report except you, please follow the
instructions below to placethe alert.

1. Website and Enrollment. Go to www.idexpertscorp.com/protect and follow tigtructions for enroliment using your
Enroliment Code provided above. Once you have cetaglyour enroliment, you will receive a welcomieeleby email
(or by mail if you do not provide an email addredsen you sign up). The welcome letter will direouyto the exclusive
MylDCare Member Website where you will find othedwable educational information.

2. Activate the credit monitoring provided as part of your MylDCare membership, Whig paid for by Branton, de
Jong and Associates. Credit monitoring is includethe membership, but you must personally activafer it to be
effective. Note: You must have established credit access to a computer and the internet to usaenvice. If you need
assistance, MylDCare will be able to assist you.

3. Telephone. Contact MyIDCare at (888) 281-2470 to gain adddioinformation about this event and speak with
knowledgeable representatives about the appromieps to take to protect your credit identity.

4. Review your credit reports. We recommend that you remain vigilant by reviegd@ecount statements and monitoring
credit reports. Under federal law, you also arétledtevery 12 months to one free copy of your itnexport from each of
the three major credit reporting companies. To iab#afree annual credit report, go to www.annualitreport.com or
call 1-877-322-8228. You may wish to stagger yaquests so that you receive a free report by onbkeothree credit
bureaus every four months.

If you discover any suspicious items and have &dah MylDCare, notify them immediately by callirg by visiting
their Member website and filing a theft report.

If you file a theft report with MylDCare, you wilbe contacted by a member of our ID Care team whbhe&ip you
determine the cause of the suspicious items. luttikely event that you fall victim to identity eft as a consequence of
this incident, you will be assigned an ID Care S$gest who will work on your behalf to identify, g and reverse the
damage quickly.

You should also know that you have the right te &lpolice report if you ever experience identigutl. Please note that
in order to file a crime report or incident repwith law enforcement for identity theft, you wiikély need to provide
some kind of proof that you have been a victim.dlge report is often required to dispute fraudulgé@ms. You can
report suspected incidents of identity theft tealdaw enforcement or to the Attorney General.

5. Place Fraud Alerts with the three credit bureaus. If you choose tela fraud alert, we recommend you do this after
activating your credit monitoring. You can placé&aud alert at one of the three major credit busday phone and also
via Experian’s or Equifax’'s website. A fraud aleglls creditors to follow certain procedures, imthg contacting you,
before they open any new accounts or change yastirex accounts. For that reason, placing a frdad aan protect
you, but also may delay you when you seek to olutiadit. The contact information for all three bawe is as follows:

Credit Bureaus

Equifax Fraud Reporting Experian Fraud Reporting TransUnion Fraud Reporting
1-866-349-5191 1-888-397-3742 1-800-680-7289

P.O. Box 105069 P.O. Box 9554 P.O. Box 2000

Atlanta, GA 30348-5069 Allen, TX 75013 Chester, PA 19022-2000

www.alerts.equifax.com WWW.experian.com www.transunion.com




It is necessary to contact only ONE of these busemd use only ONE of these methods. As soon afotie three
bureaus confirms your fraud alert, the others a#fied to place alerts on their records as welbuYwill receive
confirmation letters in the mail and will then daeato order all three credit reports, free of gearfor your review.

6. Security Freeze. By placing a security freeze, someone who fraudlyleacquires your personal identifying
information will not be able to use that informattito open new accounts or borrow money in your nafne will need
to contact the three national credit reporting buselisted above in writing to place the freezeefKen mind that when
you place the freeze, you will not be able to barmmoney, obtain instant credit, or get a new creditd until you
temporarily lift or permanently remove the freeZée cost of placing the freeze varies by the statelive in and for
each credit reporting bureau. The Credit Bureau a@yge a fee of up to $5.00 to place a freezeplifremove a freeze.
However, if you are a victim of identity theft ahdve filed a report with your local law enforcemagency or submitted
an ID Theft Complaint Form with the Federal Tradarnission, there may be no charge to place thedree

7. You can obtain additional information about the steps you can take to avoid identityt thiem the following
agencies. The Federal Trade Commission also ergesithose who discover that their information hesnbmisused to
file a complaint with them.

» California Residents: Visit the California Office of Privacy Protectiofwvww.privacy.ca.gov) for additional
information on protection against identity theft.

 Maryland Residents. Office of the Attorney General of Marylan@onsumer Protection Divisio200 St. Paul
Place Baltimore, MD 21202ww.oag.state.md.us/Consumer, Telephone: 1-8880D23-

 North Carolina Residents: Office of the Attorney General of North Carolin@001 Mail Service Center,
Raleigh, NC 27699-9001, www.ncdoj.com/, Telephdr819-716-6400 / 1-877-5-NO-SCAM

e Oregon Residents: Oregon Department of Justice, 1162 Court Street $EJem, OR 97301-4096,
www.doj.state.or.us/, Telephone: 877-877-9392

All_US Residents: Identity Theft Clearinghouse, Federal Trade Comimigs 600 Pennsylvania Avenue, NW
Washington, DC 20580, www.consumer.gov/idtheft 77-8DTHEFT (438-4338), TDD: 1-202-326-2502.




Branton, de Jong

3 To Enroll, Please Call:
& Associates (888) 281-2470
Accountancy Corporation Or Visit:
www.IDExpertscorp.com/protect
C/O 1D Experts Enrollment Code:
PO Box 10444 SXXXXX XXX >>

Dublin, Ohio 43017

<<FirstName>> <<LastName>>
<<A_ddress 1>> <<Addre_ss 2>> March 27, 2018
<<C|ty>><<State>><<Z|p>>

NOTICE OF DATA BREACH

Dear <<First Name>>:

In follow-up to our prior communications regarding this incident, we are writing to provide you with further information
about a data incident involving Branton, de Jong and Associates.

What Happened?

Upon encountering suspicious electronic activity on our tax program, we immediately contacted our tax preparation
software and began an investigation into the matter to determine what was going on. Additionally, we changed all
passwords, and hired a leading, specialized forensic IT firm. On March 16, 2018, the specialized forensic IT firm
determined that there was unauthorized access to our system from a foreign IP address. This access occurred between
February 11th and February 26th, 2018.

What Information Could Be Involved?

The information may have included your full name, birthdate, telephone number, address, Social Security number, all
employment (W-2) and self-employment information, 1099 information, entity identification and income earned/amounts
received from participation in S-Corp/partnership/LLC/trust, and direct deposit bank account information if provided to us
(which includes account number and routing information).

What We Are Doing.

In addition to the steps outlined above, we have notified the FBI, the IRS, all three credit bureaus, all applicable state
agencies, and we have reviewed our security measures to ensure reasonable steps have been taken to avoid such an
incident from occurring again. We will also work with law enforcement in any investigation of the matter.

Given the nature of data incidents and as a precaution, we are providing you with complimentary identity theft protection
services through ID Experts®, a data breach and recovery services expert. The MyIDCare™ services include: 12 months
of credit monitoring, a $1,000,000 insurance reimbursement policy, exclusive educational materials, and fully managed
identity theft recovery services. With this protection, MyIDCare™ will help you resolve issues if your identity is
compromised.


http://www.idexpertscorp.com/protect

What You Can Do.

We encourage you to contact ID Experts with any questions and to enroll in free MylDCare services by calling toll free
number (888) 281-2470 or going to www.idexpertscorp.com/protect and using the Enrollment Code provided above.
MyIDCare experts are available Monday through Friday from 5 am - 5 pm Pacific Time. Please note the deadline to enroll
is June 28, 2018.

In addition to signing-up for the complimentary credit monitoring we have secured for you, we recommend that you take
the following steps and remain vigilant by reviewing account statements and monitoring your credit reports:

1. Change all bank account numbers that you have provided to us, or at a minimum monitor all such bank
activity. These would include direct deposit and electronic fund transfer account details.

2. Establish free 90-day fraud alerts with the three credit reporting bureaus:

Equifax Experian TransUnion

P.O. Box 740241 P.O. Box 2104 P.O. Box 2000

Atlanta, GA 30374 Allen, TX 75013 Chester, PA 19022
1-888-766-0008 1-888-397-3742 1-800-680-7289
https://www.alerts.equifax.com/ | https://www.experian.com | http://www.transunion.com/fra
AutoFraud_Online/jsp/fraudAle | /fraud/center.html ud-victim-resource/place-
rt.jsp fraud-alert

3. Consider placing a credit freeze on your accounts which will make it more difficult for someone to open an
account. For more information visit: https://www.consumer.ftc.gov/articles/0497-credit-freeze-faqs

4. If you become a victim or suspect identity theft, file a complaint with the Federal Trade Commission at
https://identitytheft.gov and with law enforcement. The FTC also provides detailed information about identity
theft on their website, which we recommend you review.

5. You can also go to the IRS web site (irs.gov) for information available about current scams and breaches.

Lastly, you are entitled to a free credit report every year from each of these agencies at:
www.annualcreditreport.com

For More Information.

Protecting your information is incredibly important to us, as is addressing this incident with the information and assistance
you may need. If you have any questions or concerns, please do not hesitate to call the toll-free number (888) 281-2470,
Monday — Friday, 5am to 5pm PST, or call (408) 997 - 9212, or write us at 6155 Almaden Expressway Suite 350, San
Jose, CA 95120. Further, you can go to www.idexpertscorp.com/protect for assistance or for any additional questions you
may have.

Very truly yours, |
m depy . W) |

Branton, de Jong and Associates


https://urldefense.proofpoint.com/v2/url?u=https-3A__www.alerts.equifax.com_AutoFraud-5FOnline_jsp_fraudAlert.jsp&d=DwMF3g&c=Fcy_tm8maX9AUK604DXgKAjxg7xdv9dWt7ej19GNGLQ&r=w_gKhGTT_qopF54LfcmloJbvYBINHkwK8zsztDkvnxNLfFq68Fwat-bAAN0h4nPX&m=V12mcjmz6yxZL8-ULMzI2ybQIGGt6NgYSHtluZiqg24&s=gzT6FcwcuqbZlOyurZpJ3EKSpx3Vl1Sg3_GXD5rUPLg&e=
https://urldefense.proofpoint.com/v2/url?u=https-3A__www.alerts.equifax.com_AutoFraud-5FOnline_jsp_fraudAlert.jsp&d=DwMF3g&c=Fcy_tm8maX9AUK604DXgKAjxg7xdv9dWt7ej19GNGLQ&r=w_gKhGTT_qopF54LfcmloJbvYBINHkwK8zsztDkvnxNLfFq68Fwat-bAAN0h4nPX&m=V12mcjmz6yxZL8-ULMzI2ybQIGGt6NgYSHtluZiqg24&s=gzT6FcwcuqbZlOyurZpJ3EKSpx3Vl1Sg3_GXD5rUPLg&e=
https://urldefense.proofpoint.com/v2/url?u=https-3A__www.alerts.equifax.com_AutoFraud-5FOnline_jsp_fraudAlert.jsp&d=DwMF3g&c=Fcy_tm8maX9AUK604DXgKAjxg7xdv9dWt7ej19GNGLQ&r=w_gKhGTT_qopF54LfcmloJbvYBINHkwK8zsztDkvnxNLfFq68Fwat-bAAN0h4nPX&m=V12mcjmz6yxZL8-ULMzI2ybQIGGt6NgYSHtluZiqg24&s=gzT6FcwcuqbZlOyurZpJ3EKSpx3Vl1Sg3_GXD5rUPLg&e=
https://urldefense.proofpoint.com/v2/url?u=https-3A__www.experian.com_fraud_center.html&d=DwMF3g&c=Fcy_tm8maX9AUK604DXgKAjxg7xdv9dWt7ej19GNGLQ&r=w_gKhGTT_qopF54LfcmloJbvYBINHkwK8zsztDkvnxNLfFq68Fwat-bAAN0h4nPX&m=V12mcjmz6yxZL8-ULMzI2ybQIGGt6NgYSHtluZiqg24&s=KSjTnuy7q4VA6rW1ioiY5BbhltM0jOD24PbNhdI8vzQ&e=
https://urldefense.proofpoint.com/v2/url?u=https-3A__www.experian.com_fraud_center.html&d=DwMF3g&c=Fcy_tm8maX9AUK604DXgKAjxg7xdv9dWt7ej19GNGLQ&r=w_gKhGTT_qopF54LfcmloJbvYBINHkwK8zsztDkvnxNLfFq68Fwat-bAAN0h4nPX&m=V12mcjmz6yxZL8-ULMzI2ybQIGGt6NgYSHtluZiqg24&s=KSjTnuy7q4VA6rW1ioiY5BbhltM0jOD24PbNhdI8vzQ&e=
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®»MyIDCare

Recommended Steps to Help Protect Your Information

Please Note: Minors, under the age of 18, should not have a credit history established and are under the age to
secure credit. Therefore credit monitoring may not be applicable at this time. All other services provided in the
membership will apply. No one is allowed to place a fraud alert on your credit report except you, please follow the
instructions below to place the alert.

1. Website and Enrollment. Go to www.idexpertscorp.com/protect and follow the instructions for enrollment using your
Enrollment Code provided above. Once you have completed your enrollment, you will receive a welcome letter by email
(or by mail if you do not provide an email address when you sign up). The welcome letter will direct you to the exclusive
MylIDCare Member Website where you will find other valuable educational information.

2. Activate the credit monitoring provided as part of your MylDCare membership, which is paid for by Branton, de
Jong and Associates. Credit monitoring is included in the membership, but you must personally activate it for it to be
effective. Note: You must have established credit and access to a computer and the internet to use this service. If you need
assistance, MyIDCare will be able to assist you.

3. Telephone. Contact MyIDCare at (888) 281-2470 to gain additional information about this event and speak with
knowledgeable representatives about the appropriate steps to take to protect your credit identity.

4. Review your credit reports. We recommend that you remain vigilant by reviewing account statements and monitoring
credit reports. Under federal law, you also are entitled every 12 months to one free copy of your credit report from each of
the three major credit reporting companies. To obtain a free annual credit report, go to www.annualcreditreport.com or
call 1-877-322-8228. You may wish to stagger your requests so that you receive a free report by one of the three credit
bureaus every four months.

If you discover any suspicious items and have enrolled in MylIDCare, notify them immediately by calling or by visiting
their Member website and filing a theft report.

If you file a theft report with MyIDCare, you will be contacted by a member of our ID Care team who will help you
determine the cause of the suspicious items. In the unlikely event that you fall victim to identity theft as a consequence of
this incident, you will be assigned an ID Care Specialist who will work on your behalf to identify, stop and reverse the
damage quickly.

You should also know that you have the right to file a police report if you ever experience identity fraud. Please note that
in order to file a crime report or incident report with law enforcement for identity theft, you will likely need to provide
some kind of proof that you have been a victim. A police report is often required to dispute fraudulent items. You can
report suspected incidents of identity theft to local law enforcement or to the Attorney General.

5. Place Fraud Alerts with the three credit bureaus. If you choose to place a fraud alert, we recommend you do this after
activating your credit monitoring. You can place a fraud alert at one of the three major credit bureaus by phone and also
via Experian’s or Equifax’s website. A fraud alert tells creditors to follow certain procedures, including contacting you,
before they open any new accounts or change your existing accounts. For that reason, placing a fraud alert can protect
you, but also may delay you when you seek to obtain credit. The contact information for all three bureaus is as follows:

Credit Bureaus

Equifax Fraud Reporting Experian Fraud Reporting TransUnion Fraud Reporting
1-866-349-5191 1-888-397-3742 1-800-680-7289

P.O. Box 105069 P.O. Box 9554 P.O. Box 2000

Atlanta, GA 30348-5069 Allen, TX 75013 Chester, PA 19022-2000

www.alerts.equifax.com WWW.experian.com www.transunion.com



http://www.idexpertscorp.com/protect
http://www.annualcreditreport.com/
https://www.alerts.equifax.com/
http://www.experian.com/
http://www.transunion.com/

It is necessary to contact only ONE of these bureaus and use only ONE of these methods. As soon as one of the three
bureaus confirms your fraud alert, the others are notified to place alerts on their records as well. You will receive
confirmation letters in the mail and will then be able to order all three credit reports, free of charge, for your review.

6. Security Freeze. By placing a security freeze, someone who fraudulently acquires your personal identifying
information will not be able to use that information to open new accounts or borrow money in your hame. You will need
to contact the three national credit reporting bureaus listed above in writing to place the freeze. Keep in mind that when
you place the freeze, you will not be able to borrow money, obtain instant credit, or get a new credit card until you
temporarily lift or permanently remove the freeze. The cost of placing the freeze varies by the state you live in and for
each credit reporting bureau. The Credit Bureau may charge a fee of up to $5.00 to place a freeze, lift, or remove a freeze.
However, if you are a victim of identity theft and have filed a report with your local law enforcement agency or submitted
an ID Theft Complaint Form with the Federal Trade Commission, there may be no charge to place the freeze.

7. You can obtain additional information about the steps you can take to avoid identity theft from the following
agencies. The Federal Trade Commission also encourages those who discover that their information has been misused to
file a complaint with them.

e California Residents: Visit the California Office of Privacy Protection (www.privacy.ca.gov) for additional
information on protection against identity theft.

¢ Maryland Residents: Office of the Attorney General of Maryland, Consumer Protection Division 200 St. Paul
Place Baltimore, MD 21202, www.0ag.state.md.us/Consumer, Telephone: 1-888-743-0023.

e North Carolina Residents: Office of the Attorney General of North Carolina, 9001 Mail Service Center,
Raleigh, NC 27699-9001, www.ncdoj.com/, Telephone: 1-919-716-6400 / 1-877-5-NO-SCAM

e Oregon Residents: Oregon Department of Justice, 1162 Court Street NE, Salem, OR 97301-4096,
www.doj.state.or.us/, Telephone: 877-877-9392

All _US Residents: Identity Theft Clearinghouse, Federal Trade Commission, 600 Pennsylvania Avenue, NW
Washington, DC 20580, www.consumer.gov/idtheft, 1-877-IDTHEFT (438-4338), TDD: 1-202-326-2502.



http://www.privacy.ca.gov/
http://www.oag.state.md.us/Consumer
http://www.ncdoj.com/
http://www.doj.state.or.us/
http://www.consumer.gov/idtheft

