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NOTICE OF DATA BREACH
Member Name
Member Address
City, State ZIP

Dear Member Name:
| am writing to you about a health privacy information matter.

What Happened?

On 9/21/17, we discovered that a letter intended for you was inadvertently mailed to another
Kaiser Permanente member. You may have also received a similar letter intended for another
KP member.

What Information was Involved?

The letter intended for you referenced Kaiser Permanente’s Liver Care Program and contained
your first and last name, and medical record number. No financial data was involved in this
incident, nor any medical information other than that included in the letter you received.

What We Are Doing:

Kaiser Permanente is reviewing our internal processes to understand how this incident occurred
and will be taking steps to prevent this from happening in the future. We will re-issue a corrected
letter to you following this notice.

What You Can Do:
Keep a copy of this notice for your records for future reference

Kaiser Permanente respects your right to file a complaint. If you have any questions, concerns
or wish to file a complaint with us, please contact us at 1-800-464-4000, (TTY-711) between the
hours of 8:00 a.m. and 5:00 p.m., Monday — Friday, closed weekends and holidays. You also
have the right to contact the Department of Health and Human Services through the Office for
Civil Rights at 1-800-368-1019.

Other Important Information:
A brochure titled “Breach Help — Consumer Tips from the California Attorney General” can be
found at: https://oaqg.ca.gov/sites/all/files/agweb/pdfs/privacy/cis-17-breach-help.pdf.

For More Information:

For more information about privacy protection steps and your medical privacy rights, please visit
the California Department of Justice, Privacy Enforcement and Protection at:
Www.privacy.ca.gov

On behalf of Kaiser Permanente, we offer our sincerest apology that this unfortunate incident
occurred. We assure you that protecting your information is one of our highest priorities, and we
take this responsibility very seriously. If you have any questions, please call 1-800-464-4000,
between 8:00 a.m. and 5:00 p.m., Monday — Friday, closed weekends and holidays.
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Sincerely,

Angela B Anderson

Privacy & Security Officer

Kaiser Permanente

Northern California Compliance, Ethics, & Integrity Office

As described in our Notice of Privacy Practices, you have privacy rights under a Federal law that
protects your health information. We must follow this law to protect your privacy rights. These
rights are important for you to know. You can exercise these rights, ask questions about them,
and file a complaint if you think your rights are being denied or your health information has not
been protected. You may find out more about your privacy rights by reading our Notice at:
(www.kp.org/privacy), or at https://healthy.kaiserpermanente.org/html/kaiser/index.shtml

(Select Privacy Practices at bottom of website page)
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Kaiser Permanente does not discriminate on the basis of age, race, ethnicity, color, national origin, cultural
background, ancestry, religion, sex, gender identity, gender expression, sexual orientation, marital status, physical or
mental disability, source of payment, genetic information, citizenship, primary language, or immigration status.

Language assistance services are available from our Member Services Contact Center 24 hours a day, seven days a
week (except closed holidays). Interpreter services, including sign language, are available at no cost to you during all
hours of operation. We can also provide you, your family, and friends with any special assistance needed to access
our facilities and services. In addition, you may request health plan materials translated in your language, and may
also request these materials in large text or in other formats to accommodate your needs. For more information, call
1-800-464-4000 (TTY users call 711).

A grievance is any expression of dissatisfaction expressed by you or your authorized representative through the
grievance process. A grievance includes a complaint or an appeal. For example, if you believe that we have
discriminated against you, you can file a grievance. Please refer to your Evidence of Coverage or Certificate of
Insurance, or speak with a Member Services representative for the dispute resolution options that apply to you. This
is especially important if you are a Medicare, MediCal, MRMIP, MediCal Access, FEHBP, or CalPERS member
because you have different dispute resolution options available.

You may submit a grievance in the following ways:

« By completing a Complaint or Benefit Claim/Request form at a Member Services office located at a Plan Facility
(please refer to Your Guidebook for addresses)

» By mailing your written grievance to a Member Services office at a Plan Facility (please refer to Your Guidebook
for addresses)

» By calling our Member Service Contact Center toll free at 1-800-464-4000 (TTY users call 711)

» By completing the grievance form on our website at kp.org
Please call our Member Service Contact Center if you need help submitting a grievance.

The Kaiser Permanente Civil Rights Coordinator will be notified of all grievances related to discrimination on the
basis of race, color, national origin, sex, age, or disability. You may also contact the Kaiser Permanente Civil Rights
Coordinator directly at One Kaiser Plaza, 12th Floor, Suite 1223, Oakland, CA 94612.

You can also file a civil rights complaint with the U.S. Department of Health and Human Services, Office for Civil
Rights electronically through the Office for Civil Rights Complaint Portal, available at
ocrportal.hhs.gov/ocr/portal/lobby.jsf, or by mail or phone at: U.S. Department of Health and Human Services, 200
Independence Avenue SW, Room 509F, HHH Building, Washington, D.C. 20201,

1-800-368-1019, 1-800-537-7697 (TDD). Complaint forms are available at www.hhs.qgov/ocr/office/file/index.html.
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Hmong: Muajkwc pab txhais lus pub dawb rau koj,

24 teev ib hnub twg, 7 hnub ib lim tiam twg..Koj thov tau cov kev
pab txhais lus, muab cov ntaub ntawv txhais ua koj hom lus, los yog
ua lwm hom.Tsuas hu rau 1-800-464-4000, 24 teev ib hnub twg, 7
hnub ib

lim tiam twg (cov hnub caiv kaw). Cov neeg siv

TTY hu 711
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Navajo: Saad bee aka’a’ayeed nahol¢ t’aa jiik’é, naadiin doo bibaa’
dii’ ahéé’iikeed tsosts’id yiskaaj{ damoo na'adleehj{. Atah halne’¢
aka’adoolwotigii joki, t’aadoo le’é t’aa hohazaadji hadilyaa’go, éi
doodaii’ naana 14 al’aa adaat’ehigii bee hadadilyaa’go. Koji hodiilnih
1-800-464-4000, naadiin doo bibaa’ di{’ ahéé’iikeed tsosts’id yiskaaj{
damoo né4’adleehji [Dahodiyin biniiyé e’e’aahgo éi da’deelkaalO.
TTY chodeeyoolinigii koj{ hodiilnih 711
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Russian: Msi 6ecrutatHo obecrieunBaem Bac ycimyramu nepeBozia 24
yaca B CyTKH, 7 JHEH B Helelmo. Bbl MokeTe BOCTIONb30BaThCS! TIOMOIIIBEO
YCTHOTO HEPEBOYNKA, 3aTPOCUTh [EPEBOJ] MATEPHAIIOB Ha CBOM SI3bIK
WJIM 3aIPOCUTb UX B OJTHOM U3 abTepHATUBHEIX (hopmaToB. [Ipocto
T03BOHHTE HaM 110 Teneony 1-800-464-4000, kotopslii noctyneH 24
yaca B CYTKH, 7 JIHEl B Helemo (KpoMe Mpa3IHUYHBIX JHEH ).
Tonb3oBareny maHuu TTY MOTYT 3BOHHTB IO HOMepy 711.

Spanish: Contamos con asistencia de idiomas sin costo alguno para
usted 24 horas al dia, 7 dias a la semana. Puede solicitar los servicios
de un intérprete, que los materiales se traduzcan a su idioma o en
formatos alternativos. Solo llame al 1-800-788-0616, 24 horas al dia,
7 dias a la semana (cerrado los dias festivos). Los usuarios de TTY,
deben llamar al 711.

Tagalog: May magagamit na tulong sa wika nang wala kang
babayaran, 24 na oras bawat araw, 7 araw bawat linggo. Maaari kang
humingi ng mga serbisyo ng tagasalin sa wika, mga babasahin na
isinalin sa iyong wika o sa mga alternatibong format. Tawagan
lamang kami sa 1-800-464-4000, 24 na oras bawat araw, 7 araw
bawat linggo (sarado sa mga pista opisyal). Ang mga gumagamit ng
TTY ay maaaring tumawag sa 711.

Thai: 5SS nTaE NN MSLAMARRA 24 TATH9
mnﬂfumaamﬁl‘u‘imvhmsmaotsmmmmmmaiﬁam
hanauAaNaaIAUALAIIALANNANATAINTHUR
guamwaadnuazaafiaursaualvfinnsudatanan
silunnAnaldlaTas Lifinsdaausnsiiiasing
WILSIIVANELAY 1-800-464-4000 ARAA 24 THTHINATY
Aalvivsnstuiuneasunis) gl TTY
TsaTnsli 711

Vietnamese: Dich vu théng dich duoc cung cip mién phi cho quy vi 24
gi mdi ngay, 7 ngay trong tuan. Quy vi c6 thé yéu cu dich vy thong
dich, tai liéu phién dich ra ngén ngit cua quy vi hozc tai liéu bang nhiéu
hinh thirc khac. Quy vi chi cin goi cho ching tdi tai s&
1-800-464-4000, 24 gio mdi ngdy, 7 ngay trong tuan

(trir cac ngay 18). Nguoi ding TTY xin goi 711.


tel:1-800-788-0616

