
EXHIBIT 1 



By providing this notice, the Los Angeles Philharmonic does not waive any rights or 
defenses regarding the applicability of California law or personal jurisdiction. 

Nature of the Data Event 

The Los Angeles Philharmonic was the victim of an email spoofing attack on February 
14, 2018, by an individual pretending to be the Los Angeles Philharmonic’s Chief 
Financial Officer.  A request was made from what appeared to be a legitimate the Los 
Angeles Philharmonic email address for all 2017 the Los Angeles Philharmonic 
employee W-2 information. Unfortunately, copies of all 2017 employee W-2 forms were 
provided before the company discovered that the request was made from a fraudulent 
account by someone using the name and email address that appeared to be from the Los 
Angeles Philharmonic's CEO. the Los Angeles Philharmonic discovered the fraudulent 
nature of the request on February 14, 2018 and has been working tirelessly to investigate 
and to mitigate the impact of the attack. 

Notice to California Residents 

On February 15, 2018, the Los Angeles Philharmonic provided preliminary notice to 
current employees via email. A copy of this notice is attached here as Exhibit A. On 
February 16, 2018, the Los Angeles Philharmonic provided written notice of this incident 
to all affected current and former employees, which includes two thousand, three hundred 
and sixty-two (2,362) California residents. Written notice will be provided in substantially 
the same form as the letter attached here as Exhibit B. 

Other Steps Taken and to Be Taken 

Upon discovering the fraudulent nature of the email, the Los Angeles Philharmonic moved 
quickly to identify those that may be affected, to put in place resources to assist them, and 
to provide them with notice of this incident.  

The Los Angeles Philharmonic is providing all potentially affected individuals access to 
two free years of credit and identity monitoring services, including identity restoration 
services, through Epiq, and has established a dedicated hotline for potentially affected 
individuals to contact with questions or concerns regarding this incident.  Additionally, the 
Los Angeles Philharmonic is providing potentially impacted individuals with guidance on 
how to better protect against identity theft and fraud, including information on how to 
place a fraud alert and security freeze on one's credit file, information on protecting against 
tax fraud, the contact details for the national consumer reporting agencies, information on 
how to obtain a free credit report, a reminder to remain vigilant for incidents of fraud and 
identity theft by reviewing account statements and monitoring free credit reports, and 
encouragement to contact the Federal Trade Commission, their state Attorney General, 
and law enforcement to report attempted or actual identity theft and fraud.  

The Los Angeles Philharmonic is also providing written notice of this incident to other 
state regulators as necessary. The Los Angeles Philharmonic provided notice of this 
incident to the IRS, state tax authorities, and the FBI. 



EXHIBIT A 



 

 

TO: Employees of the Los Angeles Philharmonic in 2017 

DATE: February 15, 2018 

RE: Preliminary Notice of Data Incident 

Dear Colleagues: 

IMPORTANT: Please note that this incident affects you only if you were employed 
by the Los Angeles Philharmonic in 2017.  
 
The Los Angeles Philharmonic was the victim of a targeted cyber-security attack on 
February 14, 2018 that compromised the tax reporting information of our employees. 
 
The security breach was the result of a sophisticated “spear phishing” email scheme that 
led to the theft of W-2 information for individuals employed by the LA Phil in 2017. 

We are investigating the incident and working to mitigate the impact of the attack. We want 
to assure you how seriously we take this breach of personal information and we are in the 
process of identifying the best resources available to help you avoid any misuse of your 
personal information.  

Here are the actions that we are taking: 

Identity Protection. We are arranging to provide affected individuals access to free credit 
monitoring and identity theft protection services for two years, the cost of which will be 
paid for by the Los Angeles Philharmonic. We are moving as quickly as possible to provide 
you access to those services and will provide more information to you as soon as 
tomorrow. 

 

Notice to Affected Individuals. As soon as possible, we will mail written notification 
letters regarding this incident to all impacted current and former Los Angeles 
Philharmonic employees. 

 

Call Center for Employee Questions. We are establishing a call center to answer your 
questions and concerns regarding this incident. Further details as to when the call 
center will be available and how to call will be provided as soon as possible.  

 



Notice to Law Enforcement. We are notifying federal law enforcement of the incident, 
and we will be notifying any necessary state Attorneys General as well. We will be to 
cooperating with the FBI and state law enforcement agencies in their investigations of 
this incident.  

 

Notice to the IRS. We also are reporting this incident to the IRS and relevant state tax 
authorities so they may take steps to monitor for attempts to file fraudulent tax returns 
using Los Angeles Philharmonic employee information.   

Here are the actions that we encourage you to take: 
 

Identity Protection. We encourage you to monitor your credit report, bank accounts, and 

credit card accounts for suspicious activity.  Below are the telephone numbers and 

addresses of the major credit reporting agencies where you can receive credit 

monitoring services: 

 

Equifax 

1 (800) 465-7166 

1505 Windward Concourse 

Alpharetta, GA 30005 

 

Experian 

1 (877) 284-7942 

475 Anton Blvd. 

Costa Mesa, CA 92626 

 

TransUnion 

1(800) 916-8800 

TransUnion LLC 

P.O. Box 1000 

 

Filing of 2017 Tax Returns. We encourage you to file your 2017 tax return as soon as 
reasonably possible, if you have not already done so, to prevent a fraudulent tax return 
from being filed in your name.  

 

Other Resources 

For helpful information and guidance on steps you can take to prevent a fraudulent tax 
return from being filed in your name and what to do if you become the victim of such 
fraud, you can contact the IRS at http://www.irs.gov/Individuals/Identity-Protection. You 
can also visit https://www.irs.gov/uac/Taxpayer-Guide-to-Identity-Theft for more 
information.  

 

http://www.irs.gov/Individuals/Identity-Protection
https://www.irs.gov/uac/Taxpayer-Guide-to-Identity-Theft


If you become aware of a fraudulent tax return filed in your name, or you are instructed 
to do so by the IRS, you should file the IRS Form 14039, Identity Theft Affidavit, with 
a paper copy of the return, and mail according to the instructions. A copy of this form 
can be found at https://www.irs.gov/pub/irs-pdf/f14039.pdf . 

 

We deeply apologize for any inconvenience this incident may cause. Please know that 
we are working diligently to remedy this incident and to prevent any similar incidents 
from occurring in the future. We will continue to provide our information security 
awareness and training programs for all employees. 

If you have any questions about the contents of this notice or about the incident, please 
contact Alison Sowden, CFO, at asowden@laphil.org or Dave Cherpin, Controller, at 
dcherpin@laphil.org. 

Sincerely, 

Alison Sowden 

Vice President & Chief Financial Officer 
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