August 20, 2018

Customer Name LS 0818-088
Street Address
City, State Zip

Dear Customer Name,

| am writing to notify you about an information security incident involving your business information.

What Happened?

On March 2, 2018, we were notified of a security incident that occurred at one of our contracted service
providers who furnishes Bank of the West with business data analysis services relating to our business
banking customers. The service provider’'s investigation determined that unauthorized third parties used
compromised credentials to log into a limited number of their employee email accounts and may have
accessed information associated with your business. On March 19, 2018, we received a copy of the data
file that may have been illegally accessed. We immediately took action, however, the data file was not in
an easily useable format and required significant analysis to identify potentially affected individuals and
associated mailing addresses.

What Information Was Involved?

The data file contained certain personal information provided to Bank of the West in a business context,
including your business name (which may be an individual person’'s name) and a business identification
number (which may be a Social Security number, such as in the case of a sole proprietorship). While the
information is technically business-related and it is unknown if the file in question was actually accessed
and compromised, we are nevertheless providing notification to you about this unfortunate situation out of
an abundance of caution given the potential inclusion of your personal name, along with your personal
Social Security number in relation to the business.

What We Are Doing?

We take this matter very seriously and regret any inconvenience. Our investigation indicates that the
responsible service provider took steps to enhance their security protocols, engaged a cybersecurity
forensics firm, and notified Federal law enforcement as soon as they identified the issue. As a result of
this unfortunate situation, Bank of the West would like to offer you a year of free credit monitoring and
identity theft protection services as a courtesy. Please refer to the Other Important Information section
of this letter for enrollment information.

What You Can Do

Bank of the West recommends closely reviewing all of your account statements for suspicious activity. If
you find anything suspicious or fraudulent, you should call the Bank at the telephone number listed on
your account statement. As a reminder, in general, if you become aware of unauthorized transactions on
your account and promptly report those transactions to the Bank, you will not be responsible for
unauthorized withdrawals, transfers, or purchases made using your debit card.

You have the right to obtain a copy of your credit report for free once a year from each credit reporting
agency. You can obtain a free credit report by visiting www.annuvalcreditreport.com, by calling (877) 322-
8228, or by completing the Annual Credit Request Form and mailing it to: Annual Credit Report Request
Service, P.0. Box 105281 Atlanta, GA 30348-5281. We suggest you remain vigilant over the next 12 to 24
months by checking your account statements monthly and requesting your free credit report from one
bureau at a time every four months. If you have questions regarding the information appearing on your
credit report, please call the credit agency at the telephone number on the credit report.

Please see reverse for additional information


http://www.annualcreditreport.com/

If you do find suspicious activity on your credit report, call your local police or sheriff's office and file a
report of identity theft. Get a copy of the police report, as you may need to give copies of the police report
to creditors to clear up your records. It is also recommended that you report any incidents of identity
theft to Bank of the West, as well as to the Federal Trade Commission (FTC). The FTC can be contacted
toll-free at (877) 438-4338 (877-ID-THEFT). You can visit the FTC's website at: www.identitytheft.gov.

In addition to reviewing your credit report, you have the right to place an initial “fraud alert” on your
credit file. You can do this by calling any one of the three credit reporting agencies at the telephone
numbers shown below. Doing so will let you automatically place fraud alerts with all three agencies, and
you will be sent information on how you can order a free credit report from each of the agencies. The
“fraud alert” will stay on your credit report for 90 days. After that you can renew the alert for additional
90-day periods by calling any one of the three agencies:

Equifax Experian TransUnion

(888) 766-0008 (888) 397-3742 (800) 680-7289

P.0. Box 740241 P.0. Box 9532 P.0. Box 2000
Atlanta, GA 30374-0241 Allen, TX 75013 Chester, PA 19016
www.equifax.com www.experian.com www.transunion.com

If you want to learn more about the steps you can take to avoid identity theft, visit the Federal Trade
Commission’s website. The FTC runs the U.S. government's identity theft information website, at
www.identitytheft.gov. You can also contact the FTC via telephone at (877) ID-THEFT (877-438-4338). The
FTC and the consumer reporting agencies can also provide you with additional information about using
fraud alerts and security freezes to protect your information.

Other Important Information
COMPLIMENTARY SERVICE OFFER

Bank of the West is offering you a free one-year subscription to Identity Guard®, a credit monitoring and
identity theft protection service. Identity Guard provides essential monitoring and protection of not only
credit data, but also alerts you of certain activities that could indicate potential identity theft. This
program is provided by Intersections Inc. (NASDAQ: INTX), a leading provider of consumer and corporate
identity risk management services.

Identity Guard® features include:

e 3-Bureau Credit Report and Scores*

e 3-Bureau Daily Monitoring with NOTIFY EXPRESS® Alerts

e 3-Bureau Quarterly Credit Update

e Victim Assistance

e Credit Education Specialists

e Up to $20,000 identity theft insurance with $0 deductible**

If you wish to take advantage of this monitoring service, you must enroll by October 20, 2018.

are calculated using the information contained in your Equifax, Experian and TransUnion credit files. Lenders use many
different credit scoring systems, and the scores you receive with Identity Guard are not the same scores used by lenders to
evaluate your credit.

*The scores you receive with Identity Guard® are provided for educational purposes to help you understand your credit. They

Credit scores are provided by CreditXpert® based on data from the three major credit bureaus.

**|dentity Theft Insurance underwritten by insurance company subsidiaries or affiliates of American
International Group, Inc. The description herein is a summary and intended for informational purposes
only and does not include all terms, conditions and exclusions of the policies described. Please refer to the
actual policies for terms, conditions, and exclusions of coverage. Coverage may not be available in all
jurisdictions.


http://www.identitytheft.gov/
http://www.equifax.com/
http://www.experian.com/
http://www.transunion.com/
http://www.identitytheft.gov/

ENROLLMENT PROCEDURE

To activate this coverage please call the toll-free number or visit the Web site listed below and enter the
redemption code. The redemption code is required for enrollment, and can only be used one time by the
individual addressed.

Toll-Free: (855) 930-8231
Web Site: www.identityguard.com/enroll
Redemption Code: Redemption Code

In order to enroll, you will need to provide your: mailing address, phone number, Social Security number,
date of birth, email address as well as your redemption code.

This service is complimentary; no method of payment will be collected during enrollment and there is no
need to cancel. We apologize for any inconvenience and urge you to enroll today.

For More Information

If you have any questions, please call our Contact Center at (800) 488-2265 (for TTY use 800-659-5495)
Monday - Friday, 6:00 a.m. to Midnight, and Saturday, Sunday and most holidays, 7:00 a.m. to Midnight,
Central Time.

We deeply regret the exposure of your personal information and are committed to supporting you through
this situation.

Sincerely,

Dovid Pollino

David Pollino
Chief Information Security Officer
Bank of the West

Enclosure

STATE-SPECIFIC RESOURCE INFORMATION

Note to California residents: Even if you do not find any signs of fraud on your reports, the California Office
of Privacy Protection recommends that you check your credit reports every three months for the next
year. The law allows you to order a free credit report from each agency every 12 months. You may order
one, two, or all three reports at the same time, or you may stagger your requests during a 12-month
period to monitor the accuracy and completeness of the information in your reports. Just call one of the
numbers above to order your report and keep the “fraud alert” in place. For more information on identity
theft, you may visit the California Office of Privacy Protection website at www.oag.ca.gov/privacy or call
them toll-free at (866) 785-9663.

Note to Indiana residents: For additional steps you may want to take to protect yourself please read the
Indiana Identity Theft Prevention section online at www.IndianaConsumer.com for more information about
situation-specific actions and responses.

Note to New York residents: For more information on identity theft, we suggest that you visit the New
York State Consumer Protection Board website at www.dos.ny.gov/consumerprotection.


https://webmail.pillsburylaw.com/owa/redir.aspx?C=jjUtjhZ3w06zivJmyRS81beSlRBr5tAI08zumVm4N68GFHwQFIdTBDt47o0qQPrqOUz7S_WuFGA.&URL=http%3a%2f%2fwww.indianaconsumer.com%2f

IDENTITY
GUARD.

www.identityguard.com

Identity Guard’s Victim Recovery Services - one of the many product features available through an
Identity Guard subscription.

Customers who believe they are a victim of identity theft should contact the Identity Guard Customer
Service Department at 1-800-452-2541.

Customers will be assigned a specially trained Dedicated Case Manager for a minimum of 60 days and
who acts as the customer’s primary point of contact for any Victim Recovery Services activities.

If ever a victim of Identity Theft, Victim Recovery Services Agent will work directly with the customer to:

e Review the customer’s 3-Bureau Credit Report and if discrepancies are found, the Victim
Recovery Services Agent will help you to notify creditors via US mail.

e Review the customer’s account on a regular basis and if activity occurs, call the customer to
confirm the activity is legitimate.

e Assist customer in placing Fraud Alerts with the Credit Bureaus.

e Assist customer with filing disputes with the Credit Bureaus.

e Send the customer a summary letter that outlines certain activities that have been detected
that may indicate fraud, a blank uniform Affidavit, contact information for all three Credit
Bureaus, as well as a Fraud First Aid Kit.

e Assist with contacting the Insurance Carrier to file a claim.

e Discuss additional measures such as filing a police report.

The information provided by Identity Guard is for informational purposes only and not for the purpose of
providing legal advice. You should contact your attorney to obtain advice with respect to any particular
issue or problem.


http://www.identityguard.com/
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