
EXHIBIT 1 



 
 

 

We represent MJ Freeway Business Solutions (“MJ Freeway”), 1601 Arapahoe Street #900, 

Denver, CO 80202, and are writing, on behalf of Harborside, to notify you of a recent data security 

incident that may have affected the security of information related to certain individuals residing 

in California.  This notice may be supplemented with any new significant facts learned subsequent 

to its submission.  By providing this notice, MJ Freeway does not waive any rights or defenses 

regarding the applicability of California law, the applicability of the California data event 

notification statute, or personal jurisdiction.  

 

Nature of the Data Security Event 

 

MJ Freeway provides business management software to cannabis dispensaries, including 

Harborside.  On or about November 19, 2016, MJ Freeway’s systems were accessed without 

authorization.  MJ Freeway determined on November 27, 2017 that this unauthorized access 

resulted in the theft of certain data belonging to customers of Harborside.  Upon learning of this 

unauthorized access, MJ Freeway immediately launched an internal investigation, with the 

assistance of third-party forensic investigators, to determine the full nature and scope of the 

incident.  MJ Freeway also promptly notified and has been working with Harborside to determine 

the types of impacted information and to whom it belongs. 

 

While the majority of the data stored using its software is encrypted, through its forensic 

investigation, MJ Freeway determined that the unauthorized individual acquired the following 

types of information relating to Harborside customers: name and driver’s license number.  To date, 

MJ Freeway has no evidence of any actual or attempted misuse of personal information as a result 

of this incident. 

 

Notice to California Residents 
 
On March 1, 2018, MJ Freeway will begin providing written notice of this incident to all affected 
individuals on behalf of Harborside.  This includes notification to one thousand eighty-one (1081) 
California residents.  Written notice will be provided in substantially the same form as the letter 
attached hereto as Exhibit A.  
 

Other Steps Taken 

 

Since being informed of this incident, MJ Freeway has been working diligently, with the assistance 

of third-party forensic investigators, to confirm the scope of the incident and to implement 

additional security measures to better prevent future incidents of this kind.  MJ Freeway has also 

notified law enforcement about this incident. 

 

MJ Freeway is providing all potentially affected individuals access to 12 months of complimentary 

credit monitoring and identity restoration services, through Experian.  Additionally, MJ Freeway 

is providing potentially impacted individuals with guidance on how to better protect against 

identity theft and fraud, including information on how to place a fraud alert and security freeze on 

one's credit file, the contact details for the national consumer reporting agencies, information on 

how to obtain a free credit report, a reminder to remain vigilant for incidents of fraud and identity 

theft by reviewing account statements and monitoring free credit reports, and encouragement to 



 

 

contact the Federal Trade Commission, their state Attorney General, and law enforcement to report 

attempted or actual identity theft and fraud.  

 



EXHIBIT A 
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