Mason Law Office, P.C. | P.O. Box 661445, Sacramento, Ca 95866

Telephone (916) 629-4550 | Facsimile (916) 550-9804

IMPORTANT: NOTICE OF DATA BREACH

Name of Reporting Person:
Contact Information:

Shannon Mason

Mason Law Office, P.C.
P.O. Box 661445
Sacramento, CA 95866
Ph.: (916) 629-4550
Fax: (916) 550-9804

What happened?

On or about May 5, 2018, we discovered evidence of unauthorized access to mycase.com by an
unknown individual or group of individuals. It is unclear how this access was made since we
have implemented all security measures offered by mycase.com. Client data was potentially
accessed, client case information was deleted, and other administrative changes were made to the
system. The extent of the information accessed will be thoroughly investigated by Mason Law
Office, P.C. and mycase.com. You will be contacted if we discover any information specific to
your case.

What Information Was
Involved?

Generally, any information uploaded to mycase.com was potentially accessed, and information
has been deleted. Information potentially accessed includes client names, social security
numbers, driver's license numbers, phone numbers, email addresses, as well as legally
privileged/protected information, including legal documents, case notes, disclosures, financial
statements, evidence, photos, invoices, transcripts, trust balances, and attorney-client
communications. Please note, our standard procedure is to remove identifiable account
information from financial statements, tax returns, and disclosure documents prior to uploading
them into mycase.com. We also do not store payment information, such as credit card
information used for payments into your trust account. No payment information given to us was
ever put into mycase.com whatsoever. We use bank approved software for all payment
transactions, which is highly regulated and secure.

What We Are Doing:

We have notified local law enforcement of the breach, as well as the Federal Bureau of
Investigations. In order to preserve your confidentiality, individual client identities were not
provided in our reports to the authorities. If further information becomes available it will be
provided to you at that time.

What You Can Do:

At this time, we are unaware of the purpose of the unauthorized access to client information.
Thus, we strongly advise you to purchase an identity protection program. You should also
contact the four (4) major credit reporting agencies to alert them of potential identity theft. You
may also consider freezing your credit report.

Contact Information:
Experian: 1-888-397-3742 Equifax: 1-866-349-5191

Transunion: 1-800-916-8800 Innovis: 1-800-540-2505

Other Important
Information:

Any evidence of identity theft and fraud should be immediately reported to the local authorities,
the Federal Bureau of Investigation, the Federal Trade Commission, and the Department of
Justice. The contact information for these agencies can be found online, or you can call us at
(916) 629-4550 and we will provide you with this information.

For More Information:

Please visit the websites for the Federal Trade Commission and the California Department of
Consumer Affairs for further information on the steps you should take to protect yourself and
your credit score. Please do not hesitate to contact us if you have further questions or concerns.




