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00001
JOHN Q. SAMPLE
1234 MAIN STREET
ANYTOWN US 12345-6789

August 22, 2016

Dear John Sample,

We are writing to tell you about an incident that involves your personal information. Keeping your information
private is something we take very seriously. This letter will explain what happened and what SCAN is doing
to protect you.

What Happened? On June 27, 2016, we learned your contact sheet, a document which was kept in a
system used for sales purposes, had been accessed and possibly viewed for unauthorized purposes. We
immediately began an investigation and brought in outside experts. We determined the unauthorized access
occurred between March and June of 2016. While there is no indication that the information in this system
has been used fraudulently, we needed to let you know that your information was in this system.

What Information Was Involved? The information on your contact sheet that was exposed included: your
name, address, and phone number. It may also have included your date of birth and limited health
information, such as a doctor name, health condition, or medication name.

What SCAN Is Doing. Even though your Social Security number was not exposed, SCAN Health Plan has
arranged to have AllClear ID provide their expert identity protection services for one (1) year at no cost to
you. We hope this provides you some peace of mind.

The following services start on the date of this notice and you can use them at any time during the next 12
months. See the What You Can Do section on the back of this page for how to use these AllClear ID
services.

1. AllClear Identity Repair: This service is automatically available to you with no enrollment required. If a
problem arises, a dedicated investigator will help recover financial losses, restore your credit and
make sure your identity is returned to its proper condition.

2. AllClear Credit Monitoring: This service offers additional layers of protection including credit
monitoring and a $1 million identity theft insurance policy. If you wish to use this service, you will
need to provide your personal information to AllClear ID. Please note: Additional steps may be
required by you in order to activate your phone alerts and monitoring options.

What You Can Do. Contact AllClear ID with any questions or concerns or to enroll in option 2, AllClear
Credit Monitoring.

- AllClear ID is available Monday – Saturday from 6 a.m. – 6 p.m. PST at 1-855-270-9186 (TTY:
711),

- To enroll with AllClear Credit Monitoring, go to scan.allclearid.com or call the phone number above.
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The enclosed Information About Identity Theft Protection has helpful information with more steps you can
take to help guard your identity.

We take the privacy of the personal information in our care very seriously and are working to ensure this
does not happen again. We are very sorry for any inconvenience and concern this may cause you. If you
have any questions about this incident, please call AllClear ID at the phone number listed above, or visit
www.scandatafacts.com.

Sincerely,

Chris Wing
Chief Executive Officer
SCAN Health Plan

SCAN Health Plan is an HMO plan with a Medicare contract. Enrollment in SCAN Health Plan depends on
contract renewal.

This information is available for free in other languages. Please call our Member Services number at 1-
800-559-3500, 8 a.m. to 8 p.m., 7 days a week from October 1 to February 14. From February 15 to
September 30, hours are 8 a.m. to 8 p.m. Monday through Friday, and 9 a.m. to 4 p.m. on Saturday
(messages received on holidays and outside of our business hours will be returned within one business
day). TTY users call 711.

Esta información está disponible gratuitamente en otros idiomas. Llame nuestro número de Servicios
para Miembros al 1-800-559-3500, de 8 a.m. a 8 p.m., los siete días de la semana del 1 de octubre al 14
de febrero. Del 15 de febrero al 30 de septiembre el horario es de 8 a.m. a 8 p.m. de lunes a viernes, y de
9 a.m. a 4 p.m. el sábado (los mensajes recibidos en días festivos o fuera de nuestras horas de oficina
serán contestados dentro de un día hábil). Los usuarios de TTY llamen al 711.

本資訊亦免費提供其他語言版本。請撥打 1-800-559-3500 聯絡我們的會員服務部，服務時間：10 月 1

日至 2 月 14 日期間，上午 8 點至晚上 8 點，每週 7 天。2 月 15 日至 9 月 30 日期間，週一至週五
上午 8 點至晚上 8 點，週六上午 9 點至下午 4 點（在節假日及營業時間之外收到的訊息將在一個工作
日內回覆）。聽障和語障人士可致電 711。
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Information About Identity Theft Protection

You may take action directly to further protect against possible identity theft or financial loss.  We encourage
you to remain vigilant against incidents of identity theft and fraud and seek to protect against possible
identity theft or other financial loss by regularly reviewing your financial account statements for any charges
you did not make.  We also encourage you to notify your financial institutions and health care insurers of this
data security event to seek advice regarding protecting your accounts.

We encourage you to regularly review any Explanation of Benefits statements that you receive from your
insurer.  If you see any service that you believe you did not receive, please contact your insurer at the
number on your statement.  If you do not receive regular Explanation of Benefits statements, you can
contact your insurer and request that they send such statements following the provision of services in your
name or number.  You may also want to order copies of your credit reports and check for any medical bills
that you do not recognize.  If you find anything suspicious, you can call the credit reporting agency at the
phone number on the report.  Keep a copy of this notice for your records in case of future problems with
your medical records.  You may also want to request a copy of your medical records from your provider, to
serve as a baseline.

We also suggest that you carefully review your credit reports.  Under U.S. law, you are entitled to one free
credit report annually from each of the three major credit bureaus.  To obtain a free credit report, you may
visit www.annualcreditreport.com, or call, toll-free, (877) 322-8228.  You may also contact the three major
credit bureaus directly to request a free copy of your credit report.  When you receive your credit reports,
they should be reviewed carefully.  You are encouraged to look for accounts you did not open as well as
inquiries from creditors that you did not initiate.  Also, you should look for personal information that is not
accurate, such as home address or Social Security Number.  If you see anything on the report that you do
not understand, call the credit reporting agency at the telephone number on the report.  If you find
suspicious activity on your credit reports, call your local police or sheriff’s office and file a police report of
identity theft.  You should ask for a copy of the police report, as you may need to give copies of the police
report to creditors to clear your records.  Even if you do not find any signs of fraud on your reports, we
recommend that you check your credit reports periodically.

At no charge, you can have these credit bureaus place a “fraud alert” on your file that alerts creditors to take
additional steps to verify your identity prior to granting credit in your name.  Please note, however, that
because it tells creditors to follow certain procedures to protect an individual’s credit, it may also delay the
ability to obtain credit while the agency verifies your identity.  As soon as one credit bureau confirms a fraud
alert, the others are notified to place fraud alerts on your file.  If you wish to place a fraud alert, or you have
questions regarding your credit report, you can contact any one of the following agencies:

Equifax
P.O. Box 105069
Atlanta, GA 30348
800-525-6285
www.equifax.com

Experian
P.O. Box 2002
Allen, TX 75013
888-397-3742
www.experian.com

TransUnion
P.O. Box 2000
Chester, PA 19022-2000
800-680-7289
www.transunion.com

You may also place a security freeze on your credit reports.  A security freeze prohibits a credit bureau from
releasing any information from a consumer’s credit report without the consumer’s written authorization.
However, please be advised that placing a security freeze on your credit report may delay, interfere with, or
prevent the timely approval of any requests you make for new loans, credit mortgages, employment,
housing or other services.

If you are the victim of identity theft, and provide the credit bureau with a valid police report, you will not be
charged to place, lift or remove a security freeze.  In other cases, a credit bureau may charge a fee to place,
temporarily lift, or permanently remove a security freeze.  You will need to place a security freeze separately
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with each of the three major credit bureaus listed above if you wish to place the freeze on all of their credit
files.

For more information on how to place a security freeze, affected individuals may use the following contact
information:

Equifax Security Freeze
P.O. Box 105788
Atlanta, GA 30348
1-800-685-1111
https://www.freeze.equifax.com
/Freeze/jsp/SFF_PersonalID
Info.jsp

Experian Security Freeze
P.O. Box 9554
Allen, TX 75013
1-888-397-3742
www.experian.com/freeze/center.html

TransUnion Security Freeze
P.O. Box 2000
Chester, PA 19022-2000
1-888-909-8872
www.transunion.com/freeze

You can further educate yourself regarding identity theft, fraud alerts, security freezes, and the steps you
can take to protect themselves, by contacting your state Attorney General or the Federal Trade Commission
(FTC).  The FTC also encourages those who discover that their information has been misused to file a
complaint with them.  The FTC can be reached at: 600 Pennsylvania Avenue, NW, Washington, DC 20580;
www.ftc.gov/idtheft; 1-877-ID-THEFT (1-877-438-4338); and TTY: 1-866-653-4261.  You should also report
known or suspected identity theft to your state Attorney General or local law enforcement.  Your state
Attorney General may have advice on preventing identity theft.  You can also learn more about placing a
fraud alert or security freeze on your credit files by contacting the FTC or your state Attorney General.
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JOHN Q. SAMPLE
1234 MAIN STREET
ANYTOWN US 12345-6789

August 22, 2016

Dear John Sample,

We are writing to tell you about an incident that involves your personal information. Keeping your information
private is something we take very seriously. This letter will explain what happened and what SCAN is doing
to protect you.

What Happened? On June 27, 2016, we learned your contact sheet, a document which was kept in a
system used for sales purposes, had been accessed and possibly viewed for unauthorized purposes. We
immediately began an investigation and brought in outside experts. We determined the unauthorized access
occurred between March and June of 2016. While there is no indication that the information in this system
has been used fraudulently, we needed to let you know that your information was in this system.

What Information Was Involved? The information on your contact sheet that was exposed included: your
name, address, phone number, and Social Security number. It also may have included your date of birth
and limited health notes, such as a doctor name, health condition, or medication name.

What SCAN Is Doing. For your protection, SCAN Health Plan has arranged to have AllClear ID provide
their expert identity protection services for one (1) year at no cost to you. We hope this provides you some
peace of mind.

The following services start on the date of this notice and you can use them at any time during the next 12
months. See the What You Can Do section on the back of this page for how to use these AllClear ID
services.

1. AllClear Identity Repair: This service is automatically available to you with no enrollment required. If a
problem arises, a dedicated investigator will help recover financial losses, restore your credit and
make sure your identity is returned to its proper condition.

2. AllClear Credit Monitoring: This service offers additional layers of protection including credit
monitoring and a $1 million identity theft insurance policy. If you wish to use this service, you will
need to provide your personal information to AllClear ID. Please note: Additional steps may be
required by you in order to activate your phone alerts and monitoring options.

What You Can Do. Contact AllClear ID with any questions or concerns or to enroll in option 2, AllClear
Credit Monitoring.

- AllClear ID is available Monday – Saturday from 6 a.m. – 6 p.m. PST at 1-855-270-9186 (TTY:
711),

- To enroll with AllClear Credit Monitoring, go to scan.allclearid.com or call the phone number above.
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The enclosed Information About Identity Theft Protection has helpful information with more steps you can
take to help guard your identity.

We take the privacy of the personal information in our care very seriously and are working to ensure this
does not happen again. We are very sorry for any inconvenience and concern this may cause you. If you
have any questions about this incident, please call AllClear ID at the phone number listed above, or visit
www.scandatafacts.com.

Sincerely,

Chris Wing
Chief Executive Officer
SCAN Health Plan

SCAN Health Plan is an HMO plan with a Medicare contract. Enrollment in SCAN Health Plan depends on
contract renewal.

This information is available for free in other languages. Please call our Member Services number at 1-
800-559-3500, 8 a.m. to 8 p.m., 7 days a week from October 1 to February 14. From February 15 to
September 30, hours are 8 a.m. to 8 p.m. Monday through Friday, and 9 a.m. to 4 p.m. on Saturday
(messages received on holidays and outside of our business hours will be returned within one business
day). TTY users call 711.

Esta información está disponible gratuitamente en otros idiomas. Llame nuestro número de Servicios
para Miembros al 1-800-559-3500, de 8 a.m. a 8 p.m., los siete días de la semana del 1 de octubre al 14
de febrero. Del 15 de febrero al 30 de septiembre el horario es de 8 a.m. a 8 p.m. de lunes a viernes, y de
9 a.m. a 4 p.m. el sábado (los mensajes recibidos en días festivos o fuera de nuestras horas de oficina
serán contestados dentro de un día hábil). Los usuarios de TTY llamen al 711.

本資訊亦免費提供其他語言版本。請撥打 1-800-559-3500 聯絡我們的會員服務部，服務時間：10 月 1

日至 2 月 14 日期間，上午 8 點至晚上 8 點，每週 7 天。2 月 15 日至 9 月 30 日期間，週一至週五
上午 8 點至晚上 8 點，週六上午 9 點至下午 4 點（在節假日及營業時間之外收到的訊息將在一個工作
日內回覆）。聽障和語障人士可致電 711。
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Information About Identity Theft Protection

You may take action directly to further protect against possible identity theft or financial loss.  We encourage
you to remain vigilant against incidents of identity theft and fraud and seek to protect against possible
identity theft or other financial loss by regularly reviewing your financial account statements for any charges
you did not make.  We also encourage you to notify your financial institutions and health care insurers of this
data security event to seek advice regarding protecting your accounts.

We encourage you to regularly review any Explanation of Benefits statements that you receive from your
insurer.  If you see any service that you believe you did not receive, please contact your insurer at the
number on your statement.  If you do not receive regular Explanation of Benefits statements, you can
contact your insurer and request that they send such statements following the provision of services in your
name or number.  You may also want to order copies of your credit reports and check for any medical bills
that you do not recognize.  If you find anything suspicious, you can call the credit reporting agency at the
phone number on the report.  Keep a copy of this notice for your records in case of future problems with
your medical records.  You may also want to request a copy of your medical records from your provider, to
serve as a baseline.

We also suggest that you carefully review your credit reports.  Under U.S. law, you are entitled to one free
credit report annually from each of the three major credit bureaus.  To obtain a free credit report, you may
visit www.annualcreditreport.com, or call, toll-free, (877) 322-8228.  You may also contact the three major
credit bureaus directly to request a free copy of your credit report.  When you receive your credit reports,
they should be reviewed carefully.  You are encouraged to look for accounts you did not open as well as
inquiries from creditors that you did not initiate.  Also, you should look for personal information that is not
accurate, such as home address or Social Security Number.  If you see anything on the report that you do
not understand, call the credit reporting agency at the telephone number on the report.  If you find
suspicious activity on your credit reports, call your local police or sheriff’s office and file a police report of
identity theft.  You should ask for a copy of the police report, as you may need to give copies of the police
report to creditors to clear your records.  Even if you do not find any signs of fraud on your reports, we
recommend that you check your credit reports periodically.

At no charge, you can have these credit bureaus place a “fraud alert” on your file that alerts creditors to take
additional steps to verify your identity prior to granting credit in your name.  Please note, however, that
because it tells creditors to follow certain procedures to protect an individual’s credit, it may also delay the
ability to obtain credit while the agency verifies your identity.  As soon as one credit bureau confirms a fraud
alert, the others are notified to place fraud alerts on your file.  If you wish to place a fraud alert, or you have
questions regarding your credit report, you can contact any one of the following agencies:

Equifax
P.O. Box 105069
Atlanta, GA 30348
800-525-6285
www.equifax.com

Experian
P.O. Box 2002
Allen, TX 75013
888-397-3742
www.experian.com

TransUnion
P.O. Box 2000
Chester, PA 19022-2000
800-680-7289
www.transunion.com

You may also place a security freeze on your credit reports.  A security freeze prohibits a credit bureau from
releasing any information from a consumer’s credit report without the consumer’s written authorization.
However, please be advised that placing a security freeze on your credit report may delay, interfere with, or
prevent the timely approval of any requests you make for new loans, credit mortgages, employment,
housing or other services.

If you are the victim of identity theft, and provide the credit bureau with a valid police report, you will not be
charged to place, lift or remove a security freeze.  In other cases, a credit bureau may charge a fee to place,
temporarily lift, or permanently remove a security freeze.  You will need to place a security freeze separately
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with each of the three major credit bureaus listed above if you wish to place the freeze on all of their credit
files.

For more information on how to place a security freeze, affected individuals may use the following contact
information:

Equifax Security Freeze
P.O. Box 105788
Atlanta, GA 30348
1-800-685-1111
https://www.freeze.equifax.com
/Freeze/jsp/SFF_PersonalID
Info.jsp

Experian Security Freeze
P.O. Box 9554
Allen, TX 75013
1-888-397-3742
www.experian.com/freeze/center.html

TransUnion Security Freeze
P.O. Box 2000
Chester, PA 19022-2000
1-888-909-8872
www.transunion.com/freeze

You can further educate yourself regarding identity theft, fraud alerts, security freezes, and the steps you
can take to protect themselves, by contacting your state Attorney General or the Federal Trade Commission
(FTC).  The FTC also encourages those who discover that their information has been misused to file a
complaint with them.  The FTC can be reached at: 600 Pennsylvania Avenue, NW, Washington, DC 20580;
www.ftc.gov/idtheft; 1-877-ID-THEFT (1-877-438-4338); and TTY: 1-866-653-4261.  You should also report
known or suspected identity theft to your state Attorney General or local law enforcement.  Your state
Attorney General may have advice on preventing identity theft.  You can also learn more about placing a
fraud alert or security freeze on your credit files by contacting the FTC or your state Attorney General.
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