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Re: Notice of Data Breach
Dear Sample A Sample:

For nearly 15 yearsat SwimOutlet.com,our customer servicand online shopping
experiencdiave beemur company’stop priorities,sowe were dismayedb learn in late
Novemberthat wehadbeen thevictims of a sophisticatectyber-attack thamay have
affected the security afur customers’ payment information.

We are contactingyou personally to providgou with clear information about the
incident, stepsve are takingn responseand action you can takéo protectagainst
fraud should you feel it igppropriate.

We apologize forthe inconveniencehis may havecausedand canassure you thawe
worked hardwith top security experttd makeour site as safeas possible fromthese
cyber-criminalgyoing forward.

What Happened? On October 31, 2016, weeganinvestigating somenusualactivity
reported by oucredit cardprocessor. Wemmediatelybegan to work withthird-party
forensicexpertsto investigate these repodsdto identify any sign®f compromiseon
our systemsOn November 28, 2016, weceivedconfirmation ofa sophisticatedyber-
attack in which @ackinto our systemmay havecompromisedsomecustomersdebit
and creditcarddatausedat www.swimoutlet.combetweenMay 2, 2016-Novembe2?2,
2016. Theinformationat risk as aresultof this eventincludesthe cardholder’'s name,
address, phone number, email addreasy number, expiration date, and CVV.

Our Response: What We Are Doing. We take the securitgf our customersinformation
extremely seriously and weve been working with independdotensicinvestigatordo
determinewhat happenedwhat information was affectedand to implemenadditional
procedureso further protectthe securityof customerebit andcreditcards.We are also
working with the FederalBureau of Investigationsto investigatethis incident. The

softwarefrom the criminals thatattackedour systemhasbeenremoved and you can

safely usegyour paymentcard at www.swimoutlet.com.
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What You Can Do. Please review the enclosed Privacy Safeguards Information for
additional information on how to better protect against identity theft and fraud. We
encourage you to remain vigilant against incidents of identity theft by reviewing your
account statements regularly and monitoring your credit reports for suspicious activity.
Under U.S. law, you are entitled to one free credit report annually from each of the three
major credit bureaus. To order one, wsww.annualcreditreport.comr call 1-877-322-

8228. You may also contact the three major credit bureaus directly to request a free copy
of their credit report.

For More Information. Should you have any questions about the content of this letter or
ways you can better protect yourself from the possibility of identity theft, we encourage
you to call the dedicated assistance line, staffed by professionals who are experienced in
working through situations like this, @77) 237-5190, Monday through Friday, 9 a.m. to

7 p.m. EST (closed on U.S. observed holidays) and provide reference number
1219010417 when calling.

The security of your information is incredibly important to us and we let down our
customers, which is why we wanted to contact you as promptly and with as much detalil
as we could. We are truly sorry about this. The incident will only make us work harder to
be the best aquatics shop on the web and serve our customers as best as we possibly can.

Sincerely,

Avi Benaroya
Chief Executive Officer, SwimOutlet.com
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PRIVACY SAFEGUARDSINFORMATION

We encourage you to remain vigilant against indisleri identity theft and fraud, to review your
account statements, and to monitor your creditntsgor suspicious activity. Under U.S. law you
are entitled to one free credit report annuallynfreach of the three major credit reporting
bureaus. To order your free credit report, visitwannualcreditreport.com or call, toll-free, 1-
877-322-8228. You may also contact the three nmagulit bureaus directly to request a free copy
of your credit report.

At no charge, you can also have these credit barpkace a “fraud alert” on your file that alerts

creditors to take additional steps to verify yodentity prior to granting credit in your name.

Note, however, that because it tells creditorsottodv certain procedures to protect you, it may
also delay your ability to obtain credit while tagency verifies your identity. As soon as one
credit bureau confirms your fraud alert, the othames notified to place fraud alerts on your file.

Should you wish to place a fraud alert, or showdd have any questions regarding your credit
report, please contact any one of the agenciesllistlow.

Equifax Experian TransUnion

P.O. Box 105069 P.O. Box 2002 P.O. Box 2000

Atlanta, GA 30348 Allen, TX 75013 Chester, PA 19022-2000
800-525-6285 888-397-3742 800-680-7289
www.equifax.com Wwww.experian.com www.transunion.com

You may also place a security freeze on your cnegiorts. A security freeze prohibits a credit
bureau from releasing any information from a consusncredit report without the consumer’s
written authorization. However, please be advisded placing a security freeze on your credit
report may delay, interfere with, or prevent tmadfy approval of any requests you make for new
loans, credit mortgages, employment, housing, beroservices. If you have been a victim of
identity theft, and you provide the credit bureathva valid police report, it cannot charge you to
place, lift or remove a security freeze. In allatlsases, a credit bureau may charge you a fee to
place, temporarily lift, or permanently remove asdéy freeze. You will need to place a security
freeze separately with each of the three majoritcbedeaus listed above if you wish to place a
freeze on all of your credit files. To find out reoon how to place a security freeze, you can use
the following contact information:

Equifax Security Freeze Experian Security Freeze TransUnion

P.O. Box 105788 P.O. Box 9554 PO Box 2000

Atlanta, GA 30348 Allen, TX 75013 Chester, PA 19022-2000
1-800-685-1111 1-888-397-3742 1-888-909-8872

(NY residents please call www.experian.com/freeze/center.htmivww.transunion.com/securityfreeze
1-800-349-9960)
www.freeze.equifax.com

You can further educate yourself regarding idertigft, fraud alerts, and the steps you can take
to protect yourself, by contacting the Federal €r&bmmission or your state Attorney General.
The Federal Trade Commission can be reached atPéffsylvania Avenue NW, Washington,
DC 20580;www.identitytheft.goy 1-877-ID-THEFT (1-877-438-4338); and TTY: 1-8663%
4261. The Federal Trade Commission also encouthgss who discover that their information
has been misused to file a complaint with th&ar. Maryland residents, the Attorney General
can be reached at: 200 St. Paul Place, 16th HRadtimore, MD 21202; 1-888-743-0023; and




www.oag.state.md.ugor North Carolina residents, the Attorney General can be contacted by
mail at 9001 Mail Service Center, Raleigh, NC 278091, toll-free at 1-877-566-7226; by
phone at 1-919-716-6400; and online at www.ncdej.@ustomers have the right to file a police
report if they ever experience identity theft aud. Please note that in order to file a crime ntepo
or incident report with law enforcement for ideyntiheft, customers will likely need to provide
some kind of proof that they have been a victinstdnces of known or suspected identity theft
should also be reported to law enforcement. Thic@das not been delayed as a result of a law
enforcement investigation.
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Re: Notice of Data Breach
Dear Sample A Sample:

In late November, we became aware of a data incident that may affect your payment
information. Protecting our customers’ information is our highest priority. We have taken
immediate steps to resolve the issue and want to provide you with information about the
incident, how we have responded, and steps you can take to further protect your data
should you feel it appropriate.

What Happened? On October 31, 2016, wigeganinvestigating someinusualactivity
reported by oucredit cardprocessor. Weémmediatelybegan to work withthird-party
forensicexpertsto investigate these repordsdto identify any sign®f compromiseon
our systemsOn November 28, 2016, weceivedconfirmation ofa sophisticateatyber-
attack in which éhackinto our systemmay havecompromisedsomecustomers’debit
and creditcard datausedat www.yogaoutlet.conbetween May 2, 2016-Novemb2g,
2016. Theinformation at risk as aresult of this eventincludesthe cardholder’'s name,
address, phoneumber,.emailaccount, card number, expiration datelCVV.

Our Response: What We Are Doing. We take the securitgf our customersinformation
extremely seriously and weve been working with independdotensicinvestigatordo
determinewhat happenedwhat information was affectedand to implemenadditional
procedureso further protectthe securityof customerebit andcreditcards.We are also
working with the FederalBureau of Investigationsto investigatethis incident. The
softwarefrom the criminals thatattackedour systemhasbeenremoved and you can
safely usegyour paymentcard at www.yogaoutlet.com.

What You Can Do. Pleasereview the enclosedPrivacy Safeguarddnformation for
additional information on howo better protect againstdentity theftand fraud. Itis
encouraged to remain vigilamgainst incidentf identity theft by reviewing your
accountstatementsegularlyand monitoring youcredit reportsfor suspiciousactivity.
UnderU.S.law, you are entitled to orfeee creditreport annuallffrom eachof thethree
majorcreditbureaus. To ordeyne, visitwww.annualcreditreport.com oall 1-877-322-




8228. You may also contact the three major credit bureaus directly to request a free copy
of their credit report.

For More Information. Should you have any questions about the content of this letter or
ways you can better protect yourself from the possibility of identity theft, we encourage
you to call the dedicated assistance line, staffed by professionals who are experienced in
working through situations like this, @77) 237-7191, Monday through Friday, 9 a.m. to

7 p.m. EST (closed on U.S. observed holidays) and provide reference number
5001122716 when calling.

The security of your information is incredibly important to us and we let down our
customers, which is why we wanted to contact you as promptly and with as much detalil
as we could. We are truly sorry about this. The incident will only make us work harder to
be the best yoga shop on the web and serve our customers as best as we possibly can.

Sincerely,

Avi Benaroya
Chief Executive Officer, YogaOutlet.com
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We encourage you to remain vigilant against indisleri identity theft and fraud, to review your
account statements, and to monitor your creditntsgor suspicious activity. Under U.S. law you
are entitled to one free credit report annuallynfreach of the three major credit reporting
bureaus. To order your free credit report, visitwannualcreditreport.com or call, toll-free, 1-
877-322-8228. You may also contact the three nmagulit bureaus directly to request a free copy
of your credit report.

At no charge, you can also have these credit barpkace a “fraud alert” on your file that alerts

creditors to take additional steps to verify yodentity prior to granting credit in your name.

Note, however, that because it tells creditorsottodv certain procedures to protect you, it may
also delay your ability to obtain credit while tagency verifies your identity. As soon as one
credit bureau confirms your fraud alert, the othames notified to place fraud alerts on your file.

Should you wish to place a fraud alert, or showdd have any questions regarding your credit
report, please contact any one of the agencieslIistlow.

Equifax Experian TransUnion

P.O. Box 105069 P.O. Box 2002 P.O. Box 2000

Atlanta, GA 30348 Allen, TX 75013 Chester, PA 19022-2000
800-525-6285 888-397-3742 800-680-7289
www.equifax.com Wwww.experian.com www.transunion.com

You may also place a security freeze on your cnegliorts. A security freeze prohibits a credit
bureau from releasing any information from a constsncredit report without the consumer’s
written authorization. However, please be advisded placing a security freeze on your credit
report may delay, interfere with, or prevent tmadfy approval of any requests you make for new
loans, credit mortgages, employment, housing, beroservices. If you have been a victim of
identity theft, and you provide the credit bureathva valid police report, it cannot charge you to
place, lift or remove a security freeze. In allatlsases, a credit bureau may charge you a fee to
place, temporarily lift, or permanently remove asdéy freeze. You will need to place a security
freeze separately with each of the three majoritcbedeaus listed above if you wish to place a
freeze on all of your credit files. To find out reoon how to place a security freeze, you can use
the following contact information:

Equifax Security Freeze Experian Security Freeze TransUnion

P.O. Box 105788 P.O. Box 9554 PO Box 2000

Atlanta, GA 30348 Allen, TX 75013 Chester, PA 19022-2000
1-800-685-1111 1-888-397-3742 1-888-909-8872

(NY residents please call www.experian.com/freeze/center.htmivww.transunion.com/securityfreeze
1-800-349-9960)
www.freeze.equifax.com

You can further educate yourself regarding idertigft, fraud alerts, and the steps you can take
to protect yourself, by contacting the Federal €r&bmmission or your state Attorney General.
The Federal Trade Commission can be reached atPéffsylvania Avenue NW, Washington,
DC 20580;www.identitytheft.goy 1-877-ID-THEFT (1-877-438-4338); and TTY: 1-8663%
4261. The Federal Trade Commission also encouthgss who discover that their information
has been misused to file a complaint with th&ar. Maryland residents, the Attorney General
can be reached at: 200 St. Paul Place, 16th HRadtimore, MD 21202; 1-888-743-0023; and




www.oag.state.md.ugor North Carolina residents, the Attorney General can be contacted by
mail at 9001 Mail Service Center, Raleigh, NC 278091, toll-free at 1-877-566-7226; by
phone at 1-919-716-6400; and online at www.ncdej.@ustomers have the right to file a police
report if they ever experience identity theft aud. Please note that in order to file a crime ntepo
or incident report with law enforcement for ideyntiheft, customers will likely need to provide
some kind of proof that they have been a victinstdnces of known or suspected identity theft
should also be reported to law enforcement. Thic@das not been delayed as a result of a law
enforcement investigation.





